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Chapter 1. Introduction

This document describes how to configure the DeviceMaster EIP-MOD for the EtherNet/IP-Modbus after
basic DeviceMaster EIP-MOD installation and configuration procedures.

e EtherNet/IP Interface Profile (Controll.ogix) on Page 21

¢ Configuration Overview on Page 41

e Serial Menus on Page 47
e Modbus Menus on Page 53
e Network Menus on Page 61

¢ Diagnostic Menus on Page 91
o System Menus on Page 119

See Locating the Latest Software and Documentation on Page 19 to locate the latest firmware, documentation,
and tools.

1.1. EtherNet/IP-Modbus Gateway Overview

The DeviceMaster EtherNet/IP-Modbus gateway provides the following functionality.
EtherNet/IP interface support:

e  Supports all fully CIP compliant controllers including Rockwell ControlLogix, CompactLogix, SoftLogix,
Schneider Electric, Omron, and GE PLCs, OPC Servers, SCADA systems, HMIs and many more.

¢ Supports PCCC based PLCs such as MicroLogix, SLC 5/05 and PLC-5.
e EtherNet/IP Interface specifics:
- Maximum CIP sessions = 128
- Maximum CIP input (to PLC) connections = 128
- Maximum CIP output (from PLC) connections = 16
- Write-to-Tag/File and Read-from-Tag/File support
- CIP Modbus Object support. Custom service codes support additional Modbus function codes.
e EtherNet/IP controllers can communicate to:
e Shared Memory
¢ A wide variety of Modbus slave devices:
- Local serial Modbus/RTU and Modbus/ASCII slave devices
- Modbus/TCP slaves
- Remote serial Modbus/RTU and Modbus/ASCII devices connected to other gateways
e A wide variety of Modbus masters via Shared Memory:
- Modbus/TCP masters
- Modbus/RTU and Modbus/ASCII masters over Ethernet TCP connections
- Serial Modbus/RTU and Modbus/ASCII masters
¢ Other EtherNet/IP controllers via Shared Memory
- Via Class] connections to Shared memory
- CIP Modbus Object messages

DeviceMaster EIP-MOD User Guide: 2000664 Rev. A Chapter 1. Introduction - 7



EtherNet/IP-Modbus Gateway Overview

- Via Read-from-Tag/File and Write-to-File/Tag configurations
The most extensive Modbus functionality in the industry:
e Up to 96 Modbus/TCP connections
¢  Support up to eight unique Modbus TCP socket port numbers. (i.e. 502, 503, 505, etc.)
e  Multiple Modbus/RTU and/or Modbus/ASCII over Ethernet TCP connections
¢ Local serial Modbus/RTU and Modbus/ASCII slave devices
e Maximum sized Modbus messages
¢ Serial Modbus/RTU and Modbus/ASCII masters

e Shared Memory that can be configured to provide communication interfaces between a vast array of
Modbus slaves, Modbus masters and EtherNet/IP controllers.

e Modbus Alias functionality
e Remote Modbus device connectivity
e Modbus slave to Modbus slave communication

¢ Private Modbus serial bus connectivity — A serial port connected to a serial master and one or more serial
slave devices

A Data Mapping process that provides:
e EtherNet/IP Tag/File to Modbus connectivity - to either Modbus device(s) or Shared memory
¢  Modbus to EtherNet/IP Tag/File connectivity - from either Modbus device(s) or Shared memory
e  Modbus to Modbus connectivity
- Can read from multiple Modbus devices into Shared Memory.
- Can write from Shared memory to multiple Modbus devices.

- Can read directly from one Modbus slave device to another Modbus slave device anywhere on the
Modbus network. These devices can be of any supported type, local or remote.

- Can convert from Modbus register type to another automatically.

e A Data Mapping verification web page that checks for possible Modbus write conflicts, incorrect
configuration and write violations.

e A Shared Memory map web page that displays the Shared Memory read and write memory blocks as
defined utilized by the Data Mapping.
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System Architecture

1.2. System Architecture

The DeviceMaster EtherNet/TP-Modbus firmware utilizes the following architecture.

EtherNet/IP

PLCs
HMIs,
SCAD

elc

_ Modbus
Serial <:> Serial
Devices

EtherNet/IP Modbus
Ethernat/IP to Modbus Message -
Stack - Translation . Routing Interfaces
Layer Handler
bt
' t I 'y
¥
eCos
System Utilities Sega.' il
rver

Ethernet/IP — Modbus Firmware Architecture

The firmware architecture is designed to take full advantage of a broad range of EtherNet/IP and Modbus
routing functionality supported by the DeviceMaster EtherNet/IP-Modbus gateway.
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EtherNet/IP to Modbus Translation Layer Architecture

1.3. EtherNet/IP to Modbus Translation Layer Architecture

The following image illustrates the EtherNet/IP to/from Modbus translation layer.

EtherNet/IP Stack

Shared Memory
Holding Coll
Input (to PLC) Read Register Blocks
- - Blocks
1 1 . .
Class1 Interface _ - 2 Modbus
. Write " " = Controllers
Qutput (from PLC) 4 4
5 5
6 6
7 T
8 8
Requests A A
| CIP Modbus < P! P ~ P >
-—] Object g
Responses (OR) 2
o
&
:
Reai Read from Tag/File to (OR) rs N e > E
bl Write g
OR
e Read from Modbus to Tag/ | Read SR A M
Write il
(OR) L
(OR)
-
Read Li Write
Data Mapping
Modbus to Modbus
EtherNet/IP to/from Modbus Translation Layer
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Translation Layer Connections

1.4. Translation Layer Connections

The following connections are possible through the translation layer.

1.4.1. Connection Methods Table

This table lists the possible connections and the methods available for a wide variety of EtherNet/IP and

Modbus interfaces.

Write (To)
0 =
] ~ 56' Q
o [ - n
<4-BC ws = = =R I 2 <
BE O, Q8 & 3@ 9 %3 £ B3
Lo - 2 . ) g <= < <3 K] =
=S¢ AF RO £ S8 S&% S8 @m =2
W = n.'& AW D w DO D -] n &
= = ) =3 A, IS] e I n B =37
& 8 = P‘“ -2 @] == -] & —_ o =
S 7} o = " — w & 0w g =i
o= Za Z<S 5 5 5 £ 3-8 ) S-&
z zg = ; hz = =y =) = 5] S E )
2027 2 2 %8 3 % & o
~— ~ o r
SO J R & = =Ll S g
5 = E g
) 2
EtherNet/IP PLC(s) via
Class1 Connection 2 3 2 2 2 2 3 3 3
gfl}:}erNet/IP PLC(s) via Tag/ 3 3 3 3 3 3 3.4 3.4 3.4
EtherNet/IP PLC(s) via
Modbus Object 2 3 2 2 2 2 1,3 1,3 1,3
g Modbus/TCP Master(s) 2 3 2 2 2 2 1,3 1,3 1,3
< ;
&= |Modbus RTU/ASCII Serial
; Master(s) 2 3 2 2 2 2 1,3 1,3 1,3
®
® |Modbus RTU/ASCII Over
g |Ethernet TCP Master(s) 2 3 2 2 2 2 13 13 13
Modbus RTU/ASCII Serial
Slave(s) 3 3,4 1,3 1,3 1,3 1,3 3,4 3,4 3,4
Modbus/T'CP Slave(s) 3 3,4 1,3 1,3 1,3 1,3 3,4 3,4 3,4
Remote Modbus RTU/ASCII
Serial Slave(s) 3 3,4 1,3 1,3 1,3 1,3 3,4 3,4 3,4

Where the method is:
1 = via direct message to Modbus slave device
2 = via Shared Memory
3 = via Shared Memory and use of Data Mapping

4 = via use of only Data Mapping
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EtherNet/IP Controllers Classl to/from Shared Memory

1.4.2. EtherNet/IP Controllers Classl to/from Shared Memory

The following provides information about EtherNet/IP controllers Classl to and from shared memory.
¢ Combined with the Data Mapping Modbus to Modbus functionality:
- Local serial Modbus/RTU and Modbus/ASCII slave devices.
- Remote serial Modbus/RTU and Modbus/ASCII slave devices (via additional gateways).
- Remote Modbus/TCP slaves.
e Modbus Controllers:
- Modbus/TCP masters
- Modbus/RTU and Modbus/ASCII over Ethernet TCP masters
- Serial Modbus/RTU and Modbus/ASCII masters
¢ Other EtherNet/IP controllers:
- Utilizing Class1 connections
- Combined with the Data Mapping Read Tag/File Write Modbus functionality
- Combined with the Data Mapping Read Modbus Write Tag/File functionality

1.4.3. EtherNet/IP Controllers via Data Mapping to/from Tag/File

The following provides information about EtherNet/IP controllers via data mapping to and from Tag/File.
¢ Directly to/from Modbus slave devices:
- Local serial Modbus/RTU and Modbus/ASCII slave devices.
- Remote serial Modbus/RTU and Modbus/ASCII slave devices (via additional gateways).
- Modbus/TCP slaves.
¢ Through Shared Memory:
- Combined with the Data Mapping Modbus to Modbus functionality:
- Local serial Modbus/RTU and Modbus/ASCII slave devices.
- Remote serial Modbus/RTU and Modbus/ASCII slave devices (via additional gateways).
- Remote Modbus/TCP slaves.
- Modbus Masters:
- Modbus/TCP masters
- Modbus/RTU and Modbus/ASCII over Ethernet TCP masters
- Serial Modbus/RTU and Modbus/ASCII masters
- Other EtherNet/IP controllers:
- Utilizing Class1 connection(s)
- Combined with the Data Mapping Read Tag/File Write Modbus functionality
- Combined with the Data Mapping Read Modbus Write Tag/File functionality
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EtherNet/IP Controllers CIP Modbus Object via MSG Instructions

1.4.4. EtherNet/IP Controllers CIP Modbus Object via MSG Instructions

The following provides information about EtherNet/IP controller CIP Modbus object via MSG instructions.
¢ Directly to/from Modbus slave devices:
- Local serial Modbus/RTU and Modbus/ASCII slave devices.
- Remote serial Modbus/RTU and Modbus/ASCII slave devices (via additional gateways).
- Modbus/TCP slaves.
¢ Through Shared Memory:
- Combined with the Data Mapping Modbus to Modbus functionality:
- Local serial Modbus/RTU and Modbus/ASCII slave devices.
- Remote serial Modbus/RTU and Modbus/ASCII slave devices (via additional gateways).
- Remote Modbus/TCP slaves.
- Modbus Masters:
- Modbus/TCP masters
- Modbus/RTU and Modbus/ASCII over Ethernet TCP masters
- Serial Modbus/RTU and Modbus/ASCII masters
- Other EtherNet/IP controllers:
- Utilizing Class1 connection(s)
- Combined with the Data Mapping Read Tag/File Write Modbus functionality
- Combined with the Data Mapping Read Modbus Write Tag/File functionality

1.5. Data Type Definitions

The following list defines the available data types.

Data Type Definition
USINT Unsigned short integer (8-bits)
UINT Unsigned integer (16-bit)
UDINT Unsigned double integer (32-bits)
INT Signed integer (16-bits)
DINT Signed double integer (32-bits)
BYTE Bit string (8-bits)
WORD Bit string (16-bits)
DWORD Bit string (32-bits)
STRING Character string (1-byte per character)
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Terms and Definitions

1.5.1. Terms and Definitions

This section uses the following terms and definitions.

Term Definition

Otherwise called implicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 1 e Uses Ethernet UDP messages.

e Iscyclic in nature. Input and/or output data is exchanged between the
controllers and devices at regular time intervals.

Otherwise called explicit messaging, is a method of communication between
EtherNet/IP controllers and devices that:

Class 3 ¢ Uses Ethernet TCP/IP messages.

e By itselfis not cyclic in nature. The controller and devices must send
individual messages to each other.

EtherNet/IP An Ethernet based industrial communication protocol utilized to communicate
between controllers, often times PLCS, and devices.

Ethernet TCP/IP Standard Ethernet communications protocol utilizing socket communication
interfaces that guarantees delivery to the intended device.

Standard Ethernet communications protocol utilizing socket communication
Ethernet UDP/IP |interfaces that does not guarantee delivery. The data may or may get to the
intended device.

Multicast addressing involves Ethernet devices sending messages to each other
_ using a multicast address. Multicast addressing:
Multicast e Uses a specified IP address range designated for multicast communication.

¢ Allows either one or multiple devices to receive the same messages.

Point-to-Point, otherwise called unicast, addressing involves Ethernet devices
Point-to-Point sending messages directly to each other using their own IP addresses. Messages
are sent to only one device.

Master (or Client) |The method of operation when a PL.C, a gateway, or an application is operating
Mode as a Master or the message originator.

Slave (or Server) The method of operation when a PLC, a gateway, or an application is operating
Mode as a Slave or the message receiver.

The Modbus device identification number. Device IDs include:
e 0= Broadcast

Device ID e 1-247 = Standard device IDs
e 248-255 = Reserved device IDs (generally used for vendor specific gateway
functions)

. An offset applied at the slave serial port interface that changes the message
Device ID Offset device ID range to match the serial device(s) device ID range.

Received Device ID |The original device ID received in the Modbus message from a Modbus master.

. . The device ID that the original received ID is changed to when an Alias Device
Alias Device ID :
ID is configured.

A local slave device is one that is connected directly to a serial port on the

Local Slave Device cateway.

A remote slave device is either a slave Modbus/TCP device or a serial slave
device attached to another gateway and accessed as a remote Modbus/TCP
device.

Remote Slave
Device
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Terms and Definitions

Term Definition (Continued)

The standard Modbus messages, in hexadecimal format, that are typically
transmitted over serial lines but can also be transmitted over other
Modbus/RTU communication methods such as wireless or Ethernet TCP/IP socket
connections.

Note: Modbus/RTU over Ethernet TCP/IP is not the same as Modbus TCP.

An ASCII, or character based, form of Modbus. The base message is the same as
Modbus/ASCII Modbus/RTU, but the format is somewhat different.

An Ethernet based form of Modbus communication. The base message is the
Modbus/TCP same as Modbus/RTU, but a special Modbus header is included for packet
identification and routing purposes.

The process where a PLC or Application requests data on a continual basis. In
Polling this operation the Master sends the request messages while the Slave responds
to the messages.

Ethernet TCP/IP  |A form of Ethernet connectivity that provides a level of guaranteed delivery and
data verification. This is used for many upper layer protocols such as Modbus/
TCP and can be also used for transferring Modbus/RTU and Modbus/ASCII.
messages.
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What is Modbus?

1.6. What is Modbus?

This subsection discusses:

e Modbus/RTU

e  Modbus/ASCII on Page 17
e  Modbus/TCP on Page 18

1.6.1. Modbus/RTU

Modbus/RTU is native Modbus in hexadecimal format. These are the base Modbus messages that contain
simple read and write requests. The format is as follows:

1 Byie 1 Byta (Length depandent on message) 2 Bylas
Device ID F"::mm Message specific parameters CRC

Modbus/RTU Message Format

Where:

e The terms Master or Client are used to identify the sender of the message.

¢ The terms Slave or Server are used to identify the devices responding to the message.
Modbus/RTU is used primarily for:

e Serial port connectivity

RS-485 is the most common serial mode, but RS-232 and RS-422 are also widely used. Commonly used by
both Master and Slave devices.

e Ethernet TCP/IP socket connections

This is not the same as Modbus/TCP on Page 18, but does provide a very simple method of interfacing to
remote devices. It is used by many applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.
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Modbus/ASCII

1.6.2. Modbus/ASCII

Modbus/ASCII is native Modbus in ASCII format. This protocol is used primarily by legacy devices and is no
longer supported as widely as Modbus/RTU.

Like Modbus/RTU, Modbus/ASCII contains the base Modbus messages that contain simple read and write
requests. The differences between Modbus/ASCII and Modbus/RTU are:

1. The message data is sent in ASCII format, so the message length is twice as long. It requires two ASCII
characters for each byte of data.

2. An 8-bit LRC is attached to verify the message instead of a 16-bit CRC. The LRC is also transmitted in
ASCII format.

3. There are defined starting and ending characters to determine a Modbus/ASCII messages.
The format is as follows:

1{:5[::? 2 Chars 2 Chars {Length dependent on message) 2 Chars 2 Stop Chars
Device ID F‘g‘:;f - Message specific parameters LRC CR,LF
Modbus/ASCI Message Format
Where:

¢ The terms Master or Client are used to identify the sender of the message.

¢ The terms Slave or Server are used to identify the devices responding to the message.
Modbus/ASCII is used primarily for:

e Serial port connectivity

RS-485 is the most common serial mode, but RS-232 and RS-422 are also used. Used primarily by legacy
Slave devices.

e Ethernet TCP/IP socket connections

This is not the same as _Modbus/TCP, but does provide a very simple method of interfacing to remote
devices. It is used by some applications and some OPC servers.

Note: This communication method typically is not supported by PLCs.
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Modbus/TCP

1.6.3. Modbus/TCP

Modbus/TCP is an Ethernet network based protocol that contains a Modbus/RTU message, with the exception
of the 2-byte CRC. The Modbus/TCP message contains a header with information designed to provide
message identification and routing information. The format is as follows:

2 Bytes 2 Bytes 2 Bytes 1 Byla 1 Byte (Length dependent on message)
Transfer ID Protocal 1D Message Devies ID Function Madbus Message specific parametars
Length Code
}— (Modbus TCF header) - (Modbus/RTU message — ne GRG) ——————————»

Modbus TCP Message Format

Where:

¢ The terms Master or Client are used to identify the sender of the message.

¢ The terms Slave or Server are used to identify the devices responding to the message.

¢  Modbus/TCP messages are typically sent to and received on a defined Ethernet TCP/IP socket of 502.

e Modbus/TCP implementations provide more capability, but also require more processing than simpler
Modbus/RTU implementations.

Modbus/TCP is used for connecting advanced Ethernet based devices, such as PL.Cs, HMIs, SCADA Systems,
and most OPC Servers to:

¢ Other Ethernet devices supporting Modbus/TCP.

¢ Remote serial Modbus/RTU and/or Modbus/ASCII devices through gateways (such as the DeviceMaster
EIP-MOD running the EtherNet/IP-Modbus or Modbus/TCP applications).

¢ Remote serial or Ethernet TCP/IP ASCII devices (barcode scanners, printers, RFID readers, visions

systems, etc) through a gateway (such as the DeviceMaster EIP-MOD running the Modbus/TCP
application).
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Locating the Latest Software and Documentation

1.7. Locating the Latest Software and Documentation

You can use the links in this table to check for updated software or documentation.

Software and Documentation FTP

Use PortVision DX to manage Pepperl+Fuchs Comtrol, Inc. Ethernet-
attached devices to:

e Scan the network for attached devices

e View networked devices in real-time

e Access product-specific network settings configurations

e Assign IP addresses and network settings to one or multiple
devices

.. ¢ Upload the latest firmware or Bootloader
PortVision DX .
e Save and load configuration files _
(Windows) e Access DeviceMaster EIP-MOD configuration web pages =
e Access Telnet/SSH sessions

¢ Remotely reboot devices

¢ Download technical documentation

¢ Enable event logging to assist in monitoring and troubleshooting
¢ Create shortcuts to quickly access your favorite applications

¢ Organize devices into folders and create multiple views

e Enter notes about a folder or device

This is the application that may or may not have been loaded on the
EtherNet/IP-Modbus DeviceMaster EIP-MOD depending on the model that was ordered.

Firmware i
You may need to use PortVision DX to load this firmware.

This contains hardware installation, configuration information, and

EtherNet/IP-Modbus connector information. )
Hardware Installation and a
Configuration Guide This includes using PortVision DX to configure the IP address and if &

necessary, how to update the firmware.

Iézl;iiI;Net/IP-Modbus User This User Guide contains detailed information about the EtherNet/IP-

Modbus (application) firmware, which includes additional information

(this guide) about the web configuration interface. =
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http://downloads.comtrol.com/dev_mstr/portvision_dx/
http://downloads.comtrol.com/dev_mstr/portvision_dx/
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/firmware
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/firmware
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/docs/EIP_MOD_HW_Installation.pdf
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/docs/EIP_MOD_HW_Installation.pdf
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/docs/EIP_MOD_UserGuide.pdf
http://downloads.comtrol.com/dev_mstr/EIP-MOD/software/EIP-MOD/docs/EIP_MOD_UserGuide.pdf

Locating the Latest Software and Documentation
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Chapter 2. EtherNet/IP Interface Profile
(ControlLogix)

This section describes the EtherNet/IP objects included in the ControlLogix EtherNet/IP interface and
supported by the DeviceMaster EIP-MOD.

2.1. Modbus Object (44 Hex, 1 Instance)

The Modbus Object provides an interface to the data and functions within a Modbus device or the Shared
memory on the DeviceMaster EtherNet/IP-Modbus gateway. It utilizes CIP object specific services to
implement Modbus functions through an explicit CIP message.

Note: The instance number is used to define the device or unit Id of the Modbus device or Shared memory.
There is no support for broadcast Modbus messages, which have a device Id of zero.

2.1.1. Class Attributes

The following table displays the Class Attributes for Modbus Object (44 hex, 1 Instance).

Attribute Data Access
D Name Type Data Value(s) Rule
Revision UINT 1 Get
2 Max Instance UINT 255 (maximum Modbus device I1d) |Get
Num Instances UINT 255 (maximum Modbus device Id) |Get
Maximum
6 Number Class UINT 7 Get
Attribute
Maximum
7 Number Instance |UINT 0 Get
Attribute
2.1.2. Instance Attributes
There are no Instance Attributes.
2.1.3. Common Services
This table provides the Common Services for Modbus Object (44 hex, 1 instance).
Service Code Implemented in Class Implemented in Instance Service Name
OE hex Yes Yes Get_Attribute_Single
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| Modbus Object (44 Hex, 1 Instance) | Object Specific Services (Instance Specific) | |

2.1.4. Object Specific Services (Instance Specific)

These services are provided to implement the supported Modbus functions. All Modbus Object services, as
specified in Volume 7: Integration of Modbus Devices into the CIP Architecture, are supported as well as
several additional services.

Service Code Service Name Service Description

4B hex Read Discrete Inputs Reads one or more contiguous discrete input(s).

4C hex Read Coils Reads one or more contiguous coil(s).

4D hex Read Input Registers Reads one or more contiguous input register(s).

4E hex Read Holding Registers Reads one or more contiguous holding register(s).

4F hex Write Coils Writes one or more contiguous coil(s).

50 hex Write Holding Registers Writes one or more contiguous holding register(s).
Provides encapsulation of any public or private

51 hex Modbus Pass through Modbus function.

70 hex ** Write Single Coil Writes a single coil.

71 hex ** Write Single Register Writes a single holding register.

79 hex ** Mask Write Register Perform a mask write operation on a single holding
register.

73 hex ** Read/Write Holding Registers Writes one or more holding register(s) and reads one

or more holding register(s).

** = Vendor specific services provided to support additional Modbus functions.

Note: In order to use these services, the Enable Vendor Specific Modbus Object Services option on the
EtherNet /IP Stack Configuration web page must be selected.

2.1.4.0.1. Read Discrete Inputs Service (4B Hex)

This service reads one or more discrete inputs from the Modbus Discrete Inputs table. This service results in
the DeviceMaster EIP-MOD issuing a Read Discrete Inputs function (function code 0x02) to either the Shared
Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Vol1_3.22 Section 5B-3 and/or
MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

2.1.4.0.2. Read Coils Service (4C Hex)

This service reads one or more coils from the Modbus Coils table. This service results in the DeviceMaster
EIP-MOD issuing a Read Coils function (function code 0x01) to either the Shared Memory or the Modbus
Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 5B-3 and/or MODBUS Application
Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

2.1.4.0.3. Read Input Registers Service (4D Hex)

This service reads one or more input registers from the Modbus Input Register table. This service results in
the DeviceMaster EIP-MOD issuing a Read Input Registers function (function code 0x04) to either the Shared
Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 56B-3 and/or
MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.
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| Modbus Object (44 Hex, 1 Instance) | Object Specific Services (Instance Specific) | |

2.1.4.0.4. Read Holding Registers Service (4E Hex)

This service reads one or more holding registers from the Modbus Holding Register table. This service results
in the DeviceMaster EIP-MOD issuing a Read Holding Registers function (function code 0x03) to either the
Shared Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 5B-3
and/or MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

2.1.4.0.5. Write Coils Service (4F Hex)

This service writes one or more coils to the Modbus Coils table. This service results in the DeviceMaster EIP-
MOD issuing a Write Multiple Coils function (function code 0x0F) to either the Shared Memory or the
Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 56B-3 and/or MODBUS
Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

2.1.4.0.6. Write Holding Registers Service (50 Hex)

This service writes one or more holding registers to the Modbus Holding Registers table. This service results
in the DeviceMaster EIP-MOD issuing a Write Multiple Registers function (function code 0x10) to either the
Shared Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 5B-3
and/or MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

2.1.4.0.7. Modbus Passthrough Service (51 Hex)

The Modbus Passthrough service provides a way for a client to initiate a specific Modbus function to a target

Modbus device. The Modbus request and response are encapsulated in the CIP request and response service

data fields with no modification. The DeviceMaster EIP-MOD does not attempt to perform any byte endian

conversion on the bytes in the data stream (either request or response). Refer to CIP Standard Vol1_3.22

;Sl’ecticl)n 5B-3 and/or MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more
etails.

2.1.4.0.8. Vendor Specific Write Single Coil Service (70 Hex)

This service writes one coil to the Modbus Coils table. This service results in the DEVICEMASTER
ETHERNET/IP- DeviceMaster EIP-MOD issuing a Write Single Coil function (function code 0x05) to either
the Shared Memory or the Modbus Message Routing subsystem. Refer to MODBUS Application Protocol
Specification V1.1b3.pdf at www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

2.1.4.0.9. Vendor Specific Write Single Register Service (71 Hex)

This service writes one holding register to the Modbus Holding Registers table. This service results in the
DeviceMaster EIP-MOD issuing a Write Single Registers function (function code 0x06) to either the Shared
Memory or the Modbus Message Routing subsystem. Refer to MODBUS Application Protocol Specification
V1.1b3.pdf at www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

2.1.4.0.10. Vendor Specific Write Mask Register (72 Hex)

This service performs a write mask operation on one holding register in the Modbus Holding Registers table.
This service results in the DeviceMaster EtherNet/IP-Modbus gateway issuing a Write Mask Register
function (function code 0x16) to either the Shared Memory or the Modbus Message Routing subsystem. Refer
to MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.
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| Informational Objects | Identity Object (01 Hex, 1 Instance) | Class Attributes |

2.1.4.0.11. Vendor Specific Read/Write Holding Registers (73 Hex)

This service performs first write and then read operations on multiple holding registers in the Modbus
Holding Registers table. This service results in the DeviceMaster EtherNet/IP-Modbus gateway issuing a
Read/Write Holding Registers function (function code 0x17) to either the Shared Memory or the Modbus
Message Routing subsystem. Refer to MODBUS Application Protocol Specification V1.1b3.pdf at
www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

2.2. Informational Objects

The following object definitions are included for informational purposes only. While some software packages,
such as RSLinx make use of these objects, few PLC programmers will have a need to directly access them.

2.2.1. Identity Object (01 Hex, 1 Instance)

The Identity Object provides identification of and general information about the DeviceMaster EIP-MOD.
2.2.1.1. Class Attributes

The following table provides information about the Identity Object (01 hex, 1 Instance) Class Attributes.

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attribute |UINT 7 Get

2.2.1.2. Instance Attributes

The following table provides information about the Identity Object (01 hex, 1 Instance) Instance Attributes.

Attribute ID Name Data Type Data Value(s) Access Rule
Vendor ID UINT 909 (Pepperl+Fuchs Comtrol, Inc.) |[Get

2 Device Type UINT 43 (Generic product device) Get

3 Product Code |UINT As defined by Pepperl+Fuchs Get

Comtrol, Inc.

Revision (product or software release)

Structure of:

4 Major Revision |[USINT 1to 127 Get
Minor Revision |[USINT 1 to 999

5 Status WORD See below. Get
Serial Number |UDINT 1-FFFFFFFF hex Get
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| Informational Objects | Identity Object (01 Hex, 1 Instance) | Status Word |

Attribute ID Name Data Type Data Value(s) Access Rule
Product Name
Structure of:
7 . Get
Name Length |[USINT Length of string
Name String |STRING See below

2.2.1.3. Status Word

Refer to Page 52 of Volume 3.5 of the CIP Common Specification. The following applies to the Identity Object
status word for the DeviceMaster EtherNet/TP-Modbus gateway.

4-7

Status Word Bit Setting Description
0 0 Ownership Flag. Does not apply to the DeviceMaster EtherNet/IP-
Modbus gateway.
1 0 Reserved.
0 DeviceMaster EtherNet/IP-Modbus gateway is operating on the default
9 configuration.
1 The DeviceMaster EtherNet/IP-Modbus gateway has a configuration
other than the default configuration.
3 0 Reserved
0101 (0x50) |Indicates that there is a major fault (either Bit 10 or Bit 11 is set).
0100 (0x40) |Indicates the stored configuration is invalid.

0011 (0x30)

0110 (0x60)

0000

Indicates the system is operational and there are no I/O (Class 1)
connections.

Indicates the system is operational and there is at least one active I/O
(Class 1) connection.

Indicates the system is not operational. It may be in any of the following
states:

e System startup.
¢ Configuration in process.
e Idle.

e (ritical (major) fault.

No recoverable minor fault. No error history entry reported within the
last ten seconds.

Recoverable minor fault. The DeviceMaster EtherNet/IP-Modbus
gateway has reported an error within the last ten seconds and a major
fault has not been detected.

Unrecoverable minor fault. Does not apply to the DeviceMaster
EtherNet/IP-Modbus gateway.

10

No recoverable major fault.

A major recoverable fault exists. This is a fault that the DeviceMaster
EIP-MOD may be able to recover from by a system reset. If the system
does not recover automatically, a system reset message or a power cycle of
the DeviceMaster EtherNet/IP-Modbus gateway may be required.
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| Informational Objects | Identity Object (01 Hex, 1 Instance) | Common Services

Status Word Bit Setting Description (Continued)
0 No major unrecoverable fault.
A major unrecoverable fault has occurred in the DeviceMaster EIP-MOD.
11 1 If the major fault is not corrected with a system reset or a power cycle,
refer to the Troubleshooting and Technical Support on Page 155 or call
Pepperl+Fuchs Comtrol, Inc. support.
12-15 0 Reserved.

2.2.1.4. Common Services

This table displays Common Services for Identity Object (01 hex, 1 Instance).

Service Code

Implemented in Class Implemented in Instance Service Name

01 hex Yes Yes Get_Attribute_All
05 hex No Yes Reset
OE hex Yes Yes Get_Attribute_Single
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| Informational Objects | Message Router Object (02 Hex) | Class Attributes |

2.2.2. Message Router Object (02 Hex)

The Message Router Object provides a messaging connection point through which a client may address a
service to any object or instance residing in the physical device.

2.2.2.1. Class Attributes

This table displays the Class Attributes for Message Router Object (02 hex).

Attribute ID Name Data Type Data Value Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
4 Optional Attribute List UINT 2 Get
5 Option Service List UINT 1 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attribute |[UINT 2 Get
2.2.2.2. Instance Attributes
This table displays Instance Attributes for Message Router Object (02 hex).
Attribute ID Name Data Type Data Value(s) Access Rule
Object List
Structure of:
1 Number Number of supported |Get,
UINT class codes
Classes Array of UINT List of supported
class codes
2 Max Connections |UINT 128 Get
2.2.2.3. Common Services
This table displays Common Services for Message Router Object (02 hex).
Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes No Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single
0A hex No Yes Multiple_Service_Req
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| Informational Objects | Connection Manager Object (06 Hex) | Class Attributes Object (06 hex) |

2.2.3. Connection Manager Object (06 Hex)

The Connection Manager Object provides services for connection and connection-less communications.

2.2.3.1. Class Attributes Object (06 hex)

The following table displays the Class Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 1 Get
2 Max Class UINT 1 Get
3 Max Instance UINT 1 Get
4 Optional Attribute List UINT 8 Get
6 Maximum number Class Attribute UINT 7 Get
7 Maximum Number Instance Attributes |UINT 8 Get

2.2.3.2. Instance Attributes (06 hex)

This table displays the Instance Attributes for the Connection Manager Object (06 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Open Requests UINT 0-Oxfffffff Set/Get
2 Open Format Rejects  |UINT 0-OxfTfff Set/Get
3 Open Resource Rejects |UINT 0-0Oxffffffff Set/Get
4 Open Other Rejects UINT 0-Oxfrffffff Set/Get
5 Close Requests UINT 0-OxfTfTfff Set/Get
6 Close Format Requests |[UINT 0-OxfTfffff Set/Get
7 Close Other Requests |UINT 0-OxfTffffff Set/Get
8 Connection Time Outs |UINT 0-OxfTfTfff Set/Get

2.2.3.3. Common Services Object (06 hex)

This table displays the Common Services for the Connection Manager Object (06 hex).

Service Code Implemented in Class Implemented in Instance Service Name

01 hex Yes Yes Get_Attribute_All

02 hex No Yes Set_Attribute ALL

OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
4F hex N/A N/A Forward_Close

52 hex N/A N/A Unconnected_Send

54 hex N/A N/A Forward_Open

5A hex N/A N/A Get_Connection_Owner
5B hex N/A N/A Large_Forward_Open

28 - Chapter 2. EtherNet/IP Interface Profile (ControlLogix)

DeviceMaster EIP-MOD User Guide: 2000664 Rev. A




| Informational Objects | Port Object (F4 Hex - 1 Instance) | Class Attributes |

2.2.4. Port Object (F4 Hex - 1 Instance)

The Port Object enumerates the CIP ports on the DeviceMaster EIP-MOD.

2.2.4.1. Class Attributes

This table displays Class Attributes for Port Object (F4 hex - 1 Instance).

Attlii]];ute Name Data Type Data Value(s) Aﬁﬁ?zs
1 Revision UINT 2 Get
2 Max Instance UINT 2 Get
3 Num Instances UINT 2 Get
6 Class Attributes . |UINT 9 Get
7 Tnotance Atuributes  |UINT 10 Get
8 Entry Port UINT 1 Get
[0]=0
[1]=0
9 All Ports Array of UINT (2= 1 (Vendor Specific) Get
[3] =1 (Backplane)
[4]=TCP_IP_PORT_TYPE (4)
[5]=TCP_IP_PORT NUMBER(2)
2.2.4.2. Instance Attributes (F4 Hex, Instance 1)
This table illustrates the Instance Attributes for the Port Object (F4 hex — Instance 1).
Attlii]l))ute Name Data Type Data Value(s) Aﬁfﬁzs
1 Port Type UINT Get
2 Port Number UINT Get
Port Object
Structure of:
3 16-bit word count in path [UINT 2 Get
Path Array of UINT |[0]=6420 hex
[1]=0124
Port Name
4 Strtucture of: Get
String Length USINT 10
Port Name Array of USINT |“Backplane”
7 Node Address USINTI[2] 10 hex, 0 hex Get
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| Informational Objects | Port Object (F4 Hex - 1 Instance) | Instance Attributes (F4 Hex, Instance 2) |

Attlii]l))ute Name Data Type Data Value(s) Aﬁfﬁzs
17 hex:
¢ Bit 0: Routing of incoming
Unconnected Messaging supported
e Bit 1: Routing of outgoing
10 Port Routing Capabilities [UDINT Unconnected Messaging supported |Get
e Bit 2: Routing of incoming Transport
Class 0/1 Connections supported
e Bit 4: Routing of incoming Transport
Class 2/3 Connections supported
2.2.4.3. Instance Attributes (F4 Hex, Instance 2)
This table illustrates the Instance Attributes for the Port Object (F4 hex — Instance 2).
Att!i%’ute Name Data Type Data Value(s) Aﬁ:ﬁzs
1 Port Type UINT 4 (TCP/IP) Get
2 Port Number UINT 2 (TCP/IP) Get
Port Object
Structure of:
3 16-bit word count in path |UINT 2 Get
Path Array of UINT [0]=F520 hex
[1]1=0124 hex
Port Name
Structure of:
4 ] Get
String Length USINT 17
Port Name Array of USINT  |“Ethernet/IP Port”
7 Node Address USINTI[2] 10 hex, 0 hex Get
17 hex:
Bit 0: Routing of incoming
Unconnected Messaging supported
Bit 1: Routing of outgoing
10 Port Routing Capabilities |UDINT Unconnected Messaging supported |Get
Bit 2: Routing of incoming Transport
Class 0/1 Connections supported
Bit 4: Routing of incoming Transport
Class 2/3 Connections supported
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| Informational Objects | TCP Object (F5 Hex - 1 Instance) | Common Services

2.2.4.4. Common Services

This table displays Common Services for Port Object (F4 hex, Instance 2).

Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
OE hex Yes Yes Get Attribute Single

2.2.5. TCP Object (F5 Hex - 1 Instance)

The TCP/IP Interface Object provides the mechanism to retrieve the TCP/IP attributes for the DeviceMaster
EIP-MOD.

2.2.5.1. Class Attributes

This table displays the Class Attributes for TCP Object (F5 hex - 1 instance).

Attribute ID Name Data Type Data Value Access Rule
1 Revision UINT 4 Get
2 Max Instance UINT 1 Get
3 Num Instances UINT 1 Get
4 Optional Attribute List UINT 4 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attribute |UINT 13 Get

2.2.5.2. Instance Attributes

This table displays Instance Attributes for TCP Object (F5 hex - 1 instance).

Attli%)ute Name Data Type Data Value(s) A];:S;IE:S
0 = The Interface Configuration
attribute has not been configured.

1 Status DWORD 1 = The Interface Configuration CGet
attribute contains configuration
obtained from DHCP or nonvolatile
storage.

2 Configuration Capability |DWORD 14 hex (DHCP and SETTABLE) Get
0=Use stored IP address (static IP

3 Configuration Control DWORD address) Get
2=DHCP
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| Informational Objects | TCP Object (F5 Hex - 1 Instance) | Instance Attributes |

Attliill))ute Name Data Type Data Value(s) Aﬁfﬁzs
Physical Link Object
Structure of:
Path Size UINT 2
4 Path Array of USINT [0]=20 hex Get
[1]=F6 hex
[2]=24 hex
[3]=01 hex
Interface Configuration
Structure of:
IP Address UDINT <IP address>
Network Mask UDINT <Network mask>
5 Gateway Address UDINT <Gateway Addr> Set
Name Server UDINT <Name server>
Name Server 2 UDINT <Name server 2>
Domain Name UINT <Length of name>
Length Domain Name STRING <Domain name>
Host Name
Structure of:
6 Set
Host Name Length UINT 0to 15
Host Name STRING <Default = IP address>
TTL (Time-to-Live) value 1 to 255
8 ; USINT Set
for IP multicast packets <Default = 1> e
Struct of:
USINT —Allocation |Allocation Control
0=Default Algorithm
Control i
1 = Configuration
9 IP Multicast Address USINT - Reserved Set
Configuration : . ©
Num Multicast Addresses:
UINT — Num Mcast
1-32
Start Multicast Address:
UDINT - Start
Multicast Address 239.192.1.0 to
239.255.255.255
Encapsulation Inactivity Number of seconds of inactivity
13 Timeout USINT before TCP connection or DTLS Set
session is closed
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| Informational Objects | Ethernet Link Object (F6 Hex) | Common Services

2.2.5.3. Common Services

This table shows the Common Services for the TCP Object (F5 hex - I Instance).

Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All

02 hex No Yes Set_Attribute All

OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single

2.2.6. Ethernet Link Object (F6 Hex)

The Ethernet Link object maintains link-specific counters and status information for the Ethernet
communications on the DeviceMaster EIP-MOD.

2.2.6.1. Class Attributes

This table displays the Class Attributes for the Ethernet Link Object (F6 hex).

Attribute ID Name Data Type Data Value(s) Access Rule
1 Revision UINT 4 Get
9 Max Inst UINT 1 = One Ethernet Port Models Get
nstan e
ax nstance 3 = Two Ethernet Port Models
3 N Inst UINT 1 = One Ethernet Port Models Get
i nstances 3 = Two Ethernet Port Models ©
4 Eptional Attribute UINT 4 Get
ist
Maximum
6 Number Class UINT 7 Get
Attributes
Maximum
7 Number Instance |UINT 11 Get
Attributes
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| Informational Objects | Ethernet Link Object (F6 Hex) | Instance Attributes |

2.2.6.2. Instance Attributes

This table displays the Instance Attributes for the Ethernet Link Object (F6 hex).

AttII'i]l))ute Name Data Type Data Value(s) Access Rule
1 Interfa}ce speed (Current UDINT 10=10 Mbit ' Get
operational speed) 100=100 Mbit

Bit 0 =link status

(O=inactive)

(1=active)

Bit 1=Hal{/Full Duplex

(O=half duplex)

2 })‘I})gifgg‘; gllzﬁt(fsrrent DWORD (2=full duplex) Get
Bits 2-4:

00 = negotiation in progress

01 = negotiation failed

02 = negotiation failed speed OK

03 = negotiation success

3 Physical Address Array of 6 USINT |[MAC Address Get
7 Interface Type USINT 2 = Twisted Pair Get
8 Interface State USINT 1 = Interface is enabled and Get
operational
9 Admin State USINT 1 = Interface enabled Get
USINT16 Length = 1 to 64 ASCII characters
10 Interface Label Array of USINT |<Default = IP address in Get
“xxx.xxxX.xx%.xxx” format>
Capability bits - Interface
capabilities, other than speed/
duplex
UDINT Value = 6
Bit 1: Auto-negotiate
Bit 2: Auto-MDIX
11 Interface Capability Struct of: Get6
USINT Speed/Duplex Array Count = 1
Array of:
UINT Interface Speed - 10 or 100
Interface Duplex Mode
USINT O=half duplex

1=full duplex
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| Informational Objects | Assembly Object (For Class 1 Interface) | Common Services

2.2.6.3. Common Services

This table displays the Common Services for Ethernet Link Object (F6 hex).

Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes Yes Get_Attribute_All
OE hex Yes Yes Get_Attribute_Single

2.2.7. Assembly Object (For Class 1 Interface)

The EtherNet/IP specification requires that all Class 1 interfaces be provided through the Assembly Object
interface. The Assembly Object interface is used to directly tie Vendor Specific objects to a standard interface,
which the EtherNet/IP controller, or PL.C, uses to communicate to the device.

For the DeviceMaster EtherNet/IP-Modbus gateway, the Assembly Object corresponds to the Serial and
Socket Data Transfer objects. Each instance of the Assembly Object corresponds to one or more of the Serial
and/or Socket Data Transfer Object attributes.

The Assembly object defines the interface by which a Class 1 PLC or controller can:
¢ Request the receive data packets from the DeviceMaster EtherNet/IP-Modbus gateway.
e  Write the transmit data to the DeviceMaster EtherNet/IP-Modbus gateway.

2.2.7.1. Class Attributes

This table shows the Class Attributes for the Assembly Object for a Class 1 Interface.

Attribute ID Name Data Type V:li)l{alt:zs) Access Rule
1 Revision UINT 2 Get
2 Max Instance UINT 132 Get
3 Num Instances UINT 32 Get
4 Optional Attribute List UINT 4 Get
6 Maximum Number Class Attribute UINT 7 Get
7 Maximum Number Instance Attribute |UINT 4 Get

2.2.7.2. Instance Attributes

This table shows the Instance Attributes for the Assembly Object for a Class 1 Interface.

Attribute ID Name Data Type Data Value(s) Access Rule
3 Data Array of BYTE 0-255 Get/Set
4 Data Length |UINT Maximum number of bytes | oy
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| Informational Objects | Assembly Object (For Class 1 Interface) | Common Services

2.2.7.2.1. Instance Attribute Definitions: Attribute 3-Request/Write Data

Dependent on the instance number, this is either the PDI data block and/or the PDO data block.
2.2,7.2.2. Instance Attribute Definitions: Attribute 4-Data Length

This is the maximum data length for each Assembly instance.

2.2.7.3. Common Services

This table shows the Common Services for the Assembly Object for a Class 1 Interface.

Service Code Implemented in Class Implemented in Instance Service Name
01 hex Yes No Get_Attributes_All
OE hex Yes Yes Get_Attribute_Single
10 hex No Yes Set_Attribute_Single
02 hex No No Set_Attribute_All

2.2.7.4. Instance Definitions

Each Assembly instance is tied directly to a Shared Memory block of Holding Registers or Coils. Each input
instance is enabled only if the corresponding block’s Read Class1 Enable has been selected in the Shared
Memory configuration. Each output instance is enabled only if the corresponding block’s Write Master(s)
option has been set to EIP Class1.

2.2.7.4.1. Instance Definitions (Default)

This table shows the Assembly Object instance definitions for the default Shared Memory configuration.

Default Configuration Shared Memory Configuration

Holding Register Block 1 |Read Class1 Enable selected
Coils Block 1 Read Class1 Enable selected
Holding Register Block 2 |Write Master(s) set to EIP Class1
Coils Block 2 Write Master(s) set to EIP Classl

For all other Shared Memory blocks:
e Read Classl Enable not selected
e  Write Master(s) not set to EIP Classl

Assembly Input Instances
?;Z:::}::lg Description Data Type Data Values Algccless
Number we
o RERERTEET Togn o0 T (hes) |0
100 Read data from Shared Memory Z‘;(I)llgi ‘:‘Zgzv e (320 coite) |O-FFFF (hex) |Gt
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| Informational Objects | Assembly Object (For Class 1 Interface) | Instance Definitions |

Assembly Output Instances
Assembly
Instance Description Data Type Data Values Aﬁfﬁzs
Number
Write data to Shared Memory | WORD Array
118 Holding Registers Block 2 Length = 200 0-FFFF (hex) |Set
Write data to Shared Memory WORD Array
126 : 0-FFFF (h Set
Coils Block 2 Length = 20 Words (320 coils) (hex) |Se
2.2.7.4.2. All Available Instance Definitions
This table displays all available Instance Definitions.
Assembly Input Instances
Assembly
Instance Description Data Type Data Values AI({:celass
Number ule
Read data from Sharqd WORD Array Get
101 Memory Holding Registers 0-FFFF (hex)
Block 1 Length = 200
Read data from Shared WORD Array
102 Memory Holding Registers 0-FFFF (hex) |Get
Block 2 Length = 200
Read data from Shared WORD Array
103 Memory Holding Registers 0-FFFF (hex) |Get
Block 3 Length = 200
Read data from Shared WORD Array
104 Memory Holding Registers 0-FFFF (hex) |Get
Block 4 Length = 200
Read data from Shared WORD Array
105 Memory Holding Registers 0-FFFF (hex) |Get
Block 5 Length = 200
Read data from Shared WORD Array
106 Memory Holding Registers 0-FFFF (hex) |Get
Block 6 Length = 200
Read data from Shared WORD Array
107 Memory Holding Registers 0-FFFF (hex) |Get
Block 7 Length = 200
Read data from Shared WORD Array
108 Memory Holding Registers 0-FFFF (hex) |Get
Block 8 Length = 200
Read data from Shared WORD Array
109 - 0-FFFF (h Get
Memory Coils Block 1 Length = 20 Words (320 coils) (hex) |Ge
Read data from Shared WORD Array
110 - 0-FFFF (h Get
Memory Coils Block 2 Length = 20 Words (320 coils) (hex) |Ge
Read data from Shared WORD Array
111 p 0-FFFF (h Get
Memory Coils Block 3 Length = 20 Words (320 coils) (hex) |Ge
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| Informational Objects | Assembly Object (For Class 1 Interface) | Instance Definitions |

Assembly Input Instances (Continued)
?Isli(::;}:}g Description Data Type Data Values A}%C(less
Number e

112 ﬁeeﬂoiitégfg%lso}iri 4 Lweigtﬁ ig(? )\]Nords (320 coils) O-FFEF (hex) | Get

M5 OSSR Longth - 20 Words 020 o PP 0[O

114 ?fleeigocil'?ftéglos%lso}éirg 4 \1},‘:1)1;:]})1 ir;(? i]Nords (320 coils) 0-FFFF (hex) | Get

115 llsdeezﬁllo(i'?ftgglosnéls(}éir?d zi?l?t?l él;(? }\INords (320 coils) O-FFFI (hex) | Get

116 ﬁeeﬁo%;tggﬁ,néls(}éirg 4 zl?lgt]})l izs ilNords (320 coils) O-FFFF (hex) |Gt

Assembly Output Instances
?ﬁiﬁ:ﬂgg Description Data Type Data Values A[(éc?SS
Number e

R e T S GFEFF (hex) |So
s e oy oy O-FFEE (he) S
oSSR e
B OFFFF (hex) |Set
e Foeomes Bk ™ Lt 200 OFFFF (hex) |Set
Herding gt Block 8" |aoath 200 GFEFF (hex) |So
B et BT |t - 200 GFEFE (hew) St
e B | 2o OFERF (hex) So
125 Col Bloek 1 ared Memory ‘11?1;]1)1 i\r;(? 3\,;vords (320 coils) [T T (ReX) et
126 Write data to Shared Memory X?;]})l iggzv ords (320 cofls) |OFFFF (hex) |Set
. Write data to Shared Memory ;’J"e?l;]})l ‘:‘1”21"33;‘7 ords (320 coile) |O-FFFF (hex) (et
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| Informational Objects | Assembly Object (For Class 1 Interface) | Instance Definitions |

Assembly Output Instances (Continued)
?ﬁiﬁ:ﬁgg Description Data Type Data Values A}%:ﬁzs
Number
128 Write data to Shared Memory EVORD Array |0-FFFF (hex) |Set
ength = 20 Words (320 coils)
199 \évo?lt% &%11;? 51;0 Shared Memory ‘I’J"e?li?l [:1”21"33;‘7 ords (320 coile) |O-FFFF (hex) (et
150 Write data to Shared Memory X?;]})l iggzv ords (320 coils) |OFFFF (hex) |Set
131 ggjlteB {:})actl;;a 7to Shared Memory ;_,Ne?lgt]i’l ir;‘g};v ords (320 coils) 0-FFFF (hex) |[Set
139 Write data to Shared Memory zl?ljt?l iggz}v s (820 eoiley |O-FFFF (hex) |Set
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Chapter 3. Configuration Overview

This chapter provides an overview of these topics:

e 3.1. Home Page on Page 41
e 3.2. Serial Port - Configuration Querview on Page 43

3.1. Home Page

If you have not configured the network information into the DeviceMaster EIP-MOD during initial setup, you
must configure the network information before configuring serial/socket port characteristics.

The latest EtherNet/IP-Modbus firmware must be installed before you can configure network or serial/socket
port characteristics. For firmware installation and setup information, see the DeviceMaster EIP-MOD
Hardware Installation and Configuration Guide or the PortVision DX help system.

From PortVision DX, highlight the DeviceMaster EIP-MOD that you want to configure and click Webpage or
enter the IP address of the DeviceMaster EIP-MOD in the Address box of your web browser. The Home page
displays.

ComTROL REIGEN Serial Modbus Network Data Mapping Diagnostics System Logout

DeviceMaster Info

Firmware: EtherMet/IP - Modbus 1.01
Device Name:
Serial Number: 9551-065530
MAC Address: 00:c0:4e:46:ff:de
System Uptime: 2 days 23:22:30

IP Config: Static
Address: 10.8.11.70
MNetmask: 255.255.0.0
Gateway: 10.8.0.253

© Copyright Comtrol Corp.
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Home Page

EtherNet/IP-Modbus Home Page

Firmware EtherNet/IP-Modbus firmware version currently running on the DeviceMaster.

You can enter a Device Name in the Network | Configuration page, which will

Device Name display in this field.

Serial Number The DeviceMaster EIP-MOD serial number.

MAC Address This is the MAC address of this DeviceMaster EIP-MOD, which is located on the
compliance label on the DeviceMaster EIP-MOD.

. Displays how long this DeviceMaster EIP-MOD has been on-line since powered
System Uptime on or rebooted.
IP Config Type of IP configuration currently in use (static or DHCP).
IP Address, IP
Netmask, IP IP address, netmask, and gateway configured in the DeviceMaster EIP-MOD.
Gateway

Use the appropriate chapter as a reference for the configuration options.
e Chapter 4. Serial Menus on Page 47
¢ Chapter 5. Modbus Menus on Page 53

You can review the configuration pages and basic procedures in the following subsections.

o 3.2. Serial Port - Configuration Overview on Page 43
e 3.3. Modbus Over TCP Quverview - Configuration Querview on Page 45
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Serial Port - Configuration Overview

3.2. Serial Port - Configuration Overview

Use the following steps to access the serial port configuration pages.

1. Open the DeviceMaster EIP-MOD web page using the IP address in your browser or PortVision DX.

2. Click the Serial menu, which opens the Serial Port Overview page.

Home REELEIN Modbus

ComTROL

Overview Port1 Port 2

Network Data Mapping Diagnostics

System

Serial Port Overview

This is the current configuration of the serial port(s). Select a serial port from the menu above to change the configuration.

Serial Port Settings
Port Name:
Port Mode:
Baud Rate:
Parity:
Data Bits:
Stop Bits:
Flow Control:
RS-485 Terminating Resistor:
DTR Mode:
Rx Timeout Between Packets (ms):
Discard Messages With Errors:
Serial Port Protocol:
Modbus To-Slaves Settings
Response Timeout (ms):
Inactivity Wait Time Before Tx (ms):
Lost Device Search Enable:
Send Write Messages First:
Disable Writes (Read Only):
Device ID Offset Mode:
Device ID Offset:
Valid Rcvd Msg Device ID Range:
Valid On Port Device ID Range:
Modbus To-Master Interface Settings
Discard Modbus Error Responses:

Port 1

RS-232
38400
none

8

1

none
off

off

200
yes
Modbus/RTU-to-Slaves

750

0

no

no

no
off

0
1-255
1-255

N/A

Modbus Master/Slaves Settings (Master with Private Slaves)

Forward Broadcasts From Master:
Private Slave Device ID Range:

N/A
N/A

Port 2

RS5-232
38400
none

8

1

none
off

off

200
yes
Modbus/RTU-to-Slaves

750

o]

no

no

no
Off

0
1-255
1-255

NfA

N/A
N/A
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Serial Port - Configuration Overview

3. Click the port number that you want to configure and the Serial Settings | Port Configuration page
appears.

ComTtroL Home RCUEIM Modbus Metwork Data Mapping Diagnostics System Logout

Owverview Port 1 Port 2

Port 1 Serial Configuration

Serial Configuration Modbus Settings

Port Name: I:I Serial Port Protocol: |MDdbus{RTU-to-SFaves v
Port Mode: Modbus To-Slaves Settings

Baud Rate: Response Timeout (ms): 750

Parity: Lost Device Search Enable: [

Data Bits: Inactivity Wait Time Before Tx (ms): D

Stop Bits: Send Write Messages First: O

Flow Control: Disable Writes (Read Only): =

RS-485 Terminating Resistor: Device ID Offset Mode: |Off b
DTR Mode: Device ID Offset: IZ'

Rx Timeout Between Packets (ms): Modbus To-Master Settings

Discard Rx Pkts With Errors: %] Discard Modbus Errors: o

Modbus Master/Slaves Settings
Forward Broadcasts From Master: []

Private Slave Device ID Range: min: max:

—
[] clone settings to all serial ports

© Copyright Comtrol Corp.

4. Change the serial port configuration properties (Page 48) as required for your site.
5. Click the Save button.
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Modbus Over TCP Overview - Configuration Overview

3.3. Modbus Over TCP Overview - Configuration Overview

Use the following overview to configure the Modbus device.
1. Click the Modbus menu, which opens the Modbus over TCP Overview (not Modbus/TCP) page.

ComTROL Home Serial QUGLLIN-E Network Data Mapping Diagnostics System Logout

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration

Overview Socket 1 Socket 2

Modbus over TCP Overview (not Modbus/TCP)

This is the current configuration of the Modbus over TCP/IP socket(s). Select a socket port from the menu above to change the configuration.

Modbus over TCP/IP Settings Socket 1 Socket 2
Protocol: Modbus/RTU-to-Master Modbus/RTU-to-Master
Enabled: no no
Listen: no no
Listen Port: 8000 8001
Connect To Mode: Newver Never
Connect Port 0 0
Disconnect Mode: Newver Newver
Idle timeout (ms): 0 0
Rx Timeout Between Packets (ms): 100 100
Discard Modbus Error Responses: no no

© Copyright Comtrol Corp.

2. Click the appropriate Socket number to access the Modbus over TCP (not Modbus/TCP) Socket
Configuration page for that port.
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Modbus Over TCP Overview - Configuration Overview

3. Change the socket configuration properties (Page 53) as required for you site.

ComrtroL Home Serial QULGLLIN-E Metwork Data Mapping Diagnostics System Logout

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration

Overview Socket1 Socket 2

Modbus over TCP (not Modbus/TCP) Socket 1 Configuration

TCP Configuration TCP/IP Port note

Connect To Mode: [Modbus/RTU-to-Master | TCP/IP perts 0, 22, 23, 80,

s 0 443, 502, 4606 and 4607 are not allowed.
Listen: |

Listen Port:

Connect To Mode:

Connect Port: EI

Connect IP Address: 0.0.00

Disconnect Mode: Never v

Idle Timeout {(ms):

il

Rx Timeout Between Packets (ms): | 100

Discard Modbus Error Responses: [ ]

Save

© Copyright Comtrol Co

4. Click the Save button after completing the changes.
5. Repeat the previous steps for each serial port and Modbus device.
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Chapter 4. Serial Menus

This section discusses the 4.1. Serial Port Overview Page and 4.2. Serial Port Configuration Page on Page 48,
which are located under the Serial menu.

4.1. Serial Port Overview Page

The Serial Port Overview page displays information about the configured serial settings for each port.

Modbus

Network Data Mapping Diagnostics

System

ComTrOL Home REEGETD

Overview Port1 Port?2

Serial Port Overview

This is the current configuration of the serial port(s). Select a serial port from the menu above to change the configuration.

Serial Port Settings Port 1 Port 2
Port Name:
Port Mode: RS-232 RS5-232
Baud Rate: 38400 38400
Parity: none none
Data Bits: 8 8
Stop Bits: il 1
Flow Control: none none
RS-485 Terminating Resistor: off off
DTR Mode: off off
Rx Timeout Between Packets (ms): 200 200
Discard Messages With Errors: yes yes

Serial Port Protocol:
Modbus To-Slaves Settings

Modbus/RTU-to-Slaves

Modbus/RTU-to-Slaves

Response Timeout (ms): 750 750
Inactivity Wait Time Before Tx (ms): 0 0
Lost Device Search Enable: no no
Send Write Messages First: no no
Disable Writes (Read Only): no no
Device ID Offset Mode: Off Off
Device ID Offset: 0 o]
Valid Rcvd Msg Device ID Range: 1-255 1-255
Valid On Port Device ID Range: 1-255 1-255
Modbus To-Master Interface Settings
Discard Modbus Error Responses: N/A N/A
Modbus Master/Slaves Settings (Master with Private Slaves)
Forward Broadcasts From Master: MN/A N/A
Private Slave Device ID Range: MN/A N/A

Valid Revd Msg Device ID Range (1-255) — (1-255): Displays the valid received message device ID range.
Messages with other valid device IDs will not be transmitted out this port. (Informational only.)

Valid On Port Device ID Range (1-255) — (1-255): Displays the valid device ID range for slave devices connected
to the serial port. Slave devices with other device IDs will not be accessible on this port. (Informational only.)

For additional diagnostic information, see Chapter 8. Diagnostic Menus on Page 91.
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Serial Port Configuration Page

4.2. Serial Port Configuration Page

To access the Serial Port Configuration page, click Serial | Port x.

ComTROL Home ESEREIM Modbus Network Data Mapping Diagnostics System

Overview  Port 1 Port 2

Port 1 Serial Configuration

Serial Configuration Modbus Settings

Port Name: |:| Serial Port Protocol: [Modbus/RTU-to-Slaves v
Port Mode: RS-232 ¥ Modbus To-Slaves Settings

Baud Rate: Response Timeout (ms): 750

Parity: Lost Device Search Enable: O

Data Bits: Inactivity Wait Time Before Tx (ms): D

Stop Bits: Send Write Messages First: O

Flow Control: Disable Writes (Read Only): =

RS-485 Terminating Resistor: Device ID Offset Mode: [of b
DTR Mode: Device ID Offset: IZI

Rx Timeout Between Packets (ms): Meodbus To-Master Settings

Discard Rx Pkts With Errors: ™ Discard Modbus Errors: U

Modbus Master/Slaves Settings
Forward Broadcasts From Master: [

Private Slave Device ID Range: min: max:

I
[] clone settings to all serial ports

© Copyright Comtrol Corp.
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Serial Port Configuration Page

The following tables provide information about serial configuration settings.

Serial Configuration Page

Serial Configuration

Port Name (Default =
blank)

User-definable string used to describe the serial interface. Valid characters include
a-z, A-Z, 0-9, underscores, spaces and dashes. All other characters are discarded.
The Port Name supports up to an 80 character ASCII string.

Port Mode (Default =
RS-232)

All panel or rack mount models:
e RS-232 (default)

e RS-485
e RS-422
All DIN rail models:
e RS-232 (default)
e RS-422

e RS-485 2-wire
e RS-485 4-wire_Master
e RS-485_4-wire_Slave

lggilgog{ate (Default = 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200, and 230400
N

Parity one

(Default = None) Even
Odd

]é))ata Bits (Default = 5.6,7.8

%cop Bits (Default = Lor?2
RTS/CTS

Flow Control (Default

= None) XON/XOFF
Half Duplex

Terminating Resistor
(Only displays on
applicable models)

To ensure the best signal integrity on a long distance high-speed RS-422 or RS-485
network, sometimes it is required to place a 120Q termination resistor between
each of the transmit differential pair or receive differential pair. Signal reflection
is reduced and a reliable communication is ensured by placing the 120Q
termination resistor. Using the software, you can place 120Q) termination resistors
between the signals shown below:

e RS-422 Mode
- Between TxD+ and TxD- (Pin 5 and 7)
- Between RxD+ and RxD- (Pin 4 and 2)
e RS-485 - Between TxD/RxD+ and TxD/RxD- (Pin 5 and 7)

DTR Mode (Default =
Off)

0=0Off
1=On
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Serial Port Configuration Page

Serial Configuration Page (Continued)

Rx Timeout Between

Receive time-out (0-65535) between packets in msec. This is the maximum spacing

Packets (ms) (Default | between received bytes allowed before the received Modbus serial message is
= 200) expected to be complete.

On or Off: If selected, the DeviceMaster EIP-MOD drops all packets received with
Discard Rx Packets parity, framing, or overrun errors.

With Errors (Default
= On)

Note: Modbus/RTU messages with invalid CRCs and Modbus/ASCII messages
without correct start and end of transmission characters are always
discarded independent of this setting.

Modbus Settings

Serial Port Protocol
(Default = Modbus/
RTU-to-Slaves)

The Modbus protocol, setting for this serial port:

e Modbus/RTU-to-Slaves — Configures the serial port to communicate to Modbus/
RTU slaves.

e Modbus/ASCII-to-Slaves — Configures the serial port to communicate to
Modbus/ASCII slaves.

¢ Modbus/RTU-to-Master — Configures the serial port to communicate to a
Modbus/RTU master.

e Modbus/ASCII-to-Master — Configures the serial port to communicate to a
Modbus/ASCII master.

¢ Modbus/RTU-to-Master/Slaves — Configures the serial port to communicate to a
serial bus with a Modbus/RTU master and Modbus/RTU slave(s).

¢ Modbus/ASCII-to-Master/Slaves — Configures the serial port to communicate to
a serial bus with a Modbus/ASCII master and Modbus/ASCII slaves.

Modbus To-Slaves Settings

Response Timeout
(Default = 750msec)

The maximum allowable time (0 to 65535 msec.) for a slave device to respond to a
message before the message is considered timed out.

Lost Device Search
Enable

Not supported: 1-port
(Default = Off)

If selected, lost devices that were on this port are searched for on other Modbus/
RTU and Modbus/ASCII slave ports that also have this option set.

Inactivity Wait Time
Before Tx (ms)
(Default = 0 ms)

The minimum time (0 to 65535 msec.) that the DeviceMaster EIP-MOD waits after
receiving a response or transmitting a Modbus request before transmitting the
next request.

Send Write Messages
First (Default = Off)

If selected, it transmits any write messages before transmitting any read
messages that may have already been queued for transmission.

Disable Writes (Read
Only) (Default = Off)

If selected, it disables transmission of all standard Modbus write messages.

Device ID Offset
Mode (Default = Off)

e Off disables Device ID Offset functionality.
¢  Add-to-Msg-ID adds the Device Offset to the message device ID.

¢  Subtract-from-Msg-ID subtracts the Device ID Offset from the message device
ID.
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Serial Port Configuration Page

Serial Configuration Page (Continued)

e (0 =disables Device ID Offset functionality.

Device ID Offset ¢ 1-254 = dependent on the Device ID Offset Mode, is added to or subtracted from
the message device ID before the Modbus message is transmitted out the
serial port.

Modbus To-Master Settings

Discard Modbus If selected, all broadcast messages from the serial master will be forwarded to the
Errors (Default = Off) | Modbus network through the DeviceMaster EIP-MOD.

Modbus Master/Slave Settings

Forward Broadcasts If selected, all broadcast messages from the serial master will be forwarded to the

fz'r(z)nf}DMaster (Default Modbus network through the DeviceMaster EIP-MOD.

This range (1-255) defines the expected slave device ID range on the serial bus.
Modbus request messages received on this port within this device ID range will
Private Slave Device | 1Ot be forwarded to the Modbus network.

ID Range (Default: Note: The DeviceMaster EIP-MOD has a built-in auto-detect algorithm for
Min =1, Max=1) detecting private slave device(s) with ID(s) not defined within the private
device ID range.

Note: The minimum value must be less than or equal to the maximum value.
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Chapter 5. Modbus Menus

This chapter discusses the following Modbus web pages:

e 5.1. Modbus over TCP (not Modbus/TCP) QOverview

e 5.2. Modbus over TCP (not Modbus/TCP) Socket Configuration Page on Page 54
e 5.3. Modbus/TCP Configuration Page on Page 56

e 5.4. Remote Modbus/TCP Device Configuration on Page 57

e 5.5. Modbus Alias Configuration on Page 59

5.1. Modbus over TCP (not Modbus/TCP) Overview

The Modbus over TCP (not Modbus/TCP) Overview page provides an overview of the current settings for the
ports.

ComTtrOL Home Serial QULLLINTE Network Data Mapping Diagnostics System Logout

TCPR/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration

Owverview Socket 1 Socket 2

Modbus over TCP Overview (not Modbus/TCP)

This is the current configuration of the Modbus over TCP/IP socket(s). Select a socket port from the menu above to change the configuration.

Modbus over TCP/IP Settings Socket 1 Socket 2
Protocol: Modbus/RTU-to-Master Modbus/RTU-to-Master
Enabled: no no
Listen: no no
Listen Port: 8000 8001
Connect To Mode: Never Newver
Connect Port 0 0
Disconnect Mode: Newver Newer
Idle timeout (ms): 0 0
Rx Timeout Between Packets (ms): 100 100
Discard Modbus Error Responses: no no

© Copyright Comtrol Carp.
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Modbus over TCP (not Modbus/TCP) Socket Configuration Page

5.2. Modbus over TCP (not Modbus/TCP) Socket Configuration Page

Access the Modbus over TCP (not Modbus/TCP Socket Configuration page by clicking Modbus | TCP/IP
Configuration | Socket x. The following table provides information about each configuration setting.

ComTtroL Home Serial QELLGIEE MNetwork Data Mapping Diagnostics System Logout

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration

Overview Socket1 Socket 2

Modbus over TCP (not Modbus/TCP) Socket 1 Configuration

TCP Configuration TCP/IP Port note
Connect To Mode: |Modbus.n'RTU—tn—Master v TCP/IP ports 0, 22, 23, 80,
e 0 443, 502, 4606 and 4607 are not allowed.
Listen: O

Listen Port:

Connect To Mode:

Connect Port: EI

Connect IP Address:

Disconnect Mode:

Idle Timeout (ms): EI

Rx Timeout Between Packets (ms):

Discard Modbus Error Responses: [

Save

© Copyright Comtrol Corp.

Modbus over TCP (not Modbus/TCP) Socket Configuration Page

TCP Configuration

¢ Modbus/RTU-to-Master — Configures the TCP/IP connection(s) to
communicate to Modbus/RTU master(s).

e Modbus/ASCII-to-Master — Configures the TCP/IP connection(s) to
communicate to Modbus/ASCII master(s).

Connect To Mode

Enable (Default = Off) If selected, this TCP/IP socket interface will be enabled.

. _ If selected, the TCP/IP socket interface will listen for a connection at the
Listen (Default = Off) specified Listen Port.
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Modbus over TCP (not Modbus/TCP) Socket Configuration Page

Modbus over TCP (not Modbus/TCP) Socket Configuration Page (Continued)

Listen Port
(Defaults:
Port 1=8000
Port 2=8001
Port 3=8002
Port 4=8003)

The Listen Port values are 1-65535.
If Enable and Listen are both selected, allows acceptance of:

e Up to six connections from external applications if there is no active
Connect-to connection.

e Up to five connections if there is an active Connect-to connection.

The following TCP/IP ports are not allowed: 0, 22, 23, 80, 443, 502, 4606, and
4607.

Connect to Mode
(Default = Never)

If Enable is selected, this setting determines how to connect to an application.
e If Never: Do not attempt to make a connection.

e If Connect-Always: Always attempt to maintain a connection to the
application at Connect IP Address and Connect Port.

Connect Port
(Default = 0)

Socket port to connect to (1 to 65535). Used in conjunction with Connect to
Mode and Connect IP Address.

Connect IP Address
(Default = 0)

IP Address of application to create a connection. Used in conjunction with
Connect to Mode and Connect Port.

Note: The IP Address of this DeviceMaster EIP-MOD will not be accepted as
valid configuration data.

Disconnect Mode
(Default = Never)

Mode on which to disconnect from the application.
e Never — Will not disconnect when connection(s) are idle.
e Idle — Utilizes the Idle Timer to determine when to close the connection.

Idle Timer
(Default = 0)

If the Disconnect Mode is set to Idle, the idle or inactivity time (1 to 65535 ms)
when the connection(s) will be closed.

Rx Timeout Between
Packets
(Default = 100)

Receive timeout (0-65565) between packets in msec. This is the maximum
spacing between received bytes allowed before the received Modbus message is
expected to be complete.

Discard Modbus Error
Responses
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Modbus/TCP Configuration Page

5.3. Modbus/TCP Configuration Page

Access the Modbus/TCP Interface Configuration page by clicking Modbus | Modbus/TCP Configuration. The
following table provides information about each configuration setting.

ComrtroL Home Serial [EELGLLIEN Network Data Mapping Diagnostics System Logout

TCPR/IP Configuration = Modbus/TCP Configuration Remote Modbus Configuration Alias Configuration

Modbus/TCP Configuration

Modbus/TCP Slave (From Master) Configuration TCP/IP Port note

Enabled TCP/IP Port TCP/IP ports 0, 22, 23, 80,
Modbus/TCP Port 1: yes 502 443, 4606 and 4607 are not allowed.
Modbus/TCP Port 2 O
Modbus/TCP Port 3
Modbus/TCP Port 4

[

[
Modbus/TCP Port 5 [ 507
Modbus/TCP Port & (] 0

[

™

[

[45)
5]

Modbus/TCP Port 7 509

Modbus/TCP Port 8
Options:

Discard Modbus Error Responses:

© Copyright Comtrol Corp.

Modbus/TCP Configuration Page

Modbus TCP/IP Port 1

Enabled Always enabled. Cannot be disabled.

TCP/IP Port The standard Modbus TCP/IP port of 502. This port is always enabled.

Modbus TCP/IP Ports 2 to 8

Enabled If selected, the DeviceMaster EIP-MOD will listen for Modbus/TCP requests on
(Default: No) the configured TCP/IP port.

TCP/IP Port The specified TCP/IP port(1-65535) that the DeviceMaster EIP-MOD will listen

Default Port 2 = 503 | for Modbus/TCP requests on.

Default Port 3 =505 | Default ports are the first seven unassigned ports, as determined by the Internet

Begauﬁ II;OYE ‘51 = ggg Assigned Numbers Authority after the standard Modbus/T'CP port of 502.
efault Port 5 =
Default Port 6 = 508 | Note: TCP/IP ports 0, 22, 23, 80, 443, 4606 and 4607 are not allowed. Enabling

Default Port 7 = 509 TCP/IP ports other than the defaults may cause disruptions on your
Default Port 8 = 510 network. Please verify any configuration changes with your IT department.
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Remote Modbus/TCP Device Configuration

5.4. Remote Modbus/TCP Device Configuration

All Modbus devices not configured remotely are assumed to be local, or connected to this gateway. The
location of all local Modbus devices is determined automatically.

1. Access the Remote Modbus/TCP Device Configuration page by clicking Modbus | Remote Modbus

Configuration.

2. Click the Add Remote Configuration button to add additional remote devices.

ComtroL Home

TCP/IP Configuration Modbus/TCP Configuration

Serial

[UOLLITEE Metwork Data Mapping Diagnostics  System Logout

Remote Modbus Configuration = Alias Configuration

Remote Modbus/TCP Device Configuration

‘Add Remaote Configuration ‘

Device Remote Remote Timeout Dedicated Send Disable Route on
D IP Address Modbus/TCP (ms) Connection Writes Broadcast Pre-Alias Delete
Port First Messages Device ID
[100 | [10.00.118 52 |  [4000 | O O O O
(101 |  [1000118 52 |  [4000 | Vi ¥ O O
Delete All O

© Copyright Comtrol Corp.

The following table provides details about configuration options.

Remote Modbus/TCP Device Configuration Page

Device ID #

The Device ID (also often called the unit ID) of the remote device must be
unique. The Device ID range is 1-255. 0 means that it is not configured.

Remote IP Address

IP address of the Modbus/T'CP device. All Os means that it is not configured.

Note: The IP address of the DeviceMaster EIP-MOD will not be accepted as
valid configuration data.

Remote Modbus/TCP
Port (Default = 502)

The TCP/IP port (1-65535) to connect to on the remote device.

Timeout (ms)
(Default = 1000

The maximum allowable time (0 to 65535 msec) for a slave device to respond to
a message before the message is considered timed out.

(Default = Off)

msec)
. If selected, a dedicated Modbus/TCP connection will be used to connect to this
Dedlcatqd remote device.
Connection (Default L. .
= Off) Note: This is most commonly used when connecting to another gateway,
multiple devices are being accessed, and maximum bandwidth is desired.
If selected, will forward write messages before forwarding any pending read
Send Writes First messages.

Note: Thisis most commonly used when multiple messages may be outstanding
for the remote device(s) and low latency for write messages is desired.
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Remote Modbus/TCP Device Configuration

Remote Modbus/TCP Device Configuration Page (Continued)

Disable Broadcast
Messages (Default =
Off)

If selected, will disable broadcasts to this remote device.

Note: If multiple remote devices are accessed through another gateway, then
this option must be selected for all remote devices configured to that
gateway to prevent broadcast messages from being sent to those devices.

Route on Pre-Alias
Device ID (Default =
Off)

This setting only applies to a Modbus message if the following two statements
are true:

e The Modbus message device ID has been aliased, or changed, as a result of
a corresponding Alias Device ID configuration via the Modbus Alias Id
Configuration page.

e A Remote Modbus/TCP Device configuration exists for the pre-aliased, or
original, device ID.

If selected and all requirements are true, then the Remote Device ID
configuration for the pre-aliased device ID will be applied to the Modbus
message. This includes the IP address/port, timeout and control flags.

Delete

If enabled, that Device ID or IDs are deleted when you click the Save button.
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Modbus Alias Configuration

5.5. Modbus Alias Configuration

You can configure up to four alias device IDs at one time.
1. Access the Modbus Alias Device ID Configuration page by clicking Modbus | Alias Configuration.
2. Click the Add Alias Configuration button.

ComrtrOL Home Serial QELLLIEE Metwork Data Mapping Diagnostics  System

TCP/IP Configuration Modbus/TCP Configuration Remote Modbus Configuration = Alias Configuration

Modbus Alias Device Id Configuration

| Add Alias Configuration |

De?i{ce D‘:al\lr?cs e L 0‘:::;:::; :C - MS‘::?aL: ’ 0':':(: l'Jl'l(IZSP Delete
ID D Master Master
O] % ] L
202 ¥ v O
5 5 O
210 v v O O
Delete all O

© Copyright Comtrol Corp.

The following configuration options apply:

Modbus Alias Device ID Configuration Page

Rx Device ID The device ID (also often called the unit ID) of the received message
from a master. Device IDs range from 1 to 255.

Alias Device ID The alias device ID to convert the received device ID to. Alias Device
IDs range from 1 to 255.

Modbus/TCP Master If selected, this applies the alias device ID configuration to messages

(Default = Off) received from Modbus/TCP masters.

Modbus Serial Master If selected, this applies the alias device ID configuration to messages

(Default = Off) received from serial Modbus masters.

Modbus over TCP Master If selected, this applies the alias device ID configuration to messages

(Default = Off) received from Modbus RTU/ASCII over Ethernet TCP/IP masters.
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Chapter 6. Network Menus

This section discusses the pages under the Network menu, which includes:

e 6.1. Network Configuration Page on Page 61
e 6.2. Password Page on Page 63
e 6.3. Security Settings Page on Page 64

e 6.4. Key and Certificate Management Page on Page 65
e 6.5. EtherNet/IP Stack Configuration on Page 67

6.1. Network Configuration Page

You can use the Network Configuration page to change the DeviceMaster EIP-MOD network configuration
after using PortVision DX for initial network configuration.

Click the Network tab to access this page.

ComTRoOL Home Serial Modbus ENESWIVE Data Mapping Diagnostics System Logout

Configuration Password Security Keys/Certs EtherNet/IP

Network Configuration

General IP Configuration (IPv4)
Device Name: | ) Use DHCP

TCP Keepalive: s (® Use static configuration below:
Boot Timeout: 5 IP Address: 10.8.11.70

Subnet Mask: 25525500
Default Gateway: | 10.8.0.253

NOTE: Changing these options will cause the gateway to reboot.

© Copyright Comtrol Corp.
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Network Configuration Page

The following table provides information about the Network Configuration fields.

Network Configuration Page

General

Device Name

You can enter a 16-character Device Name to identify this DeviceMaster EIP-MOD on
the Home page.

TCP Keepalive
Default = 60

The TCP protocol has a keepalive feature where the two network stacks periodically
ping each other to make sure the connection is still up.

Upon loss of a TCP/IP connection, the network stack starts a timer. If the TCP/IP
connection is still lost after the number of seconds set by the TCP Keepalive value,
then the DeviceMaster EIP-MOD closes the connection and frees all the ports
associated with the connection.

If the DeviceMaster EIP-MOD was the originator of the first connection, it will then
try to re-connect the TCP/IP connection. This allows the DeviceMaster EIP-MOD to be
connected and ready to send/receive data even after a network disturbance.

For most networks the default value should not need to be changed.

Boot Timeout
Default = 15

Allows you to change the bootloader time-out value before the default application,
EtherNet/IP-Modbus loads.

You may need to increase this time-out value to 45 for compatibility with spanning tree
devices (normally switches). If you change the time-out value to 0, this prevents
EtherNet/IP-Modbus from loading.

IP Configuration (IPv4)

Configures the DeviceMaster EIP-MOD to use DHCPv4 mode.
If you select Use DHCP, the IPv4 Address field below is disabled and set to 0.0.0.0.

Use DHCP See your System Administrator to acquire a unique reserved IPv4 address if you are
using DHCP. They will need the MAC address of the unit to provide you with an IPv4
address.

Configures the DeviceMaster EIP-MOD with the static IPv4 address information that
you provide in the IPv4 Address, IPv4 Netmask, and IPv4 Gateway fields below.

Use static The DeviceMaster EIP-MOD is shipped from the factory with the following default

configuration IPv4 network settings:

below e [Pv4 address = 192.168.250.250

e [Pv4 Netmask = 255.255.0.0
e [Pv4 Gateway address = 192.168.250.1
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Password Page

6.2. Password Page

You can easily set up a password to secure the DeviceMaster EIP-MOD.
There is no password set from the factory.

ComTROL Home Serial Modbus SVl Data Mapping Diagnostics System Logout

Configuration = Password Security Keys/Certs EtherNet/IP

Password Configuration

Old Password: | |

Mew Password: | |

Confirm Mew Password: | |

Save
© Copyright Comtrol Corp.

Use the following information to configure a password for this DeviceMaster EIP-MOD.
1. Ifnecessary, click Network | Password.

If changing an existing password, enter that password in the Old Password field.
Enter a new password.

Enter the password in the Confirm New Password field.

Click the Save button.

o w N

To log into the DeviceMaster EIP-MOD, you must enter the following:
¢ admin for the username

¢ The configured password for the password
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6.3. Security Settings Page

This table discusses Security Settings page options.

ComTtROL Home

Serial Modbus EUERTLICE Data Mapping Diagnostics System

Configuration Password = Security Keys/Certs EtherNet/IP

Security Settings

Enable Secure Config Mode: O

Enable Telnet/ssh:
Enable SNMP:

]
Y]

Minimum Allowed SSL/TLS Version: [SSLv3.0 v

Save

© Copyright Comtrol Corp.

Security Settings Page

Enable Secure

If Secure Config mode is enabled, unencrypted access to administrative and
diagnostic functions is disabled. Secure Config mode changes DeviceMaster EIP-
MOD behavior as follows:

e Telnet access to administrative and diagnostic functions is disabled. SSH
access is still allowed.

e Unencrypted access to the web server via port 80 (http:// URLs) is disabled.
Encrypted access to the web server via port 443 (https:// URLs) is still allowed.

Config Mode
¢ Administrative commands that change configuration or operating state which
are received using the Pepperl+Fuchs Comtrol, Inc. proprietary TCP driver
protocol on TCP port 4606 are ignored.
¢ Administrative commands that change configuration or operating state that
are received using the Pepperl+Fuchs Comtrol, Inc. MAC mode proprietary
Ethernet protocol number 0x11FE are ignored.
Enable Telnet/ssh This option enables or disables the telnet security feature after you click Save and
the DeviceMaster EIP-MOD has been rebooted. This option is enabled by default.
Enable SNMP This option enables or disables the SNMP security feature after you click Save and

the DeviceMaster EIP-MOD has been rebooted. This option is enabled by default.

Minimum Allowed
SSL/TLS Version

You can select the appropriate version for your environment.

e SSLv3.0
e TLSv1.0 (default)
e TLSvl1.1
e TLSv1.2
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Key and Certificate Management Page

Use the following steps to change security settings in the DeviceMaster EIP-MOD.

1. Click the Network | Security.

2. Click the appropriate check boxes in the Security Settings page to enable or disable security accordingly.
3. After making changes, you must click Save.
4

You may need to configure security keys or certificates depending on your choices using the next
subsection.

6.4. Key and Certificate Management Page

For secure operation, the DeviceMaster EIP-MOD uses a set of three keys and certificates. These keys and
certificates are user configurable.

Note: All DeviceMaster EIP-MOD units are shipped from the factory with identical configurations. They all
have the identical self-signed, Pepperl+Fuchs Comtrol, Inc. Server RSA Certificates, Server RSA Keys,
and Server DH Keys.

For maximum data and access security, you should configure all DeviceMaster EIP-MOD units with
custom certificates and keys.

ComTtROL Home Serial Modbus ERERULIE Data Mapping Diagnostics System

Configuration Password Security Keys/Certs EtherMNet/IP

Key and Certificate Management

RSA Key pair used by SSL and SSH servers: Fa::t{:—r',.l
RSA Server Certificate used by S5L servers: Factory
DH Key pair used by SSL servers: Fa::tc:-r',.l

Save

Note

Key and certificate changes will take effect after a reboot.

Files must be in DER format.

The RSA key and RSA certificate are used together by clients to authenticate
the identity of the server. If you update one without updating the other, clients

will be unable to authenticate the server and you will receive warnings from
the web browser and other S5L clients.

© Copyright Comtrol Corp.
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Key and Certificate Management Page

This is a private/public key pair that is used for two purposes:

e It is used by some cipher suites to encrypt the SSL/TLS handshaking
messages. Possession of the private portion of this key pair allows an
eavesdropper to both decrypt traffic on SSL/TLS connections that use RSA
encryption during handshaking.

e It is used to sign the Server RSA Certificate in order to verify that the
DeviceMaster EIP-MOD is authorized to use the server RSA identity
certificate.

RSA Key pair used by
SSL and SSH servers

Note: Possession of the private portion of this key pair allows somebody to pose
as the DeviceMaster EIP-MOD.

If the Server RSA Key is to be replaced, a corresponding RSA identity
certificate must also be generated and uploaded or clients are not able to
verify the identity certificate.

This is the RSA identity certificate that the DeviceMaster EIP-MOD uses
during SSL/TLS handshaking to identify itself. It is used most frequently by
SSL server code in the DeviceMaster EIP-MOD when clients open connections
to the DeviceMaster EIP-MOD's secure web server or other secure TCP ports.

If a DeviceMaster EIP-MOD serial port configuration is set up to open (as a
client) a TCP connection to another server device, the DeviceMaster EIP-MOD
also uses this certificate to identify itself as an SSL client if requested by the
server.

RSA Server Certificate
used by SSL servers

In order to function properly, this certificate must be signed using the Server
RSA Key. This means that the server RSA certificate and server RSA key
must be replaced as a pair.

This is a private/public key pair that is used by some cipher suites to encrypt
the SSL/TLS handshaking messages.

DH Key pair used by . . . .

SSL servers Note: Possession of the private portion of the key pair allows an eavesdropper
to decrypt traffic on SSL/TLS connections that use DH encryption
during handshaking.

Use the following steps to update security keys and certificates in the DeviceMaster EIP-MOD.
1. Click the Network | Keys/Cert menu.

2. Click Browse to locate the key or certificate file, highlight the file, and click Open.

3. Click Upload when you return to the Key and Certificate Management page.

The key or certificate notation changes from factory or none to User when the DeviceMaster EIP-MOD is
secure.

Note: You do not need to click Save, but changes will not take effect until the DeviceMaster EIP-MOD is
rebooted.
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EtherNet/IP Stack Configuration

6.5. EtherNet/IP Stack Configuration

The default settings on the EtherNet/IP Stack Configuration page are recommended for most systems. Access
the the EtherNet/IP Stack Configuration page by clicking Network | EtherNet/IP.

ComTROL Home Serial Meodbus QUESGICE Data Mapping Diagnostics System Logout

Configuration Password Security Keys/Certs Etherfet/IP

EtherNet/IP Stack Configuration

EtherNet/IP Advanced Settings Notes

These settings are advanced

. parameters that should only
Multicast IP Address Allocation Control: Automatic Vv be changed by a qualified

User Defined Number of Multicast IP Addresses (1 - 32):

TTL (Time To Live) Network Value (1 - 255):

professional. The default
parameters are

User Defined Multicast Start IP Address (239.192.1.0 - 239.255.255.255): recommended for most
systems. These settings
should only be modified for
those networks that require
special attention.

Session Encapsulation Timeout (0=disable; 1-3600 sec) :

Enable Vendor Specific Modbus Object Services:

© Copyright Comtrol Corp.

EtherNet/IP Stack Configuration Page

This is the network routing parameter that allows EtherNet/IP
. . messages to be routed between different subnets. A TTL of 1, the
TTL(Time To Live) Network default, allows the messages to be routed over one network “hop”. A

Value (1 - 255) TTL allows two hops and so on.
Default =1

This setting generally allows messages to be routed on the same
subnet.

This defines how the multi-cast addresses, which are used in Classl
communications, will be allocated.

. . e Automatic — This instructs the DeviceMaster EtherNet/IP-
1(\34(};}3((:3% IP Address Allocation Modbus gateway to use the standard automatic multicast
Default = Automatic address mechanism.

e User Defined — This instructs the DeviceMaster EtherNet/IP-

Modbus gateway to allocate the multicast addresses based on the
user settings.

User Defined Number of If Multicast IP address allocation control is set to User Defined, this
Multicast IP Addresses (1 - 32) | setting instructs the DeviceMaster EtherNet/IP-Modbus gateway to
Default = 32 use the configured number of multicast IP addresses.
}%Sidgfgge(%é\gullgzc%sg ?tart If Multicast IP address allocation control is set to User Defined, this
239.955.955.95 5') T setting instructs the DeviceMaster EtherNet/IP-Modbus gateway
Default = 939 192.1.0 where to start its multicast IP address range.
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EtherNet/IP Stack Configuration Page (Continued)

Session Encapsulation Timeout
(0O=disable; 1-3600 sec:
Default = 120

The session encapsulation timeout instructs the DeviceMaster
EtherNet/IP-Modbus gateway how long to wait with no activity
before timing out a session.

Enable Vendor Specific Modbus
Object Services
Default = Disabled

If selected, The DeviceMaster EtherNet/IP-Modbus gateway provides
support for the Vendor Specific Modbus Object Services. The services
include the following:

70 hex — Write Single Coil

71 hex — Write Single Register

72 hex — Mask Write Register

73 hex — Read/Write Holding Registers
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Chapter 7. Data Mapping Menus

This chapter discusses the following web pages:

o 7.1 Modbus to EtherNet/IP Tag/File Configuration Page on Page 69
e 7.2, EtherNet/IP Tag/File to Modbus Configuration Page on Page 72
o 7.3. Modbus to Modbus Configuration Page on Page 75

e 7.4. Shared Memory Configuration Page on Page 78

e 7.5. EtherNet/IP Class 1 Page on Page 83

e 7.6. Data Mapping Verification Page on Page 85

o 7.7. Shared Memory Map Page on Page 87

7.1. Modbus to EtherNet/IP Tag/File Configuration Page

Use the following information to configure Modbus to EtherNet/IP tag/file.
1. Click Data Mapping | Modbus to Tag/File to open the Modbus to EtherNet/IP Tag/File Configuration page.

Locie agen Iy

Modbus o Tag/Flle = Tag/File to Modbus  Modbus to Modbus ~ Shared Memory  EtherNet/IP Classl  Verify Data Mapping Shared Memory Map

Modbus to EtherNet/IP Tag/File Configuration

Poll Change

Device Function Address Length PLC P Slot Data

Line Active D Code (Base 1) (Regs/Coils) ?n‘:; S?ﬂ;e Type Address {0-n) Type TagiFile Delete
1| B 8 [0L: Coil Status {00x) v [ 20 250 [MicroLogix _v] [10.0.0.22 0 |[BITARRAY v [B3z:100

2 . 6 [03: Holding Registers (40x) v| 1001 20 200 |ControlLogix v | | 10.0.0.16 o | [INT v | varint

3| @ 8 |01: Coil Status (00x) v |21 20 | [280 [MicroLogix v | [ 10.0.0.22 0 |/[BITARRAY v| [B32:100

4 8 [01: Coil Status (00x) v 4 10 275 [MicroLogix | | 10.0.0.22 0 | [BITARRAY v| [Bazi20

5| @ 8 C Status (00x) | [a1 10 | [275 [MicroLogix v | 10.0.0.22 0 | [BITARRAY v| |B32:120

6§ | @ 17 1301 4 | [300 [MicroLogix _v] | 10.0.0.22 o | [INT v| | N10:210

Sort By: Sort By: Delete All

Add Default Configuration

Clone Line:] [ 1

© Copyright Comtrol Corp.

2. Click the Add Default Configuration button.
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Modbus to EtherNet/IP Tag/File Configuration Page

The following table provides information about the options on this page.

Modbus to EtherNet/IP Tag/File Configuration Page

Line

This is the configuration line number.

e Ifthe configuration entry has been saved, the line number is not directly
modifiable.

e Ifthe configuration entry is in the process of being added and has not been
saved, then the line number can be set to anywhere in the configuration
list.

- The placement of the entry in the saved list is in relation to the current
list of saved entries. For example, if you wish to place an entry before
the current 4th entry, then enter 4 for the line number.

- If more than one entry is added at one time, the order is preserved but
final line numbers may or may not be the same as the selected
numbers.

Active
(Default = Enabled)

If selected, the configuration becomes active when the Save button is clicked on.
Data Mapping immediately begins to perform the configured operations.

If not selected, the configuration becomes inactive when the Save button is
clicked. Data Mapping then ignores the configured operations.

Modbus (Read)

Device ID
(Default =1)

The Modbus Device ID to be read.
e Ifaccess to the Shared Memory is desired:
- The Shared Memory must be enabled.
- The Shared Memory device ID must be entered.

e Ifa Device Id for a Modbus slave is entered, the DeviceMaster EtherNet/IP-
Modbus gateway routes the message to the appropriate location.

Function Code
(Default = 03: Holding
Registers (40x))

Select the Modbus Read function code:

01: Coil Status (00x) - read one or more coils

02: Input Status (10x) - read one or more discrete inputs

03: Holding Registers (40x) - read one or more holding registers

04: Input Registers (30x) - read one or more input registers

Address (Base 1)
(Default = 1)

Enter the Modbus address in Base 1 format. (The address of the tables starts at
1, instead of 0 for Base 0).

Enter only the lower 16 bits of the address (1-65536).

Length (Regs/Coils)
(Default =1)

Enter the number of registers or coils to be read.

Poll Rate (ms)
(Default = 2000 ms)

Enter the rate at which the Data Mapping process should read the configured
Modbus device or Shared Memory.

EtherNet/IP (Write)

Change Of State
(Default = Disabled)

If selected, the Data Mapping process only writes the received data to the
EtherNet/IP location if:

e The data is being received for the first time.
¢ The received data has changed.
e The previous write attempt to the EtherNet/IP location was unsuccessful.
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Modbus to EtherNet/IP Tag/File Configuration Page

Modbus to EtherNet/IP Tag/File Configuration Page (Continued)

Specifies the PLC type to write to:

¢ ControlLogix — This selection enables the full CIP supported interfaces that
provide CIP table read/write capabilities. The ControlLogix PLC family of
PLCs includes the Rockwell ControlLogix, FlexLogix, SoftLogix and other

PLC Type advanced PLCs. This selection also supports numerous PLCs manufactured

(Default = ControlLogix) by other manufacturers.

e  MicroLogix — This selection provides support for Rockwell MicrolLogix, SLC
and PLC-5 PLCs. These PLCs only support a limited EtherNet/IP interface
that does not include CIP table read/write support. Only Write-to-File and
Read-from-File communication that use PCCC MSG instructions is

provided.

IP Address Enter the IP address of the EtherNet/IP PLC in xxx.xxx.xxx.xxx format.
(Default = 0.0.0.0)
Slot (0-n) Enter the slot number of the PL.C controller board. This is only required for
(Default = 0) chassis type PLCs such as ControlLogix. For all other PLCs, set this value to 0.

The data type of the Tag or File to write to.

e SINT - otherwise called 8 bit, or byte sized data
Data Type e DINT - otherwise called 16 bit, or WORD format
(Default = INT) e BOOL - a single Boolean value

e BIT ARRAY - an array of Boolean values
e FLOAT - floating point, otherwise called REAL

Specifies the EtherNet/IP PLC tag or file name. It indicates where to write the
. data read from the Modbus device or Shared Memory. This entry supports
Tag/File ASCII strings containing up to 40 characters.

Default = Blank
(Defau ank) File names for the PLC-5/ SLC PLCs must be in a SLC/PLC-5 file format (i.e.
N10:0, B20:0/6, etc).

When this button is clicked:

¢ The settings are verified.

Save * Any changes are saved.

¢ The Data Mapping process is immediately reconfigured and begins
performing the configured operations.

Delete Enable the line or lines that you want to delete and click the Save button.
Delete All Enable the Delete All option and click the Save button to remove all entries.
Add Default Adds a default entry to the end of the list. The entry will not become active
Configuration until it is saved by clicking Save.

Adds a new configuration entry to the end of the list that is identical to the
. entered line number. The entry will not become active until it is saved by
Clone Line clicking Save.

Note: No action is taken if the entered line number is invalid.

Sort By

(Read Device ID) Reorders the list based on the Read Device ID when Save is selected.
(Default = Disabled)

Sort By

Reorders the list based on the EtherNet/IP PLC IP address when Save is
(IP Address) selected.

(Default = Disabled)
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EtherNet/IP Tag/File to Modbus Configuration Page

7.2. EtherNet/IP Tag/File to Modbus Configuration Page

Need supporting information.

1. Click Data Mapping | Tag/File to Modbus to open the EtherNet/IP Tag/File To Modbus Configuration page.
2. Click the Add Default Configuration button.

ComTROL Home Serial Modbus Network EREIERSENWGGLWE Diagnostics System Logout

Modbus to Tag/File | Tag/File o Modbus | Modbus to Modbus  Shared Memory  EtherMetIP Classl  Verify Data Mapping  Shared Memory Map

EtherNet/IP Tag/File To Modbus Configuration

pLC P Slot Data ; Pall |Change poyice Function Address  Length
Line Active Type Address (0-n) Type TagiFile :‘“;";‘; st::;e D Code (Base 1) (RegsiCoils) | Delete
1 ¢  |Controllogix ¥|  10.0.0.16 0 | [INT Y| | Varint 500 30 | 16: Multiple Registers (40x) ¥ | | 501 20
2 & |Controllogix ¥| 10.0.0.16 0 |[[INT ¥ |varni2 500 0 |16: Multiple Registers (40x) v | | 521 20
3 ¢  |[Micrologix ¥ 10.0.0.22 0 | |[INT ¥ ||| N10:0 500 3z | 16: Multiple Registers (40x) ¥ | | 601 20
4 © [Micologix v| 10.0.0.22 0 | [BITARRAY v] [Bazl 500 31 [15: Multiple Coils (10x) | | 513 32
s @ |Moologx v| 100022 o | [INT__ v N100 500 252 | (16 Multple Regsters (40) v | 401 115
B ¢ [MicroLogix v 10.0.0.22 0 | |BITARRAY v ||| B320 500 252 | | 15: Multiple Coils (10x ¥ || 641 320
7 @ [Micologix v/ | 10.0.0.22 o ||[INT v| [N10:0 500 40 [16: Multiple Registers (40x) ¥| | 101 20
Sort By: Sort By: Delete All

Add Default Configuration

Clone Line: || 1

© Copyright Comtrol Corp.

The following table provides information about the options on this page.

EtherNet/IP Tag/File To Modbus Configuration Page

This is the configuration line number.

e Ifthe configuration entry has been saved, the line number is not directly
modifiable.

e Ifthe configuration entry is in the process of being added and has not been
saved, then the line number can be set to anywhere in the configuration
list.

- The placement of the entry in the saved list is in relation to the current
list of saved entries. For example, if you wish to place an entry before
the current 4th entry, then enter 4 for the line number.

Line

- If more than one entry is added at one time, the order is preserved but
final line numbers may or may not be the same as the selected
numbers.

If selected, the configuration becomes active when the Save button is clicked.
The Data Mapping process immediately begins to perform the configured

Active operations.

Default = Enabled
( ) If not selected, the configuration becomes inactive when the Save button is

clicked. The Data Mapping process then ignores the configured operations.
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EtherNet/IP Tag/File to Modbus Configuration Page

EtherNet/IP Tag/File To Modbus Configuration Page (Continued)

EtherNet/IP (Read)

PLC Type

(Default = ControlLogix)

Specifies the type of PLC to read from:

e ControlLogix — This selection enables the full CIP supported interfaces that
provide CIP table read/write capabilities. The ControlLogix PLC family of
PLCs includes the Rockwell ControlLogix, FlexLogix, SoftLogix and other
advanced PLCs. This selection also supports numerous PLCs manufactured
by other manufacturers.

e MicroLogix This selection provides support for Rockwell MicroLogix, SLC
and PLC-5 PLCs. These PL.Cs only support a limited EtherNet/IP interface
that does not include CIP table read/write support. Only Write-to-File and
Read-from-File communication that use PCCC MSG instructions is
provided.

{géggﬁeiso, 0.0.0) Enter the IP address of the EtherNet/IP PLC in xxx.xxx.xxx.xxx format.
Slot (0-n) Enter the slot number of the PLC controller board. This is only required for

(Default = 0)

chassis type PLCs such as ControlLogix. For all other PLCs, set this value to 0.

Data Type
(Default = INT)

The data type of the Tag or File to read from.

e SINT - otherwise called 8 bit, or byte sized data

e INT - otherwise called 16 bit, or WORD format

e DINT - otherwise called 32 bit or double word format
¢ BOOL - a single Boolean value

e BIT_ARRAY - an array of Boolean values

e FLOAT - floating point, otherwise called REAL

Tag/File
(Default = Blank)

Specifies the EtherNet/IP PLC tag or file name. It indicates where to read the
PLC. This entry supports ASCII strings containing up to 40 characters.

File names for the PLC-5/ SLC PLCs must be in a SLC/PLC-5 file format (i.e.
N10:0, B20:0/6, etc.).

Modbus (Write)

Poll Rate (ms)
(Default = 2000 ms)

Enter the rate at which the Data Mapping process should read the configured
EtherNet/IP PLC tag or file.

Change Of State
(Default = Disabled)

If selected, the Data Mapping process will only write the received data to the
Modbus Device if:

¢ The data is being received for the first time.
e The received data has changed.

¢ The previous write attempt to the Modbus Device was unsuccessful.

Device ID
(Default = 1)

The Modbus Device ID to be written to.
e Ifaccess to the Shared Memory is desired:
- The Shared Memory must be enabled.
- The Shared Memory device ID must be entered.

e Ifa Device Id for a Modbus slave is entered, the DeviceMaster EtherNet/IP-
Modbus gateway routes the message to the appropriate location.

Function Code

(Default = 03: Holding

Registers (40x))

Select the Modbus Write function code:

e 05: Single Coil (10x) - write one coil

* 06: Single Register (40x) — write one holding register

e 15: Multiple Coils (10x) — write one or more coils

e 16: Multiple Registers (40x) — write one or more holding registers
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EtherNet/IP Tag/File to Modbus Configuration Page

EtherNet/IP Tag/File To Modbus Configuration Page (Continued)

Enter the Modbus address in Base 1 format. (The address of the tables starts at
Address (Base 1) 1, instead of O for Base 0).

Default = 1
(Defau ) Enter only the lower 16 bits of the address (1-65536).

Length (Regs/Coils)

(Default = 1) Enter the number of registers or coils to be read.

When this button is clicked:

¢ The settings are verified.
Save ¢ Any changes are saved.

¢ The Data Mapping process is immediately reconfigured and begins

performing the configured operations.

Delete Enable the line or lines that you want to delete and click the Save button.
Delete All Enable the Delete All option and click the Save button to remove all entries.
Add Default Adds a default entry to the end of the list. The entry will not become active
Configuration until it is saved by clicking Save.

Adds a new configuration entry to the end of the list that is identical to the
. entered line number. The entry will not become active until it is saved by
Clone Line clicking Save.

Note: No action is taken if the entered line number is invalid.
Reorders the list based on the EtherNet/IP PLC IP address when Save is
Sort By selected.

(TP Address) Sort By
(Default = Disabled) (Write Device ID)

Will reorder the list based on the Write Device ID when Save is selected.

Sort By
(Write Device ID) Reorders the list based on the Write Device ID when Save is selected.
(Default = Disabled)
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Modbus to Modbus Configuration Page

7.3. Modbus to Modbus Configuration Page

Need supporting information.
1. Click Data Mapping | Modbus to Modbus to open the Modbus to Modbus Configuration page.
2. Click the Add Default Configuration button.

ComrroL

Modbus to TaglFile Tag/File to Modbus

Modbus to Modbus

Home Serial Modbus Network JESEIENEELWGIGME Diagnostics

Shared Memory EtherNet/IP Classl Verify Data Mapping Shared Memory Map

1

(7 B T T R S VR

Line Active

LUEELEEL AR CER SRR AR LSRR LY

Device

D
11

11
10
10
8

g

12
11
11

Sort By:

Modbus to Modbus Configuration

Modbus (Read
Function Address Length
Code (Base 1) (Regs/Coils)
|03: Holding Registers (40x) v| | 1 20
03: Holding Registers (40x) ¥| (21 | |20
|03: Holding Registers (40x) v | | 61 20
03: Holding Registers (40x) ¥ | (81 | |20
| 01: Coil Status (00x) i1 100
02: Input Status (10x) v||101 | |40
|04: Input Registers (30x)  v| | 121 40
03: Holding Registers (40x) v | (41 | |20
|03: Holding Registers (40x) v | | 41 20

Add Defauit Configuration

|C‘0ne Line: | i §

Poll

Rate

(ms)
2000
2000
200
200
2000
2000
2000
500
2000

Change
of Device
State [+
20
21
L4 23
24
L4 25
25
L4 26
41
22
Sort By:

Modbus i

Function Address

Code (Base 1)
|16: Multiple Registers (40x) ¥ | | 1
16: Multiple Registers (40 v/ | 21
|16: Multiple Registers (40x) ¥ | | 61
16: Muliple Registers (40x) v| | 81
|15: Muitiple Coils (10x) _ »| | 101
15: Multiple Coils (10x) v| | 201
|16: Multiple Registers (40x) ¥ | | 101
16: Multiple Registers (40x) v| | 141
|16: Multiple Registers (40x) v | | 41

Delete All

Delete

© Copyright Comtrol Corp.

The following table provides information about the options on this page.

Modbus to Modbus Configuration Page

Line

The placement of the entry in the saved list is in relation to the current
list of saved entries. For example, if you wish to place an entry before
the current 4th entry, then enter 4 for the line number.

If more than one entry is added at one time, the order is preserved but
final line numbers may or may not be the same as the selected

numbers.

This is the configuration line number.

e Ifthe configuration entry has been saved, the line number is not directly
modifiable.

e Ifthe configuration entry is in the process of being added and has not been
saved, then the line number can be set to anywhere in the configuration
list.

Active

If selected, the configuration becomes active when the Save button is clicked.
The Data Mapping process immediately begins to perform the configured
operations.

If not selected, the configuration becomes inactive when the Save button is
clicked. The Data Mapping process then ignores the configured operations.
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Modbus to Modbus Configuration Page

Modbus to Modbus Configuration Page (Continued)

Modbus (Read)

Device ID

The Modbus Device ID to be read.
e Ifaccess to the Shared Memory is desired:
- The Shared Memory must be enabled.
- The Shared Memory device ID must be entered.

e Ifa Device Id for a Modbus slave is entered, the DeviceMaster EtherNet/IP-
Modbus gateway routes the message to the appropriate location.

Function Code

Select the Modbus Read function code:
e 01: Coil Status (00x) - read one or more coils
e 02: Input Status (10x) — read one or more discrete inputs
¢ 03: Holding Registers (40x) - read one or more holding registers
e 04: Input Registers (30x) — read one or more input registers

Address (Base 1)

Enter the Modbus address in Base 1 format. (The address of the tables starts at
1, instead of 0 for Base 0).

Enter only the lower 16 bits of the address (1-65536).

Length (Regs/Coils)

Enter the number of registers or coils to be read.

Poll Rate (ms)

Enter the rate at which the Data Mapping process should read the configured
Modbus device or Shared Memory.

Modbus (Write)

Change of State

If selected, the Data Mapping process only writes the received data to the write
Modbus Device if:

¢ The data is being received for the first time.
¢ The received data has changed.

¢ The previous write attempt to the write Modbus Device was unsuccessful.

Device ID

The Modbus Device ID to be written to.
e Ifaccess to the Shared Memory is desired:
- The Shared Memory must be enabled.
- The Shared Memory device ID must be entered.

e If a Device ID for a Modbus slave is entered, the DeviceMaster EtherNet/
IP-Modbus gateway routes the message to the appropriate location.

Function Code

Select the Modbus Write function code:
e 05: Single Coil (10x) - write one coil

06: Single Register (40x) — write one holding register

15: Multiple Coils (30x) — write one or more coils

16: Multiple Registers (40x) — write one or more holding registers

Address (Base 1)

Enter the Modbus address in Base 1 format. (The address of the tables starts at
1, instead of 0 for Base 0).

Enter only the lower 16 bits of the address (1-65536).

Length (Regs/Coils)

Enter the number of registers or coils to be read.
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Modbus to Modbus Configuration Page

Modbus to Modbus Configuration Page (Continued)

When this button is clicked:

¢ The settings are verified.
Save ¢ Any changes are saved.

¢ The Data Mapping process immediately is reconfigured and begins

performing the configured operations.

Delete If selected, the entry is deleted from the list when Save is selected.
Delete All If selected, the entire list will be deleted when Save is selected.
Add Default Adds a default entry to the end of the list. The entry will not become active
Configuration until it is saved by clicking Save.

Add a new configuration entry to the end of the list that is identical to the

. entered line number. The entry will not become active until it is saved by

Clone Line clicking Save.

Note: No action will be taken if the entered line number is invalid.
Sort By . . .

. Reorders the list based on the Read Device ID when Save is selected.
(Read Device ID)
Sort By ) . . .
. . Reorders the list based on the Write Device ID when Save is selected.

(Write Device ID)
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Shared Memory Configuration Page

7.4. Shared Memory Configuration Page

The Shared Memory functionality enables multiple methods for communicating between a wide variety of
EtherNet/IP controllers, Modbus masters and Modbus slave devices.

The Shared Memory interface contains eight 200 Holding Register blocks and eight 320 Coil blocks.

e EtherNet/IP controllers can access the Shared Memory through Class1 connections, the Modbus Object,
and Write-to-Tag/File and Read-from-Tag/File interfaces.

e All Modbus masters, (Modbus/TCP, serial Modbus RTU/ASCII, and Modbus RTU/ASCII over Ethernet
TCP/IP), can read the contents of the Shared Memory blocks.

e Data Mapping configurations can read Shared Memory blocks.

e  Write access can be controlled to each Holding Register and Coil block. Each block can be configured to:

- Provide all masters, expect Class1, write access

- Can be restricted to:

A port-specific serial master
A Modbus/TCP master
An Ethernet TCP/IP master

EtherNet/IP Classl

Modbus Object message(s)

Tag/File to Modbus Data Mapping configuration(s).

Modbus to Modbus Data Mapping configuration(s)

¢ The Shared Memory contents can be displayed and cleared via the embedded web pages.

e Diagnostics for each block include read, write and blocked write message counts.

¢ Blocked write messages are recorded in the Write Violation Log.

e Special EtherNet/IP Class1 handling:

- In order to read from a Shared Memory block via a Class1 connection, the shared memory block must
be Class1 Read Enabled. The Class1 connection receive data contents and size are determined by
which Shared Memory blocks are read enabled.

- In order to write to a Shared Memory block via a Class1 connection, the shared memory block Write
Master(s) setting must be set to EIP Class1. Only then may an EtherNet/IP Class1 connection write
to the Shared Memory. That is because the Class1 connection writes continually to the block and over
write any data written by another controller.

This table displays the supported Holding Register Block Function Codes:

Function Code Description

3 Read Holding Registers
4 Read Input Registers

6 Write Single Register

16 Write Multiple Registers
22 Write Mask Register

23 Read Write Registers
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Shared Memory Configuration Page

This table shows the supported Coil Block Function Codes:

Function Code Description
Read Coils
Read Discrete Inputs
5 Write Single Coil
15 Write Multiple Coils

Click Data Mapping | Shared Memory to open the Shared Memory Configuration page.

ComrRoL Home LALLLITEN SO Data Mapping

Modbus to Tag/File  Tag/File to Modbus  Modbus to Modbus | Shared Memory = EtherNet/IP Classl  Verify Data Mapping  Shared Memory Map
Shared Memory Configuration
Enable Shared Memory Tl
Shared Memory Device ID 252
Huolding Register Start Address (Base 1) 400001
Coil Block Start Address (Base 1) 1
Shared Holding Registers
Disable Data Clear
Accept Classl Mapping Writes Data On
Broadcast Read On Lost Lost Serial Port | e
Block Address Range Messages Enable Class1 Read Claagt Write Master(s) 1P Address Description
Connection Connection
1 400001-400200 “ s [All (Except Class1) | 200 read write holding regis| | | Display
2 400201-400400 i | EtherNetfIP Class1 v | 200 read write holding regis| Display
3 400401-400600 | All (Except Class1) L 200 read write holding regisj Display
4 400601-400800 | All (Except Classl) LA | 200 read write holding regis| Display
5 400801-401000 |All (Except Cl 200 read write holding regis| Display
6 401001-401200 [All (Except Class1) M| | 200 read write holding regis| Display
7 401201-401400 [All (Except Class1) v] 200 read write holding regis| | | Display
8 401401-401600 [ All (Except Class1) v | [200 read write holding regis| Display
Shared Coils
Disable Data Clear
Accept Classl Mapping Writes Data On
. Broadcast Read On Lost Lost " Serial Port | -
Block Coil Range Messages Enable Class1 Read Classl Write Master(s) IP Address Description
Connection Connection
1 1-320 ’ | All (Except Classl) v 320 read write coils Display
2 321-640 | EtherNet/IP Class1 v 320 read write coils Display
3 641-960 ¢ o’ | All (Except Classl) Y| 320 read write coils Display
4 961-1280 v | All (Except Class1) M| 320 read write coils Display
5 1281-1600 | All (Except Class1) v 320 read write coils Display
3 1601-1920 Al (Except Classl) 320 read write colls Display
7 19212240 [All (Except Class1) v 320 read write coils Display
8 22412560 [l (Except Class) v | | [ 320 read write coils | | |Display
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Shared Memory Configuration Page

The following table provides details about the configuration options. Click the Display button to view detailed
information about a specific block or coil.

Shared Memory Configuration Page

Enable Shared Memory (Default
= Off)

If selected, enables the Shared Memory functionality.

Shared Memory Device ID
(Default = 252)

The Device ID (also often called the unit ID) of the Shared Memory
must be unique within the public Modbus network. The Device ID
range is 1 to 255.

Holding Register Start Address
(Base 1)
(Default = 400001)

Specifies the starting address of the Shared Memory Holding Register
blocks. The range is 400001 to 463935.

Coil Block Start Address (Base
1) (Default = 1)

Specifies the starting address of the Shared Memory Coil blocks. The
range is 1 to 64255.

Shared Holding Registers

Block

Specifies the block number.

Address Range

Specifies the block address range.

Accept Broadcast Messages
(Default = Disabled)

If selected, the Shared Memory block(s) will accept broadcast messages
addressed to their memory block(s).

Class1 Read Enable
Default = Block 1 enabled and
Blocks 2 to 8 are disabled

If selected, the Shared Memory block is added to the Class1 to the
Active Rx Class 1 Configuration.

Disable Data Mapping Writes
On Lost Class1 Read Connection
(Default = Disabled)

If selected, the Data Mapping process performs writes to this Shared
Memory block only when there is an active Class1 read connection to
this block.

Clear Data On Lost Classl
Connection
(Default = Disabled)

If selected, the Shared Memory block’s data are cleared when all
Class1 connections to this block are lost.
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Shared Memory Configuration Page

Shared Memory Configuration Page (Continued)

Indicates which master(s) have write access to the Shared Memory
block.

e All (Except Class1) — Except for Class1 connections, all Modbus
masters, Modbus Object and Data Mapping functions have write
access to the block.

e Port specific serial master:
- Port-1
- Port-2 (2-port and 4-port models only)
Write Master(s) - Port-3 (4-port models only)
Defaults: Block 2: EIP Classl - Port-4 (4-port models only)
Other blocks: All (Except ¢  Modbus/TCP - Modbus/TCP master(s) at a specified IP address

Classl)
¢ Ethernet TCP/IP — Ethernet TCP/IP master(s) at a specified IP
address
e EIP Classl — EtherNet/IP Class1 connection. Only one EtherNet/IP
Class connection can access the block at one time.
e EIP TAG/FILE — Tag/File to Modbus configurations at a specified
IP address
e EIP Modbus Object — Messages via the Modbus Object from an
EtherNet/IP controller at a specified IP address
e  Modbus to Modbus — Modbus to Modbus configuration(s)
IP address of the Modbus/TCP master, Ethernet TCP/IP master or
Serial Port / IP Address EtherNet/IP controller. Zeros indicate that there is no configuration.
(Default = blank) Note: Does not apply to All (Except Class1), port-specific serial
masters, Class1, or Modbus to Modbus configuration(s)..
Description User-defined description of the Shared Memory block. ASCII string

(Default = 200 read write

holding registers) with a maximum of 80 characters in length.

Shared Coils

Block Specifies the block number.

Coil Range Specifies the coil range.

Accept Broadcast Messages If selected, the Shared Memory block(s) accept broadcast messages
(Default = Disabled) from Modbus masters addressed to their memory block(s).

Classl R_ead Enable If selected, the Shared Memory block is added to the Class1 to the
Default = Block 1 enabled Active Rx Class 1 Configuration

Blocks 2 to 8 disabled v gu ’

Disable Data Mapping Writes If selected, the Data Mapping process performs writes to this Shared
On Lost Class1 Read Connection | Memory block only when there is an active Class1 read connection to
(Default = Disabled) this block.

glear Data On Lost Class1 If selected, the Shared Memory block’s data is cleared when all Class1
onnection

(Default = Disabled) connections to this block are lost.
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Shared Memory Configuration Page

Shared Memory Configuration Page (Continued)

Write Master(s)
Defaults: Block 2: EIP Class 1
Other blocks: All (Except Class1)

Indicates which master(s) have write access to the Shared Memory
block.

e All (Except Classl) — Except for Class1 connections, all Modbus
masters, Modbus Object and Data Mapping functions have write
access to the block.

e Port specific serial master:
- Port-1
- Port-2 (2-port and 4-port models only)
- Port-3 (4-port models only)
- Port-4 (4-port models only)
¢  Modbus/TCP - Modbus/TCP master(s) at a specified IP address

e Ethernet TCP/IP — Ethernet TCP/IP master(s) at a specified IP
address

e EIP Classl — EtherNet/IP Class1 connection. Only one EtherNet/IP
Class connection can access the block at one time.

e EIP TAG/FILE — Tag/File to Modbus configurations at a specified
IP address

e EIP Modbus Object — Messages via the Modbus Object from an
EtherNet/IP controller at a specified IP address

e Modbus to Modbus — Modbus to Modbus configuration(s)

Serial Port / IP Address
(Default = Blank)

IP address of the Modbus/TCP master, Ethernet TCP/IP master or
EtherNet/IP controller. Zeros indicate that there is no configuration.

Note: Does not apply to All (Except Class1), port-specific serial
masters, Class1, or Modbus to Modbus configuration(s).

Description
(Default = 200 read write
holding registers)

User-defined description of the Shared Memory block. ASCII string
with a maximum of 80 characters in length.
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EtherNet/IP Class 1 Page

7.5. EtherNet/IP Class 1 Page

The DeviceMaster EIP-MOD provides a highly informative Class1 interface web page designed to provide

easily understand information to aid the PL.C programmer:
¢ Instance numbers
e Data offsets for each instance

e Instance and connection lengths

7.5.1. Active Classl Interface Page

This page displays the current active Classl configuration. This configuration is determined by the Shared
Memory Configuration. Assembly instances are enabled only if they are enabled for Class1 in the Shared

Memory Configuration.

ComrrovL Home Serial Modbus Network WEsEICNEENLIGLE Diagnostics System

Modbus to Tag/File Tag/File to Modbus Modbus to Modbus Shared Memory = EtherNet/IP Classl = Verify Data Mapping Shared Memory Map

Logout

EtherNet/IP Class1 Interface

Display All Shared Memory

Output (From PLC) enabled, the Shared Memory block's Write Master(s) setting must be set to EtherNet/IP Class1.

This page displays the Class 1 interface to the Shared Memory. To be Class1 Input (From PLC) enabled, the Shared Memory block’s Class1l Read Enable option must be selected. To be Class 1

Active Rx Class 1 Configuration Active Tx Class 1 Configuration
Instance Instance gs:l"l?st?;n Write Instance Instance g;;h::t?;n
Input (To PLC) Class 1 Interface MNumber Length Length Output (From PLC) Class 1 Interface Master(s) MNumber Length Length
Holding Registers Block 1 101 400 440 Holding Registers Block 2 EtherNet/IP Class1 118 400 440
Coils Block 1 109 40 40 Coils Block 2 EtherNet/1P Classi 126 40 40

© Copyright Comtrol Corp.

The following table provides information about this page.

EtherNet/IP Class 1 Interface Page

Active Rx Class 1 Configuration - Input (To PLC) Class 1 Interface

Holding Registers Block
1-8

Displays only Read Enabled memory blocks. The rows display the Instance
Number, Instance Length, and Maximum Connection length for the
corresponding Rx Holding Register Block.

Coils Block 1 -8

Displays only Read Enabled memory blocks. The rows display the Instance
Number, Instance Length, and Maximum Connection length for the
corresponding Rx Coil Block.

Active Tx Class 1 Configuration - Output (From PLC) Class 1 Interface

Holding Registers Block
1-8

Displays only Write Enabled memory blocks. The rows display the Instance
Number, Instance Length, and Maximum Connection length for the
corresponding Tx Holding Register Block.

Coils Block 1 -8

Displays only Write Enabled memory blocks. The rows display the Instance
Number, Instance Length, and Maximum Connection length for the
corresponding Tx Coil Block.
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All Shared Memory Class1 Interface Page

7.5.2. All Shared Memory Class1 Interface Page

If the Display All Shared Memory button is clicked, the following page displays. This page is provided to show

the relationships of the active Class] interface with the rest of the Shared Memory blocks.

ComTtroL Home Serial Modbus Network ESEICNEETIGld@ Diagnostics System Logout

Modbus to Tag/File Tag/File to Modbus Modbus to Modbus Shared Memory = Etherilet/IP Classi  Verify Data Mapping Shared Memory Map

EtherNet/IP Class1 Interface

‘ Display Only Class1 Enabled ‘

This page displays all interfaces to the Shared Memory. To be Class1 Input (From PLC) enabled, the Shared Memory block's Class1 Read Enable option must be selected. To be Class 1 Output

(From PLC) enabled, the Shared Memory block's Write Master(s) setting must be set to EtherMet/IP Class1.

Rx Class 1 Configuration (All Shared Memory) Tx Class 1 Configuration (All Shared Memory)
Instance Instance gs::‘s:t‘i‘:n Write Instance Instance E;:;:;T;ﬂ

Input (To PLC) Class 1 Interface Number Length Length Output (From PLC) Class 1 Interface Master(s) MNumber Length Length
Holding Registers Block 1 101 400 440 Holding Registers Block 1 All (Except Class1)
Holding Registers Block 2 Holding Registers Block 2 EtherNet/IP Classl 118 400 440
Holding Registers Block 2 Holding Registers Block 2 All (Except Class1)
Holding Registers Block 4 Holding Registers Block 4 All {(Except Class1)
Holding Registers Block 5 Holding Registers Block 5 All (Except Class1)
Holding Registers Block 6 Holding Registers Block 6 All (Except Class1)
Holding Registers Block 7 Holding Registers Block 7 All (Except Class1)
Holding Registers Block 8 Holding Registers Block 8 All (Except Class1)
Coils Block 1 109 40 40 Coils Block 1 All (Except Class1)
Coils Block 2 Coils Block 2 EtherNet/IP Class1 126 40 40
Coils Block 3 Coils Block 3 All (Except Class1)
Coils Block 4 Coils Block 4 All (Except Class1)
Coils Block 5 Coils Block 5 All (Except Class1)
Coils Block 6 Coils Block 6 All (Except Class1)
Coils Block 7 Coils Block 7 All (Except Class1)
Coils Block 8 Coils Block 8 All (Except Class1)

© Copyright Comtrol Corp.

The following table provides information about this page.

EtherNet/IP Class 1 Interface Page

Active Rx Class 1 Configuration - Input (To PLC) Class 1 Interface

Displays all shared memory blocks. The rows display the Instance Number,
Instance Length, and Maximum Connection length for the corresponding Rx

Holding Registers Block

1-8 Holding Register Block.
Displays all shared memory blocks. The rows display the Instance Number,
Coils Block 1 -8 Instance Length, and Maximum Connection length for the corresponding Rx

Coil Block.
Active Tx Class 1 Configuration - Output (From PLC) Class 1 Interface

Displays all shared memory blocks. The rows display the Instance Number,
Instance Length, and Maximum Connection length for the corresponding Tx
Holding Register Block.

Displays all shared memory blocks. The rows display the Instance Number,
Coils Block 1 - 8 Instance Length, and Maximum Connection length for the corresponding Tx
Coil Block.

Holding Registers Block
1-8
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Data Mapping Verification Page

7.6. Data Mapping Verification Page

The Verify Data Mapping page is used to check for the following configuration problems.

Configuration Issue

Description

Write conflicts to
EtherNet/IP PLCs

This occurs when two or more Data Mapping configurations can write to the
same PLC tag or File locations.

Write conflicts to Modus
devices

This occurs when two or more Data Mapping configurations can write to the
same Modbus device address.

Write to Shared Memory
conflicts

This occurs when two or more Data Mapping configurations can write to the
same Shared Memory address.

Invalid Shared Memory
Addresses

This occurs when Data Mapping configuration can write to an invalid Shared
Memory address.

Shared Memory block
write protection
violations

This occurs when a Data Mapping configuration can write to a Shared Memory
address that is write-protected and there is no write access allowed.

Access the Data Mapping Verification page by clicking Data Mapping | Verify Data Mapping. The following page
indicates that the are no conflicts or violations detected.

ComTtroL Home Serial Modbus Metwork QSEIEREELTIGLE Diagnostics System Logout

Modbus to Tag/File Tag/File to Modbus Modbus to Modbus Shared Memory EtherNet/IP Classl @ Verify Data Mapping Shared Memory Map

Data Mapping Verification

No data mapping write to EtherMet/IP conflicts detected.

Mo data mapping write to Modbus device conflicts detected.

No data mapping write to Shared Memory conflicts detected.

No data mapping invalid Shared Memory addresses detected.

Mo data mapping Shared Memory block write protection violations detected.

© Copyright Comtrol Corp.

The following page demonstrates what is displayed when there are multiple conflicts with the Data Mapping

configurations:

e A write to EtherNet/IP PLC conflict. Two configurations are writing to the same tag on a ControlLogix
type PLC. Conflicting settings are highlighted in red.

e Two configuration are writing to the same address on a Modbus device.
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Data Mapping Verification Page

e There are two separate conflicts writing to the same Shared Memory addresses. Conflicting settings are
highlighted in red.

ComrROL Home Senal Modbus Network REEIEREEN ]

Modbus to Tag/File Tag/File to Modbus  Modbus to Modbus

Shared Memory EtherNet/IP Classl | Veriiy Daia Mapping  Shared Memory Map

Diagnostics

Logout

Data Mapping Verification

Data mapping write to EtherMet/IP conflicts detected.

Conflict Device Function Address Length PLC 1P Slot Data
Num  Line Active 1D Code (Base 1) (Regsi/Coils) Type Address (0-n) Type TaniFile
i 1 yes 8 01: Coil Status (00x) 21 20 MicroLogix | 10.0.0.22 0  BIT ARRAY [ B32:100
i 3 ves 8 01: Coil Status (00x) 21 20 MicroLogix  10.0.0.22 0  BIT ARRAY [ B32:100
2 4 yes 8 01: Coil Status (00x) 41 10 MicrolLogix  10.0.0.22 0  BIT ARRAY [ B32:120
2 5 yes 8 01: Coil Status (00x) 41 10 MicrolLegix | 10.0.0.22 0 | BIT ARRAY [ B32:120

Mo data mapping write to Modbus device conflicts detected.

Mo data mapping write to Shared Memory conflicts detected.

Mo data mapping invalid Shared Memory addresses detected.

Mo data mapping Shared Memory block write protection viclations detected.

© Copyright Comtrol Corp.
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Shared Memory Map Page

7.7. Shared Memory Map Page

The Shared Memory Map page is provided to show the Built-in Configuration and Class1 access to each
Shared Memory block. Write conflicts are shown highlighted in red as shown in the second image.

ComTROL Home Serial Modbus Network RESEIEREEWWGGE Diagnostics System

Modbus to Tag/File Tag/File to Modbus Modbus to Modbus  Shared Memory  EtherNet/IP Classl  Verify Data Mapping = Shared Memory Map

Logout

Data Mapping Shared Memory Map

[Shared Hd]ding R'Egi'stér Block3 v | ;'wmé Access 'l": Description: 200 read write holding registers

Address +0 +1 +2 +3 +4 +5 +6 +7 +8 +93
400401 ™S TMS T™MS ™S T™MS TMS ™S ™S T™MS T™MS
400411 ™S T™MS T™MS ™S T™S TMS ™S ™S T™S T™MS
400421 T™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400431 T™S T™MS T™MS ™S T™S T™MS T™S ™S T™S T™MS
400441 ™S TMS T™MS ™S T™MS TMS ™S ™S T™MS T™MS
400451 ™S T™MS T™MS ™S T™S T™MS ™S ™S T™S T™MS
400461 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400471 T™S T™MS T™MS ™S T™S T™MS T™S ™S T™S T™MS
400481 ™S TMS T™MS ™S ™S TMS ™S ™S ™S T™MS
400491 ™S T™MS T™MS ™S T™S TMS ™S ™S T™S T™MS
400501 T™S ™S ™S ™S ™S T™MS ™S ™S T™S T™MS
400511 T™S T™MS T™MS ™S T™S

400521

400531

400541

400551

400561

400571

400581

400591

Mote: TM = Tag/File to Modbus; MT = Modbus to Tag/File; MM = Modbus to Modbus; CL1 = EtherNet/IP Class1
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Shared Memory Map Page

ComTROL Home Senal Modbus Network EBEIERREWVOIWE Diagnostics Sysiem Logout

Modbus to Tag/File Tag/File to Modbus Modbus to Modbus  Shared Memory EtherMetIP Classl  Verify Data Mapping = Shared Memory Map

Data Mapping Shared Memory Map

|Shared Holding Register Block 3 v|  |Wiite Access ¥|  Description: 200 read write holding registers

Address +0 +1 +2 +3 +A +5 +6 +7 +8 +9
400401 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400411 ™S ™S ™S ™5 ™S ™S ™S ™S ™S ™S
400421 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400431 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400441 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400451 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400461 ™S ™S ™S T™S ™S ™S ™S ™S ™S ™S
400471 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400481 ™S ™S ™S ™S ™S ™S ™S ™S ™S ™S
400491 ™S ™S ™S ™S ™S ™5 ™S ™S ™S ™S
400501 ™S [ TsTme | TmsTme | TMsTme [ TmsTme | TmsTma | TmsTme | TmsTma | TmsTMB | TM5TME |
400511 | TM5TM8 [ TM5.TMB | TMS.TM8 | TMS5TMB | TM5.IMB | T8 ™8 T™B TMB ™8
400521 TME

400531

400541

400551

400561

400571

400581

400591

Maote: TM = Tag/File to Modbus; MT = Modbus to Tag/File; MM = Modbus to Modbus; CL1 = EtherNet/IP Class1

& Copyright Comtrol Corp.
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Shared Memory Map Page

Access the Data Mapping Shared Memory Map page by clicking Data Mapping | Shared Memory Map.

1. Select the shared holding register or coil block that you want to review.

2. Select Write Access or Read Access.

ComrTroL Home Serial Modbus Network ESEEREEVIGLE Diagnostics System Logout

Tag/File to Modbus

Modbus to Tag/File

Modbus to Madbus

Shared Memory EtherNet/IP Class1 Verify Data Mapping = Shared Memory Map

Data Mapping Shared Memory Map

Shared Coil Block 1
Shared Coil Block 2
Shared Coil Block 3
Shared Coil Block 4
Shared Cail Block 5
Shared Coil Block £
Shared Cail Black 7
Shared Cail Block 8

400101 CL1
400111 CL1
400121 CcL1
400151 CL1
400141 Cl1
400151 CL1
400161 (o |
400171 CL1
400181 Cl1
400191 CL1

Note: TM = Tag/File to Medbus; MT = Modbus to Tag/File; MM = Modbus to Modbus; CL1 = EtherNet/IP Class1

Shared Holding Register Block 1 |
Shared Holding Register Block 2
Shared Holding Register Block 3
Shared Holding Register Block 4
Shared Holding Register Block 5
Shared Holding Register Block 6
Shared Holding Register Block 7
Shared Holding Register Block &

+3 +4 +5
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CL1 cL1
CcL1 cL1 CL1
CL1 CL1 cL1
CL1 cL1 CL1
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CcL1 CL1
CL1 CL1 cL1
CL1 cL1 CL1
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CL1 cL1
CL1 CL1 cL1
CcL1 cL1 CL1
CL1 CL1 cL1
CcL1 cL1 CL1

Description:

+7
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1
CL1

200 read write holding registers

+6
CL1
CL1
CL1
CcL1
CL1
CcL1
CL1
CL1
CL1
CL1
CcL1
CL1
CcL1
CL1
CcL1
CL1
CL1
CcL1
CL1
CcL1

+9
CL1
CL1
CL1
CcL1
CL1
CcL1
CL1
CL1
CL1
CL1
cL1
CL1
CcL1
CL1
CL1
CL1
CL1
CcL1
CL1
CcL1

© Copyright Comtrol Corp. |
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Chapter 8. Diagnostic Menus

You can access the following diagnostic and statistics pages from the Diagnostics menu:
This section discusses the following pages:

e 8.1. Serial Communication Statistics Page on Page 92

o 82 Modbus RTU/ASCII over Ethernet TCP Statistics Page on Page 94

o 8.3. Serial Interface Logs on Page 96

e 8.4. Known Modbus Slave Device List on Page 97

e 85. Modbus/TCP and Serial Modbus Master Statistics Page on Page 100
e 8.6. Modbus/TCP Connections Page on Page 104

e 8.7 Modbus Alias Device ID Statistics Page on Page 106

e 8.8. Shared Memory Contents on Page 107

e 8.9. Ethernet/IP Interface Statistics Page on Page 111

o 8.10. Modbus to EtherNet/IP Tag/File Diagnostics Page on Page 113

e 8.11. EtherNet/IP Tag/File to Modbus Diagnostics Page on Page 115

o 8.12. Modbus to Modbus Diagnostics Page on Page 116

e 8.13. System Log on Page 118
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Serial Communication Statistics Page

8.1. Serial Communication Statistics Page

The default Diagnostics menu page is the Serial Communication Statistics page.

ComTROL Home Serial Modbus MNetwork Data Mapping EEEWGEI=N System Logout

Communication  Modbus Diagnostics  EtherNet/IP Diagnostics  Data Mapping Diagnostics  System Log

Serial Statistics  TCP Statistics  Serial Logs

Serial Communication Statistics

Stafistics

Serial Interface Statistics Port 1 Port 2 Port 3 Port 4
TX Byte Count (To Device): 17434452 17793520 0 3002181
TX Message/Response Count: 1286698 584504 0 53611
RX Byte Count (From Device): 46151669 11577962 0 911404
RX Message/Response Count: 12866592 584501 0 53612
Tx or Rx Broadcast Message Count: 0 [4] 0 0
Master/Slaves Private Messages: NSA NiA MNSA MNSA
Parity Error Count: 0 4] 0 0
Framing Error Count: 0 0 0 0
Overrun error count: 0 0 0 0
Dropped Message/Response Count: 0 0 0 0
Invalid Modbus Message/Response Count: 0 0 0 0
Device Timeouts: 0 0 MfA MfA
Blocked Write Messages: 0 0 MIA MIA

© Copyright Comtrol Corp.

The following table provides detailed information about the Serial Communications Statistics page.

Serial Communication Statistics Page

TX Byte Count (To Device) Displays the number of bytes transmitted out the serial port.

Displays the number of messages or responses transmitted out of the

TX Message/Response Count serial port.

RX Byte Count (From Device) | Displays the number of bytes received on the serial port.

RX Message/Response Count | Displays the number of messages or responses received on the serial port.

Tx or Rx Broadcast Message Displays the number of broadcast messages transmitted out the serial
Count port.

Displays the number of private messages detected, those between a
master and private slave(s), on a serial port configured in Master/Slaves
mode.

Master/Slaves Private
Messages

Displays the number of parity errors received on the serial port. Typically

Parity Error Count occurs due to an incorrect parity setting.
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Serial Communication Statistics Page

Serial Communication Statistics Page (Continued)

Framing Error Count

Displays the number of framing errors received on the serial port.
Typically occurs due to an incorrect baud rate or stop bit setting.

Overrun Error Count

Displays the number of overrun errors received on the serial port. This
typically occurs to one of the following events: incorrect flow control,
incorrect baud rate, incorrect data size, or incorrect stop bit setting.

Dropped Message/Response
Count

Displays the number of messages or responses dropped to any of the
following:

e Incomplete message or response.

¢ Did not receive valid start and/or end characters (Modbus/ASCII
only).

Invalid Modbus Message/
Response

Count

Displays the number of invalid messages or responses received to any of
the following events:

e DMessage received after the timeout period. This may require
increasing the Device Response Timeout.

¢ Incorrect device ID in response message.

e Incorrect function code in response message.

Device Timeouts

Displays the number of device timeouts that occurred when there was no
response for a Modbus message.

Blocked Write Messages

Displays the number of Modbus write messages that were not
transmitted as a result of the Disable Writes (Read Only) option being set.

DeviceMaster EIP-MOD User Guide: 2000664 Rev. A Chapter 8. Diagnostic Menus - 93



Modbus RTU/ASCII over Ethernet TCP Statistics Page

8.2. Modbus RTU/ASCII over Ethernet TCP Statistics Page

Click Diagnostics | Communication | TCP Statistics to access the Modbus RTU/ASCII over Ethernet TCP
Statistics page.

ComTROL Home Serial Modbus Network Data Mapping ERERGLET=E System Logout

Communication = Modbus Diagnostics EtherNet/IP Diagnostics Data Mapping Diagnostics  System Log

Serial Statistics ~ TCP Statistics.  Serial Logs

Modbus RTUIASCII over Ethernet TCP Statistics

Ethernet TCP/IP Interface Statistics Socket 1 Socket 2 Socket 3 Socket 4
TX Byte Count (To Application): 7053660 2594943 6601550 8765392
TX Response Count: 53640 112943 44504 125683
Dropped TX Responses: 0 2 0 3
R¥ Byte Count (From Application): 7053668 1920099 356040 2136696
RX Message Count: 53641 112947 44505 125688
Dropped RX Messages Due to Congestion: 0 0 0 0
Dropped Invalid or Incomplete RX Messages: 0 0 0 0
Dropped RX Messages Due To Invalid CRCs: 0 0 0 0
Remote Connection Status: 10.0.0.15:1676 10.0.0.15:1677 10.0.0.15:1680 10.0.0.15:1679
10.0.0.15:1678 10.0.0.15:1681

© Copyright Comtrol Corp.

The following table provides information about Ethernet TCP/IP interface statistics on the Modbus RTU/
ASCII over Ethernet TCP Statistics page.

Modbus RTU/ASCII over Ethernet TCP Statistics Page

TX Byte Count (To The number of bytes transmitted out of the TCP/IP connection(s).
Application)
TX Response Count The number of responses transmitted out of the TCP/IP connection(s).

The number of responses that were intended to be transmitted out the
Dropped TX Responses TCP/IP connection(s) but could not be and were dropped. This typically
occurs when one or more connections close unexpectedly.

RX Byte Count (From

2 The number of bytes received on the TCP/IP connection(s).
Application)

RX Message Count The number of messages received on the TCP/IP connection(s).

The number of messages that were dropped to the gateway being overly
congested. This typically occurs when the application(s) send messages
faster than the slave device(s) can respond.

Dropped RX Messages Due to
Congestion
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Modbus RTU/ASCII over Ethernet TCP Statistics Page

Modbus RTU/ASCII over Ethernet TCP Statistics Page (Continued)

' The number of messages from the application(s) that were dropped to:
%go%)g?e{g?}lg (liV[Oerssages ¢ (Containing an invalid Modbus message format.

e Containing an incomplete Modbus message.

Dropped RX Messages Due to | The number of messages from the application(s) that were dropped due to
Invalid CRCs an invalid Modbus/RTU CRC or Modbus/ASCII LRC.

Remote Connection Status Displays remote TCP/IP connections.
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Serial Interface Logs

8.3. Serial Interface Logs

Access the Serial Interface Logs page by clicking Diagnostics | Communication | Serial Logs.

The Serial Interface Logs page provides a log of received and transmitted serial port messages. Up to 512
bytes per message and up to 32 messages are logged. It is intended to help with debugging serial connectivity
problems, determining the proper start and end of transmission bytes, and diagnosing device problems.

The format is as follows:

ComTROL Home Serial Modbus Network Data Mapping [RERLEITE] Vi Logout

Communication  Modbus Diagnostics  EtherNet/IP Diagnostics  Data Mapping Diagnostics  System Log
Serial Statistics ~ TCP Statistics ~ Serial Logs
Serial Interface Logs
Port 1 Rx/Tx Packets (first 32 packets, max of 512 bytes):
pie  ddd TxRx  Data
hh:mm:ss:ms
1 ggi?‘ll 556 Rx (08h)(01h)(0Dh)(ADh)DER)EBR){BER)BER)(93n)(00N){02h){00h)(21h){43h)(00N){00N)(12h)(AFh)
000
2 334711658 Tx (09h)(02h)(00R)(00R) (00h){40h)(7Bh)(B2h)
000
3 S Rx (09h)(02h)(D8h)(11h)(04h)(00h)(00R)(DON)(00N)(00N)(50n)(BBH)(4EN)
4 gggﬁ:llfﬂg Tx (DBh)(03h)(00R)(14h)(00h)(14R)(05h)(EBR)
5 000 Rx (DBh){03h)(2Bh)(00h)(0Ch){BER)(DFR)(42h)(75h)(98h)(SARNBER)(EFh)(CCh)(AAR)DAR)CAR)(12h){34h)(11h)(22h)(00R)(DLh)00h)(01h)
23:47:11.807 (00h)(02h){00N)(01h)(00h)(03h)(00h){D4h)(00h)(05h)(00h)(06h)(00R)(07h)(33h)(21h)(00h)(01h)(95h)(86h)
6 ggi?:ll_aﬂa T* (0AR)(03h)(00h)(00h)(00h)(14h)(44h)(BER)
7 ooo Rx (DAR)(03h)(2Bh)(DER)(ADh)BER)(EFh)(BEh)(BER)(CCh)(COh)(19h)(1Ah){(1Bh){1Ch)(1Dh){1ER){1Fh){20n)(21h)(22h)({23h)(24h){11h)(12h)
23:47:11868 (13h)(L4h)(15h)(16R)(17h)(18h)(1h)}(1AR)(1Bh)(1Ch){1Dh)(1ER){00N)(00R)(21h)(22h)(23h)(24h)(6Bh)(ECh)
8 ggiﬁ: Tien T (0Ch){D4h)(00)(7BR}(00N)(28h)(71h)(10h)
(DCh){04h)(50h)(00h){OCh)(BER)(OFh)(42h)(75h){99h)(9ARYBER)(EFh)(CCh)AAN)HDARNCAR)(12h)(34h)(11h)(22h){00h)(01h)(00R){0Lh)
g 000 Ay (D0R)(02R)(00R)(01R)(00R)(03h)(00h){04h)(00h)(05h){00R) (06h)(00R)(07h)(33h)(21h)(00h)(01h)(00R)(00R)(COR){D0R)(D0R)(00H){D0R)(D0R)
23:47:11.938 (00h)(00R)(00R)(00R)(00K)(00N)(00R){00N)(00N)(00N)(00R)(00K)(00K)(00R){00)(00R)(00R)(00h)(D0R)(D0K)(00R){00N)(00N)(00K)(00R)(00R)
(00h)(00K)(00R)(00R)(00K)(00K)(95h){DOh)
10 ggi? 11941 T (DCh){D4h)(00h)(78h){00h)(14h)(71h)(01h)
z 000 o (0Ch)(04h)(28h)(00R)(DCh)(BBh)(DFR)(42h)(75h)(99h)(IANR)(BER)(EFh)(CCh)(AAR)(DAR)(CAN)(12h)(34h)(11h)(22h)(00R)(01h)(00N)(01h)
23:47:12.006 (00h)(02h)(00R)(01h)(00h)(03h)(00R){D4h)(00N)(05h)(00R)(06h)(00N)(07h)(33h)(21h){00N)(01R)(2AR)(CFh) n
nnn

© Copyright Comtrol Corp.

Pkt(n): ddd:hh:mm:ss.ms Tx/Rx:<Data>
Where:
ddd — days since last system restart
hh - hours since last system restart
ms — minutes since last system restart
ss —seconds since last system restart
mm — milliseconds since last system restart
<Data> - Data packet received.
e For Modbus slave data, all data bytes shown in hex (xxh) format.
e  For Raw/ASCII and Modbus/ASCII data
e ASCII characters displayed as characters
e Non-ASCII displayed in hex (xxh) format
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8.4. Known Modbus Slave Device List

The Known Modbus Slave Device List page provides device specific status and statistics for each device
connected locally to one or more of the serial ports or remotely through a remote Modbus/TCP device
configuration.

Access the Known Modbus Slave Device List page by clicking Diagnostics | Modbus Diagnostics | Modbus Devices.

(= Home Seral Modbus Network Data Mapping iRt y Logout

Communication | Modbus Disgnostics = EtherNetIP Diagnostics  Data Mapping Diagnostics  System Log
Modbus Devices Modbus/TCP Interface  Modbus/TCP Connections  Alias Diagnostics  Shared Memory
Known Modbus Slave Device List
Auto-Located Serial Modbus Devices:
Port 1 Modbus/RTU Public Slave(s):
. Last Avg Min Max ” Tx
Device = Tx Rx Time- Error Invalid Blocked
Active? Rsp Rsp Rsp Rsp 3 Broad-
ID Reqs Resps outs Time Time Time Time Resps Resps Writes =T
B yes 466866 466866 (1] 0.06 sec 0.06 sec 0.03 sec 0.62 sec (5] (1]} (1] 0
9 yes 106763 106763 (5] 0.06 sec 0.06 sec 0.03 sec 0.61 sec 1] 1]} a 1]
10 yes 252655 252655 (1] 0.06 sec 0.06 sec 0.03 sec 0.63 sec (1] (1] (1] 0
1T ves 281761 281761 1] 0.06 sec 0.06 sec 0.03 sec 0.63 sec 1] (1] (4] 0
12 yes 180720 180720 a 0.06 sec 0.06 sec 0.03 sec 0.63 sec a 1} a o
Port 2 Modbus/RTU Public Slave(s):
" Last Avg Min Max : Tx
Device = Tx Rx Time- Error Invalid Blocked
Active? Rsp Rsp Rsp Rsp = Broad-
D Reqs Resps outs Time Time Time Time Resps Resps Writes S
1 yes 44540 44540 0 0.14 sec 0.15 sec 0.11 sec 0.24 sec o 0 o 0
2 Yes 14842 14842 1] 0.14 sec 0.14 sec 0.11 sec 0.23 sec (5] 0 1] o
3 Yes 38888 38888 0 0.15 sec 0.14 sec 0.12 sec 0.27 sec (1] 0 1] 0
5] yes 44991 44991 4] 0.14 sec 0.14 sec 0.12 sec 0.38 sec o 4] 1] o
17 yes 44930 44980 0 0.13 sec 0.14 sec 0.11 sec 0.31 sec (1] 0 (1] 0
20 ves 26233 26233 0 0.13 sec 0.14 sec 0.12 sec 0.22 sec (1] 0 i} 0
21 yes 26233 26233 4] 0.14 sec 0.14 sec 0.12 sec 0.21 sec (1] 0 1] o
22 yes 26232 26232 (1] 0.13 sec 0.14 sec 0.12 sec 0.22 sec (1] 1] 4] o
23 yes 1 1 0 0.15 sec 0.15 sec 0.15 sec 0.15 sec o 0 (1] 0
24 Yes 26234 26234 (4] 0.13 sec 0.14 sec 0.12 sec 0.54 sec (1] 0 1] o
25 Yes 26233 26233 1] 0.14 sec 0.14 sec 0.11 sec 0.44 sec (1] 0 1] 0
26 yes 1 1 0 0.14 sec 0.14 sec 0.14 sec 0.14 sec o 0 5] o
30 yes 59979 89979 0 0.14 sec 0.14 sec 011 sec 0.47 sec 1] 1] 1] o
31 ves 44930 44990 0 0.13 sec 0.14 sec 0.11 sec 0.41 sec (1] 0 i} 0
32 yes 44990 44990 0 0.14 sec 0.14 sec 0.12 sec 0.43 sec o 0 (1] o
40 yes 44930 44930 0 0.16 sec 0.14 sec 0.12 sec 0.45 sec (1] 0 (1] o
41 yes 26233 26233 0 0.13 sec 0.14 sec 0.12 sec 0.43 sec o 0 (1] 0
210 yes 14849 14849 1] 0.13 sec 0.14 sec 0.11 sec 0.42 sec (1] 4] 1] o
Port 3 Modbus/RTU Master:
A
Port 4 Modbus/ASCII Master:
MNIA
C gured R Modbus Devices:
P Last Avg Min Max = X
Device P P 2 Tx Rx Time- Error No Invalid
Active? Rsp Rsp Rsp Rsp Broad-
[1#] Address Port Reqs Resps outs Time Time Time Time Resps Path Resps EREP
100 1000118 502 yes 38880 38880 o (7 L ot bt 2 2 0 0
SEC SEC SEC Sec
101 1000118 502 yes 38E81 38880 1 a8 0 s 212 0 0 1 0
sec sec SEeC Sec

The following table provides detailed information about this page.

Known Modbus Slave Device List Page - Public Devices

Displays the device ID associated with this device.

Device ID Note: If Device ID Offset Mode is enabled, the actual device ID transmitted out the
serial port displays as (SP=xxx).
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Known Modbus Slave Device List Page - Public Devices (Continued)

Displays the status of device:

* Yes means that the last request received a valid response and did not time out.

Active?
e No means that the last request timed out or the device has not yet received a
message.
Displays the IP address associated with the local device under Configured Remote
IP Address :
Modbus Devices.
Displays the TCP/IP port associated with the remote device under Configured Remote
IP Port y
Modbus Devices.
Tx Req Displays the number of Modbus messages transmitted to this device.
Rx Rsp Displays the number of Modbus responses received from this device.
Timeouts Displays the number of response timeouts associated with this device.
Last Rsp Time Displays the last response time from the Modbus device.
Avg Rsp Time Displays the average response time from the Modbus device.
Min Rsp Time Displays the minimum response time from the Modbus device.
Max Rsp Time Displays the maximum response time from the Modbus device.
Error Rsp Displays the number of responses with Modbus error indications.
This displays under Configured Remote Modbus Devices the number of times the
network path could not be connected. This could be a result of:
No Path e Out of Modbus/TCP connections.
¢  Modbus/TCP device not responding.
¢ Incorrect IP address.
Displays the number of invalid messages or responses received to any of the
following:
Invalid ® Message received after the timeout period. This may require increasing the Device
Responses Response Timeout.
e Incorrect device ID in response message.
¢ Incorrect function code in response message.
Blocked Writes Displays the number of Modbus write messages that were not transmitted for this

device. This only occurs when the Disable Writes (Read Only) serial port option is
selected.

Tx Broadcasts

Displays the number of Modbus broadcast messages transmitted to this device.

Known Modbus Slave Device List Page - Private Devices

Device ID

Displays the device ID associated with this device.

Note: If Device ID Offset Mode is enabled, the actual device ID transmitted out the
serial port displays as (SP=xxx).
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Known Modbus Slave Device List Page - Private Devices (Continued)

Requests Displays the number of private requests addressed to this Modbus device.

Responses Displays the number of private responses from this Modbus device.

Req Or Resp? Displays the number of private requests/responses addressed to/from this Modbus
a p- device that could not be identified specifically as either a request or a response.

No Responses Displays the number of requests that this Modbus device did not respond to.

Last Rsp Time | Displays the last response time from the Modbus device.

Avg Rsp Time Displays the average response time from the Modbus device.

Min Rsp Time Displays the minimum response time from the Modbus device.

Max Rsp Time Displays the maximum response time from the Modbus device.

Error Rsp Displays the number of responses with Modbus error indications.
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8.5. Modbus/TCP and Serial Modbus Master Statistics Page

Click Diagnostics | Modbus Diagnostics | Modbus/TCP Interface to access the Modbus/TCP and Serial Modbus
Master Statistics page, which is explained in the following table.

ComTROL Home  Serial Modbus MNetwork Data Mapping [EEELREEST=S Logout

Communication | Modbus Diagnostics = EtherNetIP Diagnostics Data Mapping Diagnostics  System Log

Modbus Devices Modbus/TCP Interface  Meodbus/TCP Connections  Alias Diagnostics  Shared Memory

ModbusITCP and Serial Modbus Master Statistics

Reset Statistics

ModbusiTCP Slave Mode Specific Statistics
Active Modbus/TCP Slave Connections: 9
Modbus/TCP Slave Connections Opened: 17
Modbus/TCP Slave Connections Closed: 8
Messages Received From Modbus/TCP Master(s): 20473
Responses Sent To Modbus/TCP Master(s): 20473
Responses Dropped To Modbus/TCP Master(s):
Modbus Broadcasts Received From ModbusiTCP Master:
Invalid Command Lengths:
Invalid Message Data Errors:
Invalid Request Protocol Types:

Modbus/TCP Master Mode Specific Statistics
Active Modbus/TCP Master Connections: 2
ModbusiTCP Master Connections Opened: 4
Modbus/TCP Master Connections Closed: 2
Messages Sent To ModbusiTCP Slave(s): 3094
Responses Received From Modbus/TCP Slave(s): 3094
Invalid Response Data Errors From ModbusiTCP Slave(s):
Remote Modbus/TCP Device Timeouts:
Unexpected Responses From ModbusiTCP Slave(s):
Error Responses From ModbusiTCP Slave(s):
Unexpected Response Function Codes From ModbusiTCP Slave(s):
Invalid Response Protocol Types From ModbusiTCP Slave(s):
Failed Modbus/iTCP Connection Attempts To ModbusiTCP Slave(s):
Modbus/TCP Connection Problems:
Unexpected Dropped Connections:

MNon-Mode Specific Statistics/Diagnostics
Mo Available Modbus/TCP Connection Errors:
Improper Configuration Errors:
System Resource Errors:
First Error Description:
Last Error Description:

(=1 =N =N = Q=]

(=0 =N=N = (=N [=R{=R1=1 =]

A =1[=1[=]

o Ermor Detected

L Copyright Comtrol Corp.

Note: The Modbus/TCP interface uses the standard socket port of 502.
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Modbus/TCP and Serial Modbus Master Statistics Page

Modbus/TCP Slave Mode Specific Statistics

Active Modbus/TCP Slave
Connections

Displays the current number of active Modbus/TCP slave connections.
These connections were initiated by a controller to the DeviceMaster.

Modbus/TCP Slave Connections
Opened

Displays the total number of Modbus/TCP slave connections that have
been opened.

Modbus/TCP Slave Connections
Closed

Displays the total number of Modbus/TCP slave connections that have
been closed.

Messages Received From
Modbus/TCP Master(s)

Displays the total number of Modbus/TCP messages received from
Modbus/TCP master(s).

Responses Sent to Modbus/TCP
Master(s)

Displays the total number of Modbus/TCP responses sent to Modbus/
TCP master(s).

Responses Dropped to Modbus/
TCP Master

Modbus Broadcasts Received
From Modbus/TCP Master

Displays the number of Modbus broadcast messages received from
Modbus/TCP Masters.

Invalid Command Lengths

Displays the number of messages received with invalid command
lengths.

Invalid Message Data Errors

Displays the number of messages received with invalid message data
errors. These errors occur when the DeviceMaster EIP-MOD receives a
message that cannot be processed due to improper message data.

Invalid Request Protocol Types

Displays the number of messages received with invalid protocol errors.
This occurs when a message is received with a protocol other than the
Modbus/TCP protocol value of zero.

Modbus/TCP Master Mode Specific Statistics

Active Modbus/TCP Master
Connections

Displays the current number of active Modbus/TCP master
connections. These connections were initiated by the DeviceMaster
EIP-MOD to a Modbus/TCP slave.

Modbus/TCP Master Displays the total number of Modbus/TCP master connections that
Connections Opened have been opened.
Modbus/TCP Master Displays the total number of Modbus/TCP master connections that

Connections Closed

have been closed.

Messages Sent To Modbus/TCP
Slave(s)

Displays the total number Modbus messages sent to remote Modbus/
TCP slaves.

Responses Received From
Modbus/TCP Slave(s)

Displays the total number of Modbus responses received from the
Modbus/TCP Slave(s).

Invalid Response Data Errors
From Modbus/TCP Slave(s)

Displays the number of response data errors to polling requests
returned from the Modbus/TCP Slave(s). Possible causes include:

¢ Incorrect transaction ID incorrect.
e Message command length to large.

¢ Incorrect device Id in response.
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Remote Modbus/TCP Device Displays the number of messages to remote devices that were
Timeouts determined to have timed out by this gateway.

Unexpected Responses From Displays the number of responses received when no response was
Modbus/TCP Slave(s) expected.

Displays the number of responses received from Modbus/TCP slaves
with errors indicated. This may be caused by such things as:

¢ Device timeouts detected by slave Modbus/TCP device, such a
Error Responses from Modbus/ gateway.

TCP Slave(s) ¢ Invalid device address.
e Invalid device ID.

¢ Invalid message data.

Unexpected Response Function | Displays the number of unexpected response function codes from
Codes From Modbus/TCP Modbus/TCP slaves. This occurs when a response was received with a
Slave(s) different function code than what was sent.

. Displays the number of responses with invalid protocol errors. This
{?r;\(;illl%{%gi%(;%%gré)fg‘c’g%s’l)‘ypes occurs when a response is returned with a protocol other than the
Modbus/T'CP protocol value of zero.

X?&ﬁpl\t/[sogfilfﬁgi/%%% ection Displays the number of failed Modbus/TCP connection attempts to the

specified PLC IP address.

Slave(s)
Displays the number of Modbus/TCP connection attempt problems.
This occurs when the device responds and the connection is made, but
there are problems setting up the connection options.
Modbus/TCP Connection The possible option problems include:
Problems e Setting the TCP connection to TCP_NODELAY.
e Setting the socket connection to SO_OOBINLINE.
e Setting the socket connection to SO_KEEPALIVE.
Unexpected Dropped Displays the number of Modbus/TCP connections that were
Connections unexpectedly dropped.
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Modbus/TCP and Serial Modbus Master Statistics Page (Continued)

Non-Mode Specific Statistics/Diagnostics

Displays the number of connections aborted when there are no

. available Modbus/TCP connections. This error occurs when the
No Available Modbus/TCP maximum number of Modbus/TCP connections has been reached and
the DeviceMaster EIP-MOD is attempting to form another Modbus/
TCP connection.

Connection Errors

Displays the number of errors that were caused by improper

Improper Configuration Errors .
prop g configuration errors.

Displays the numbers of system resource errors. These errors are

System Resource Errors typically caused by congestion and/or non-responding devices.

First Error Description Displays the first error detected.

Last Error Description Displays the last or most recent error detected.
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8.6. Modbus/TCP Connections Page

Access the Modbus/TCP Connections page by clicking Diagnostics | Modbus Diagnostics | Modbus/TCP
Connections.

ComTROL Home  Serial Modbus Network Data Mapping  JEEETptl=il=] Logout

Communication = Modbus Diagnostics | EtherNet/IP Diagnostics Data Mapping Diagnostics  System Log

Modbus Devices Modbus/TCP Interface Modbus/TCP Connections = Alias Diagnostics  Shared Memory

ModbusiTCP Connections

Reset Statistics

Slave Mode (From Master) Modbus/TCP Connections

Remote Connection Local IP Port Rx Requests Tx Responses Time Since Open
10.0.0.103:1024 502 61744 61743 23 hours 52 min 37 sec
10.0.0.103:1027 502 61743 61742 23 hours 52 min 37 sec
10.0.0.103:1031 502 61743 61742 23 hours 52 min 37 sec
10.0.0.103:1032 502 61744 61743 23 hours 52 min 36 sec
10.0.0.118:1025 502 61726 61725 23 hours 52 min 18 sec
10.0.0.118:1028 502 61728 61727 23 hours 52 min 18 sec
10.0.0.118:1029 502 61728 61727 23 hours 52 min 18 sec
10.0.0.118:1030 502 61726 61725 23 hours 52 min 17 sec
10.0.0.15:1682 502 44733 44733 23 hours 53 min 47 sec

Master Mode (To Slave) Modbus/TCP Connections

Remote Connection Tx Reqguesis Rx Responses Dedicated Device ID Time Since Open
10.0.0.118:502 39013 39013 Yes 101 23 hours 52 min 19 sec
10.0.0.118:502 39011 39011 Yes 100 23 hours 52 min 16 sec
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Modbus/TCP Connections Page

Slave Mode (From Master) Modbus/TCP Connections
Note: Only displayed if active connections.

Remote The Modbus/TCP master connection in IP Address:Port Number format
Connection (XXX.XXX.XXX.XXX:PPPP)-

Local IP Port port of 502 is always enabled. Optionally, up to seven additional Modbus/TCP ports

The local TCP/IP port on the DeviceMaster EIP-MOD. The standard Modbus/TCP

may also be enabled.

Rx Requests

Displays the number of Modbus requests that have been received since the connection
was opened.

Tx Responses

Displays the number of Modbus responses that have been transmitted since the
connection was opened.

Time Since Open | The time that has elapsed since the connection was opened.
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Modbus/TCP Connections Page (Continued)

Master Mode (To Slave) Modbus/TCP Connections
Note: Only displayed if active connections.

Remote The Modbus/TCP master connection in IP Address:Port Number format
Connection (XXX . XXX.XXX.XXX:PPPP)-

Displays the number of Modbus requests that have been transmitted since the
Tx Requests

connection was opened.

Displays the number of Modbus responses that have been received since the

Rx Responses .
p connection was opened.

Dedicated Indicates if the connection is dedicated for a specified Modbus device ID.

Device ID If the connection is dedicated, the corresponding device ID.

Time Since Open | The time that has elapsed since the connection was opened.
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8.7. Modbus Alias Device ID Statistics Page

Access the Modbus Alias Device ID Statistics page by clicking Diagnostics | Modbus Diagnostics | Alias

Diagnostics.

Home  Serial Modbus

ComTROL

Communication | Modbus Ciagnostics

MNetwork

EtherMet/IP Diagnostics

Data Mapping

Diagnostics

Data Mapping Diagnostics

System

Logout

System Log

Modbus Devices

Modbus/TCP Interface Modbus/TCP Connections

Alias Diagnostics

Shared Memory

Modbus Alias Device Id Statistics

Reset Statistics

Rx Alias
Device Device
[[#] [[#]
201 1
202 2
203 3
210 10

Modbus Modbus Modbus Modbus
Moa:;:gcp Serial over TCP Mﬂi“u&:{ = Serial over TCP
Master Master Count Count
yes yes yes 14916 4] 14911
yes yes ves 0] 4] 14912
yes yes yes 14915 1] 24153
yes yes yes 14915 4] o

T Copyright Comtrol Corp.

Modbus Alias Device ID Statistics Page

Rx Device ID

Displays the device ID (also often called the unit ID) of the received message
from a master.

Alias Device ID

The alias device ID to convert the received device ID to.

Modbus/TCP Master

If selected, this applies the alias device ID configuration to messages received
from Modbus/TCP masters.

Modbus Serial
Master

If selected, this applies the alias device ID configuration to messages received
from serial Modbus masters.

Modbus over TCP
Master

If selected, this applies the alias device ID configuration to messages received
from Modbus RTU/ASCII over Ethernet TCP/IP masters.

Modbus/TCP Count

Number of Aliased Modbus messages received from Modbus/TCP masters.

Modbus Serial Count

Number of Aliased Modbus messages received from Modbus Serial masters.

Modbus over TCP
Count

Number of Aliased Modbus messages received from Modbus over TCP masters.
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8.8. Shared Memory Contents

This page displays the contents of a Shared Holding Register and Shared Coil blocks.
Access this page by clicking Diagnostics | Modbus Diagnostics | Shared Memory and select the Holding Register

Block or Shared Coil Block that you want to display in the drop list.

8.8.1. Shared Holding Block Register Blocks

The following image shows the Shared Holding Register Block 1.

Home Seral Modbus Network Data Mapping REERGLSiTe

ComTrOL

Communication | Modbus Diagnostics | EtherNet/IP Diagnostics Data Mapping Diagnostics

Logout

System Log

Modbus Devices Modbus/TCP Interface  Modbus/TCP Connections  Alias Diagnostics

Shared Memory

Shared Memory Contents

Shared Memory Config

Clear This Block| | Clear Entire Shared Memory

| Shared Holding Register Block 3 ¥|  Write Messages: 170435  Description:

200 read write holding registers
Write Enabled Master(s): All (Except Class1)

Display Format: |HEX v| Read Messages: 0
N Blocked Writes: 0 Accept Broadcasts: No
Data lines per row: |10 ¥

Address +0 +1 +2 +3 +4 +5 +6 +7 +8 +9

400401 DEAD BEEF BEBE 1234 1914 1B1C 1D1E 1F20 2122 2324
400411 1112 1314 1516 1718 1914 1B1C 1D1E 0000 2122 2324
400421 2122 2324 2526 2728 2924 2B2A 2B2C 2D2E 2F30 0000
400431 1112 1314 1516 1718 1914 1B1C 1D1E 0000 2122 2324
400441 4041 4243 4445 4647 4549 4448 4CAD 4E4F 5051 5253
400451 5455 GE5T 5859 SASB 0000 0000 0000 0000 0000 SESF
400461 DEAD BEEF BEBE CCCOo 1914 1B1C 1D1E 1Fz0 2122 2324
400471 1112 1314 1516 1718 1914 1B1C 1D1E 0000 2122 2324
400481 00oc BEOF 4275 9994 BEEF CCAA DACA 1234 1122 0001
400491 0001 0002 0001 0003 0004 0005 0008 0007 3321 0001
400501 DEDD BEEF BEBE 1718 1314 1B1C 1D1E 1F20 2122 2324
400511 1112 1314 1516 1718 1314 0000 0000 0000 0000 0000
400521 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400531 0000 0000 Q000 0000 0000 0000 0000 0000 0000 0000
400541 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400551 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400561 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400571 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400581 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
400591 0000 0000 Q000 0000 0000 0000 0000 0000 0000 0000
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Shared Memory Contents Page

Shared Memory
Config button

Click this button to jump to the Shared Memory Configuration page.

Reset Statistics
button

Click this button to reset the following:
e Write messages

¢ Read messages

¢ Blocked writes

Refresh button Click this button to refresh this page.
Clear This Block Click this button to clear the diagnostics and data contents of this Holding
button Register block.

Clear Entire

Click this button to clear the diagnostics and data contents of all Holding Register

phared Memory | ang Coil blocks.
Is{}égf:tifé)llgéﬁg Use this drop list to select the Shared Holding Register Block or Shared Coil Block
drop list that you want to display.
Rx Rsp Displays the number of Modbus responses received from this device.
Selectable data format to display the contents of the Holding Register block data.
¢ Hex - 16 bit word (default)
Display Format ¢ word-16 - unsigned 16 bit decimal

e word-32 - unsigned 32 bit decimal

e string - ASCII character string

Data line per row

Selectable data entries per row to display the contents of the Holding Register
block data.

e 10-per-row — ten entries display per row
e 20-per-row — twenty entries displayed per row (default)

Write Messages Displays the number of successful write messages to this Shared Memory block.
Read Messages Displays the number of read messages addressed to this Shared Memory block.
Displays the number of write messages that were blocked, or prevented, from
Blocked Writ writing to this Shared Memory block.
ocked Writes
Note: Blocked writes are treated as write violations and are added to the Write
Violation Log.
Description This is the description from the Shared Memory Configuration page.
\1\7/1\7;15‘5& I]::(Isl)abled Displays how this is configured in the Shared Memory Configuration page.
Accept Broadcasts Displays if the Accept Broadcast Messages option is enabled in the Shared Memory

Configuration page.
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8.8.2. Shared Coil Blocks

This page displays the contents of the selected Shared Coil block.

Access this page from the Shared Memory Configuration page and click Display next to the Coil block that you
want to display.

ComTROL Home Seral Modbus Network Data Mapping [EeEHEle Logout

Communication | Modbus Diagnostics = EtherMet/IP Diagnostics Data Mapping Diagnostics System Log

Modbus Devices Modbus/TCP Interface  Modbus/TCP Connections  Alias Diagnostics  Shared Memory

Shared Memory Contents

Shared Memory Config Reset Statistics | He"’esh| Clear This Block| | Clear Entire Shared Memory
[Shared Coil Block 3 ¥| Write Messages: 325  Description: 320 read write coils
Read Messages: 0 Write Enabled Master{s): All (Except Classl)
Blocked Writes: 0 Accept Broadcasts: No
Address +15 +14 +13 +12 +11 +10 +9 +8 +7 +6 +5 +4 +3 +2 +1 +0 Total

641 0 1] 0 0 0 1] 0 0 0 0 0 0 0 0 0 0 0000
657 1 1 0 1 1 1 1 ] 1 0 1 0 1 1 0 1 DEAD
673 1 1 0 1 it 1 1 0 1 ] 1 0 1 1 0 it DEAD
689 1 x: 0 1 X 1 14 0 1 0 1 0 1 1 0 X DEAD
705 1 1 0 L 11 1 1 1] 1 0 1 0 1 1 0 11 DEAD
721 1 1 1] 1 1 1 1 Q0 1 0 1 Q0 1 1 0 1 DEAD
737 1 1 0 1 ik 1 1 0 1 0 1 0 1 1 0 ik DEAD
753 1 1 ] 1 X 1 1l 0 1 0 1 0 1 1 0 2 DEAD
769 0 0 0 0 0 1] 0 0 0 0 0 1] 1 0 1 1l 000B
785 1 4] 1 1 1 1 1 ] 1 0 1 i 1 1 1 0 BEBE
801 1 1 0 0 i 1 0 0 1 1 0 0 0 0 0 0 CCCo
817 0 0 0 1 1 0 0 1 0 0 0 1 1 0 1 0 191A
833 0 (] 0 L 1l ] 1 1: 0 0 0 1: 1 1 0 0 1B1C
849 0 0 1] 1 1 1 0 i 4] 0 0 i 1 1 1 0 1D1E
865 0 0 0 1 i 1 1 1 0 ] 1 0 0 0 0 0 1F20
881 0 0 1 0 0 ] 0 1 0 0 1 0 0 0 1 0 2122
897 [4] 0 1 0 0 0 1 1 0 0 1 0 0 1 0 0 2324
913 0 0 0 0 0 1] 0 1] [¢] 0 0 Q0 [¢] 0 0 0 0000
929 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0000
945 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0000

T Copyright Comtrol Corp.

Shared Memory Contents Page - Shared Coil Blocks

Buttons

Shared Memory

Config Selecting this button returns you to the Shared Memory Configuration page.

Reset Statistics Click this button to clear the diagnostics for this Holding Register block.

Refresh Click this button to refresh the data on the page.

. Selecting this button clears the diagnostics and data contents of the Holding
Clear This Block Register block in the drop list.

Clear Entire Click button to clear the diagnostics and data contents of all Holding Register and
Shared Memory Coil blocks.
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Shared Coil Blocks

Shared Memory Contents Page - Shared Coil Blocks (Continued)

Drop Lists and Fields

Shared Coil Block | Use this drop list to display data for a specific Shared Holding Register Block or
Drop List Shared Coil Block.

Write Messages Displays the number of successful write messages to this Shared Memory block.

Read Messages Displays the number of read messages addressed to this Shared Memory block.

Displays the number of write messages that were blocked, or prevented, from
writing to this Shared Memory block.

Blocked Writ
ocke ries Note: Blocked writes are treated as write violations and are added to the Write
Violation Log.
Description This is the description from the Shared Memory Configuration page.
K,IV:;’& férsl)abled Displays how this is configured in the Shared Memory Configuration page.
Accept Broadcasts Displays if the Accept Broadcast Messages option is enabled in the Shared Memory

Configuration page.
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Ethernet/IP Interface Statistics Page

8.9. Ethernet/IP Interface Statistics Page

Access the EtherNet/IP Interface Statistics page by clicking Diagnostics | EtherNet/IP Diagnostics.

Home Sernial Modbus MNetwork

ComTROL

[BEiCREN Gl Ciagnostics

System

Communication Modbus Diagnostics = EtherNet/lP Diagnosiics = Data Mapping Diagnostics

System Log

Logout

EtherNet/IP Interface Statistics

Reset Stafistics

Active Session Count:

Active Connections:

Total Connections Established:
Connections Timed Out:
Connections Closed:

Class 3 Messages/iResponses Received: 745761
Broadcast Messages Received: 0

[=Rl=RN N

Class 3 Messages/iResponses Transmitted: T45761
Class 1 Output Updates (From PLC): 8644425
Class 1 Input Updates (To PLC): 7227972

Client Object Requests: 0
Good Responses From PLC: T45755
Bad Responses From PLC: 0
No Responses From PLC: 0
Invalid Network Paths: 0
Pending Request Limit Reached: 0
Unexpected Events: 0
Unsupported CIP Class Errors: 0
Unsupperted CIP Instance Errors: 0
Unsupported CIP Service Errors: 0
Unsuppeorted CIP Attribute Errors: 0
Improper Configuration Errors: 0
Invalid Message Data Errors: 0
System Resource Errors: 0
First Error Description: N
Last Error Description:

o Error Detected

© Copyright Comtrol Corp.

EtherNet/IP Interface Statistics Page

. . e Support both Class 1 I/O and Class 3 Messages
Active Session Count

The number of active Ethernet/IP sessions. A session can:

¢ (Can be initiated by either the PLC or the GW EIP/ASCII
e Can be terminated by either the PLC or the GW EIP/ASCII

Active Connections

The current number of active connections (both Class 1 and 3).

Total Connections
Established

The total number of connections that have been established.

Connection Timed Out

The number of connections that have closed due to timing out.

Connections Closed

The number connections that have closed due to a standard processes.

Class3 Messages/
Responses Received

PLC(s).

Displays the number of Class3 messages and responses received from the

DeviceMaster EIP-MOD User Guide: 2000664 Rev. A
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Ethernet/IP Interface Statistics Page

EtherNet/IP Interface Statistics Page (Continued)

Broadcasts Messages
Received

Displays the number of broadcast messages received from the PLC(s).

Class 3 Messages/
Responses Transmitted

Displays the number of messages and responses sent to the PLC(s).

Class 1 Output Updates
(From PLC)

The number of Class 1 output data updates received from the PL.C or PLCs.

Class 1 Input Updates
(To PLC)

The number of Class 1 input data updates sent to the PLC or PLCs.

Client Objects Requests

Displays the number of Class3 request messages received from the PLC(s).

Good Responses From

PLC

The number of good responses received from the PLC.

Bad Responses From
PLC

Displays the number of bad responses from messages sent to the PLC(s). Bad
responses are typically returned for such errors as:

¢ Incorrect tag or file names

¢ Incorrect tag or file data types

¢ Incorrect tag or file data sizes

e PLC is overloaded and cannot handle the amount of Ethernet traffic
e PLC malfunction

No Responses From PLC

Displays the number of no responses from messages sent to the PLC(s). No
responses are typically returned for such errors as:

e Incorrect IP address

¢ Incorrect PLC configuration

e PLC malfunction

e PLC is overloaded and cannot handle the amount of Ethernet traffic

Displays the number of network path errors on messages sent to the PLC(s).

Invalid Network Paths These are typically caused by incorrect IP address settings.
Pending Request Limit Displays the number of pending request limit errors. These errors occur when
Reache%l ! the PLC is sending a continuous stream of messages to the DeviceMaster EIP-

MOD faster than the DeviceMaster EIP-MOD can process them.

Unexpected Events

Displays the number of unexpected event errors. Unexpected event errors occur
when the DeviceMaster EIP-MOD receives an unexpected message from the
PLC such as an unexpected response or unknown message.

Unsupported CIP Class
Errors

Displays the number of unsupported CIP request instance errors. These errors

occur when a message with an invalid class is sent to the DeviceMaster EIP-
MOD.

Unsupported CIP
Instance Errors

Displays the number of unsupported CIP request instance errors. These errors

occur when a message with an invalid instance is sent to the DeviceMaster
EIP-MOD.

Unsupported CIP
Service Errors

Displays the number of unsupported CIP request instance errors. These errors

occur when a message with an invalid service is sent to the DeviceMaster EIP-
MOD.

Unsupported CIP
Attribute Errors

Displays the number of unsupported CIP request instance errors. These errors

occur when a message with an invalid attribute is sent to the DeviceMaster
EIP-MOD.

Improper Configuration
Errors

Displays the number of improper configuration errors. These errors occur when
the DeviceMaster EIP-MOD receives a message that cannot be performed due
to an invalid configuration.
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Modbus to EtherNet/IP Tag/File Diagnostics Page

EtherNet/IP Interface Statistics Page (Continued)

. Displays the number of invalid message data errors. These errors occur when
Invalid Message Data the DeviceMaster EIP-MOD receives a message that cannot be performed due

Errors to invalid data.

Displays the number of system resource errors. These errors indicate a system
error on the DeviceMaster EIP-MOD such as an inoperable serial port or a full
System Resource Errors |transmit queue. These errors typically occur when the PLC(s) are sending data
to the DeviceMaster EIP-MOD faster than the DeviceMaster EIP-MOD can

process it.
First Error Description |Text description of the first error that occurred.

Last Error Description |Text description of the last or most recent error that occurred.

8.10. Modbus to EtherNet/IP Tag/File Diagnostics Page

Access the Modbus to EtherNet/IP Tag/File Diagnostics page by clicking Diagnostics | Data Mapping
Diagnostics | Modbus to Tag/File.

Comrrou PR A R B e

Communication Modbus Diagnostics EtherNet/IP Diagnostics | Data Mapping Diagnastics = System Log

Modbus to Tag/File  Tag/File to Modbus Modbus to Modbus

Modbus to EtherNetlP Tag/File Diagnostics

Device Function Address Tx Rx No Error Unexpected PLC P TagiFile Tx Rx Error

Line [[»] Code (Base 1) Msgs Msgs Path Resps Resps Type Address Msgs Msgs Resps
1 8 01: Cail Status (00x) 21 62406 62405 (4] 0 (1] MicroLogix 10.0.0.22 B32:100 62405 62405 0
2 6 03: Holding Registers (40x) 1001 45725 45724 a (4] o ControlLogix 10.0.0.16 Warint 45724 45724 4]
3 8 01: Coil Status (00x) 21 2287 2285 0 o 1] MicroLogix 10.0.0.22 B32:120 2285 2285 a
4 8 01: Coil Status (00x) 41 2286 2284 o 0 1] MicroLogix 10.0.0.22 B32:140 2284 2284 0
5 8 01: Coil Status (00x) 41 2286 2284 0 (1] 1] MicroLogix 10.0.0.22 B32:150 2284 2284 a
B 17 01: Coil Status (00x) 1301 45724 45723 0 (1] (1] Microl ogix 10.0.0.22 N10:210 45723 45723 o

© Copyright Comtrol Corp.

Modbus to EtherNet/IP Tag/File Diagnostics Page

Line Displays the configuration line number.

Device ID Displays the Modbus Device ID that is being read. This may be the device ID of
either the Shared Memory or a Modbus slave device.

Function code Displays the function code being used to perform the read operation.

Address (base 1) Displays the Modbus address in Base 1 format.
Displays the number of read messages transmitted to the Shared Memory or

Tx Messages Modbus device.

Rx Messages Displays the number of valid read responses received from the Shared Memory

g or Modbus device.
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Modbus to EtherNet/IP Tag/File Diagnostics Page

Modbus to EtherNet/IP Tag/File Diagnostics Page (Continued)

No Path

Displays the number of no path conditions. No path conditions occur when any
of the following occur:

e There is no valid destination to send the Modbus message.
- There are no serial ports configured as slave ports.
- There is no remote Modbus configuration for the device ID.

e Ifthere is a remote Modbus configuration, the gateway is unable to connect
to the Modbus/TCP IP address.

Unexpected Responses

Displays the number of unexpected read responses received from the Shared
Memory or Modbus device. These occur when an incorrect function code is
received in the response, or a response message is received when it is not
expected.

PLC Type Displays the EtherNet/IP PLC type that is being written to.

IP Address Displays the IP address of the EtherNet/IP PLC in xxx.xxx.xxx.xxx format.
Tag/File Displays the EtherNet/IP PLC tag or file name.

Tx Messages Displays the number of write messages transmitted to the EtherNet/IP PLC.
Rx Messages gisglays the number of valid write responses received from the EtherNet/IP

Error Responses

Displays the number of write response errors received from the EtherNet/IP
PLC.

Reset Statistics

If click it resets the statistics to all zeros.

Error Responses

Displays the number of read response errors received from the Shared Memory
or Modbus device.

Unexpected Responses

Displays the number of unexpected read responses received from the Shared
Memory or Modbus device. These occur when an incorrect function code is
received in the response, or a response message is received when it is not
expected.

PLC Type Displays the EtherNet/IP PLC type that is being written to.

IP Address Displays the IP address of the EtherNet/IP PLC in xxx.xxx.xxx.xxx format.
Tag/File Displays the EtherNet/IP PLC tag or file name.

Tx Messages Displays the number of write messages transmitted to the EtherNet/IP PLC.
Rx Messages gisglays the number of valid write responses received from the EtherNet/IP

Error Responses

Displays the number of write response errors received from the EtherNet/IP
PLC.

Reset Statistics

If click it resets the statistics to all zeros.
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EtherNet/IP Tag/File to Modbus Diagnostics Page

8.11. EtherNet/IP Tag/File to Modbus Diagnostics Page

Access the EtherNet/IP Tag/ File to Modbus Diagnostics page by clicking Diagnostics | Data Mapping
Diagnostics | Tag/File to Modbus.

ComrRoL

Home Serial Modbus

Communication Modbus Diagnostics  EtherNet/IP Diagnostics | Diata Mapping Diagnostics

System Log

A $ 0

Modbus to Tag/File  Tag/File to Modbus ~ Modbus to Modbus

PLC P
Line Type Address
1 ControlLogix 100016

10.0.0.16
10.0.0.22
10,0022
100022
10.0.0.22
10.0.0.22

ControlLogix
MicroLogix
MicroLogix
MicroLogix
MicroLogix
MicroLogix

BRI ISR

Error Device Function Address Rx No Error Unexpected
TaglFile Msgs Msgs Resps D Code (Base 1) Msgs Msgs Path  Resps Resps
Varint 45732 45732 (1] 30 16: Multipie Registers {40x) 501 45732 45731 o 0 (V]
Varint2 45732 45732 o 30 16: Multiple Registers (40x) 521 45732 45730 o 11 o
N10:0 45731 45731 o 32 16: Multiple Registers (40x) 601 45731 45730 o o o
B32:1 45731 45731 (1] 31 15: Multiple Coils (10x) 513 45731 45730 (1] (1] (1]
N10:0 172273 172273 (1] 252 16: Multiple Registers {40x) 401 172273 172273 1] 0 V]
B32:0 276 276 o 252 15: Multiple Coils (10x) 641 276 276 1] o o
N10:0 45731 45731 o 40 16: Multiple Registers (40x) 101 45731 45730 o o o

EtherNetIP Tag/File to Modbus Diagnostics

ad
Tx Rx

ite
Tx

© Copyright Comtrol Corp.

EtherNet/IP Tag/File to Modbus Diagnostics Page

Line Displays the configuration line number.

PLC Type Displays the EtherNet/IP PLC type that is being read from.

IP Address Displays the IP address of the EtherNet/IP PLC in xxx.xxx.xxx.xxx format.
Tag/File Displays the EtherNet/IP PLC tag or file name.

Tx Messages

Displays the number of read messages transmitted to the EtherNet/IP PLC.

Rx Messages

Displays the number of valid read responses received from the EtherNet/IP PLC.

Error Responses

Displays the number of read response errors received from the EtherNet/IP PLC.

Device ID

Displays the Modbus Device ID that is being written to. This may be the device ID
of either the Shared Memory or a Modbus slave device.

Function code

Displays the function being used to perform the write operation.

Address (base 1)

Displays the Modbus address in Base 1 format.

Tx Messages

Displays the number of write messages transmitted to the Shared Memory or
Modbus device.

Displays the number of valid write responses received from the Shared Memory or

Rx Messages Modbus device.
Displays the number of no path conditions. No path conditions occur when any of
the following occur:
¢ There is no valid destination to send the Modbus message.

No Path - There are no serial ports configured as slave ports.

- There is no remote Modbus configuration for the device ID.

e Ifthere is a remote Modbus configuration, the gateway is unable to connect to
the Modbus/TCP IP address.

Error Responses

Displays the number of write response errors received from the Shared Memory or
Modbus device.

Unexpected
Responses

Displays the number of unexpected write responses received from the Shared
Memory or Modbus device. These occur when an incorrect function code is received
in the response, or a response message is received when it is not expected.
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Modbus to Modbus Diagnostics Page

EtherNet/IP Tag/File to Modbus Diagnostics Page (Continued)

Reset Statistics ‘Resets the statistics to all zero.

8.12. Modbus to Modbus Diagnostics Page

Access the Modbus to Modbus Diagnostics page by clicking Diagnostics | Data Mapping Diagnostics | Modbus to
Modbus.

ComtROL  Home Moobus  Network  Data Mapping [ESIHURERES Logout

Communication Modbus Diagnostics ~ EtherNet!P Diagnostics | Data Mapping Diagnostics . System Log

Modbus to TagiFile  Tag/File to Modbus ~ Modbus to Modbus

Modbus to Modbus Diagnostics

Device Function Address Tx Rx No Error  Unexpected  Device Function Address Tx Rx No Error  Unexpected
Line D Code (Basel) Msgs  Msgs  Path  Resps Resps D Code (Base1l) Msgs  Msgs  Path  Resps Resps
1 1 03: Holding Registers (40x) | 1 26642 26642 | 0 0 0 20 16: Multiple Registers (40x) | 1 26642 26641 | O 0 0
z 1 03: Holding Registers (40x) 21 26642 26642 0 0 0 21 16: Multiple Registers (40x) 21 26642 26641 O 0 0
3 10 03: Holding Registers (40x) 61 62442 62441 | 0 0 0 23 16: Multiple Registers (40x) 61 1 1 0 0 0
a 10 03: Holding Registers (40x) 81 26644 26643 | 0 [ o 24 16: Multiple Registers (40x) 81 26643 26643 O o o
5 8 01: Coil Status (00x) 1 43428 43428 | 0 0 0 25 15: Multiple Cails (10x) 101 1 1 0 0 0
6 9 02: Input Status (10x) 101 26642 26642 0 0 0 25 15: Multiple Coils (10x) 201 26642 26640 O 1 0
7 12 04: Input Registers (30x) 121 43428 43427 | 0 0 0 26 16: Multiple Registers (40x) | 101 1 1 0 0 0
8 1 03: Holding Registers (40x) 41 26843 26642 | O [ o 41 16: Multiple Registers (40x) 141 26642 | 26642 O o o
] 1 03: Holding Registers (40x) | 41 26642 26641 | 0 0 0 22 16: Multiple Registers (40x) 41 26641 | 26641 | O 0 0

© Copyright Comtrol Corp.

Modbus to Tag/File Diagnostics Page

Line Displays the configuration line number.

Displays the Modbus Device ID that is being read. This may be the device ID of
either the Shared Memory or a Modbus slave device.

Device ID (Read)

Function code Displays the function being used to perform the read operation.
Address (base 1) Displays the Modbus address in Base 1 format.

Tx Messages Displays the number of read messages transmitted to the Shared Memory or
g Modbus device.

Displays the number of valid read responses received from the Shared Memory
or Modbus device.

Rx Messages

Displays the number of read response errors received from the Shared Memory

Error Responses -
p or Modbus device.

Displays the number of no path conditions. No path conditions occur when any
of the following occur:

¢ There is no valid destination to send the Modbus message.
No Path - There are no serial ports configured as slave ports.
- There is no remote Modbus configuration for the device ID.

e Ifthere is a remote Modbus configuration, the gateway is unable to connect
to the Modbus/TCP IP address.

Displays the number of unexpected read responses received from the Shared

Unexpected Memory or Modbus device. These occur when an incorrect function code is
Responses received in the response, or a response message is received when it is not
expected.

. . Displays the Modbus Device ID that is being written to. This may be the device
Device ID (Write) ID of either the Shared Memory or a Modbus slave device.
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Modbus to Modbus Diagnostics Page

Modbus to Tag/File Diagnostics Page

Function code Displays the function being used to perform the write operation.
Address (base 1) Displays the Modbus address in Base 1 format.

Displays the number of write messages transmitted to the Shared Memory or
Tx Messages Modbus device.

Displays the number of valid write responses received from the Shared Memory

Rx Messages or Modbus device.
Displays the number of no path conditions. No path conditions occur when any
of the following occur:
e There is no valid destination to send the Modbus message.

No Path - There are no serial ports configured as slave ports.

- There is no remote Modbus configuration for the device ID.

e Ifthereis a remote Modbus configuration, the gateway is unable to connect
to the Modbus/TCP IP address.

Displays the number of write response errors received from the Shared Memory
or Modbus device.

Error Responses

Displays the number of invalid write responses received from the Shared
Memory or Modbus device. These occur when an incorrect function code is
received in the response, or a response message is received when it is not
expected.

Invalid Responses

Reset Statistics Resets the statistics to all zeros.
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System Log

8.13. System Log

The System Log page provides system level information, which is updated every 10 seconds.

¢ (Click the Refresh button to view the latest system log information.

¢ C(Click the Clear button to restart a new system log file.

¢ (Click the Save Logfile button to save the system log file, if requested by Technical Support.

ComrtroL Home Serial Modbus Network Data Mapping QNELLQLE(S-E System Logout

Communication

Modbus Diagnostics

EtherMet/IP Diagnostics

Data Mapping Diagnostics

System Log

System Log

TcpTx0 started
55-TcpBxl started
TcpIxl started

55-TcpRccept started
Modbu= TCPF stack started

EtherNet/IP to Modbus thread started

discovery: found bootloader versicocn 4.22
Starting tadmin
telnetsrv: running

discoversrv:
discoversrv:
discoversrv:
discoversrv:
discoversrv:
discoversrv:

not

for
for
for
for
for

for

me
me
me
me
me
me

|Reffesh| |Ctear| |Save Logfile

~
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Chapter 9. System Menus

This section discusses the web pages under the System menu:
e Update Firmware on Page 119

e Configuration File Page on Page 121

o System Snapshot Page on Page 123
e Restore Defaults Page on Page 124
® Reboot on Page 125

9.1. Update Firmware

You can upload firmware (EtherNet/IP-Modbus or Bootloader) using the System | Update Firmware page. You
must first unpackage the firmware from the .msi file.

Note: Optionally, you can use PortVision DX to upload firmware after unpackaging the .msi file.
Use the following procedure to upload the latest firmware onto the DeviceMaster EIP-MOD.
If necessary, download the firmware from the Comtrol download site.

Execute the enetipmodbus-x.x.msi file.

Click the Next button.

After reviewing the license, click I accept the terms in the License Agreement and the Next button.
Click the Next button or browse to the location you want the files stored.

Click the Install button.

Click Yes to the Do you want to allow this app to make changes to your device pop up message.
Click the Finish button.

Open your web browser and enter the IP address of the DeviceMaster EIP-MOD.

10. Click the System menu, which opens the Update Firmware page.

11. Click the Browse button, navigate to the file, select it and click the Open button.

12. Click the Update button.

ComtroL Home Serial Modbus Network Data Mapping Diagnostics ESYEE

Update Firmware Configuration File System Snapshot Restore Defaults Reboot

© ©® o o

Update Firmware

To update the firmware of this DeviceMaster, select the .cmtl firmware file and click "Update".

File: | enetipmodbus-1.01.19.¢

I http://10.8.11.70/ cgi-bin/updateFirmware © Copyright Comtrol Corp.
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Update Firmware

An Update In Progress pop up notifies you with the upload duration, not to reset or disconnect the device
or to close the page.

-
]

=

KA T

Sy

™
Update In Progress

Firmw are update is in progress and may take 1-2 minutes.

Do not reset or disconnect the device.

Do not close this page or press the browser back/forward buttons. o
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Configuration File Page

9.2. Configuration File Page

You can use the Save Configuration option to save a DeviceMaster EIP-MOD configuration file for recovery
purposes or to quickly configure other DeviceMaster EIP-MODs that require the same configuration using the
Load Configuration option.

Note: Optionally, you can use PortVision DX to save and load configuration files.

9.2.1. Saving a Configuration File

You can use this procedure to save a DeviceMaster EIP-MOD configuration file.
1. Click System | Configuration File.
2. Click the Save Configuration button.

ComtrRoL Home Serial Modbus Metwork Data Mapping Diagnostics [EEfEE

Update Firmware = Configuration File System Snapshot Restore Defaults Reboot

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a file on your To load a configuration file to this DeviceMaster, select the file, select
PC, click "Save Configuration”. options, and then click "Load Configuration”.
Save Confguration Configuration file: l:l Browse
] Everything

[[] serial Port settings

[[] Ethernet TCP interface settings

[] Modbus settings

[[] pata Mapping settings

[[] 1P address, subnet mask, default gateway settings #***
[] General network settings *##

[[] security settings ***

#%%* These options will cause the gateway to reboot.

Load Configuration

© Copyright Comtrol Corp.

3. Save the configuration file following your browser prompts.
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Loading a Configuration File

9.2.2. Loading a Configuration File

You can use this procedure to load a previously saved DeviceMaster EIP-MOD configuration file.

1. Click System | Configuration File.

2. Click the Browse button, highlight the configuration file you want to load, and click the Open button.
3. Select Everything or the items you want to load.

ComTROL Home Serial Modbus MNetwork Data Mapping Diagnostics ESUSE]

Update Firmware = Configuration File System Snapshot Restore Defaults Reboot

Configuration File

Save Configuration Load Configuration
To save this DeviceMaster's configuration to a file on your To load a configuration file to this DeviceMaster, select the file, select
PC, click "Save Configuration". options, and then click "Load Configuration".

Save Configuration Configuration file: | dm_10-8-11-70.ds Browse

[] Everything

Serial Port settings
Ethernet TCP interface settings

K& E

Modbus settings
Y]

Data Mapping settings
[[] 1P address, subnet mask, default gateway settings ***
[[] General network settings *#*

[l security settings *%*

#%*%* These options will cause the gateway to reboot.

Load Cnﬁfiéuration
@ Copyright Comtrol Corp.

4. Click the Load Configuration button.
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System Snapshot Page

9.3. System Snapshot Page

You can use the System Snapshot page to download a snapshot of the device status, log, and configuration.
You may find the information can help you diagnose a problem with the DeviceMaster EIP-MOD. In addition,

this information may be requested by technical support if you have called for assistance.
1. Open your browser and enter the IP address of the DeviceMaster EIP-MOD.

2. Click System | System Snapshot.

3. Click the Device Snapshot button.

ComTROL' Home Serial Modbus Network Data Mapping Diagnostics [t

Update Firmware Configuration File = System Snapshof  Restore Defaults Reboot

System Snapshot

Download a snapshot of DeviceMaster system status, log, and configuration to aid in troubleshooting

System Snapshot

|4 save As L\) ®
™ > ThisPC » Local Disk (C:) » Workdir » DM_EIP-MOD v O Search DM_EIP-MOD yel
Organize = MNew folder = ¥ 9
PortVision DX it MName Date modified Type Size
" Rada
Mo items match your search.
@ OneDrive
T8 Thic D & i =
[l =Rldm_10-8-11-70-snapshot.bd =

Save astype: | Text Document (*bd)

~ Hide Folders Cancel

Cancel

Do you want to open or save dm_10-8-11-70-snapshot.txt from 10.8.11.707

4. Save the file using the method for your browser.
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Restore Defaults Page

9.4. Restore Defaults Page

You can easily some or all of your settings to factory defaults by using the procedure below.
1. Open your browser and enter the IP address of the DeviceMaster EIP-MOD.
2. Click System | Restore Defaults.

3. Select Everything or the specific setting or settings that you want to restore.

ComrtroL Home Serial Modbus Network Data Mapping Diagnostics ESEGH

Update Firmware Configuration File System Snapshot = Restore Defaults  Reboot

Restore Defaults

Select the settings you would like to restore to factory defaults, then click the
'Restore’ button. After the settings are restored to defaults, the DeviceMaster
will reboot and the browser will redirect to the home page.

] Everything

Serial, Ethernet TCP interface, EtherMet/IP and Modbus settings
Data Mapping Settings

General network settings

[l Security settings, password, keys, and certificates

[[] 1P address, subnet mask, default gateway settings

4. Click the Restore button.
5. The DeviceMaster EIP-MOD reboots and re-opens the web interface.
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9.5. Reboot

You can reboot the DeviceMaster EIP-MOD remotely using the Reboot web page.

1. Click System | Reboot.
2. Click the Reboot Now button or wait the 10 seconds for it automatically reboot.

ComrtroL Home Serial Modbus Metwork Data Mapping Diagnostics RS

Update Firmware Configuration File System Snapshot Restore Defaults @ Reboot

Reboot

Rebooting will drop all connections, apply any pending settings, and restart the
DeviceMaster.

© Copyright Comtrol Corp.
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Chapter 10. PLC Programming for Modbus Object (44
Hex)

The CIP Modbus Object is supported on the DeviceMaster EtherNet/IP-

Modbus gateway. This functionality provides the ability to send read &3 Data Types
and write messages directly to the Shared Memory or a Modbus slave -8 User-Defined
device. Each EtherNet/IP MSG instruction requires some setup. The | | i MbPassThroughReqResp

following is a programming guide to how to set up MSG instructions

oo SEL BE AR SRR b i # RdCoilsRequest
and message data for each Modbus function. )

..... RdCoilsResponse

The provided PLC example program utilizes standard MSG | | i RdDiscretelnputsRequest
instructions and User Defined data structures to format the Modbus | | | RdDiscretelnputsResponse
request and response parameters. RdHoldingRegsRequest
The list (right) of the User Defined data structures from the example | = . RdHeldingRegsResponse
PLC program. RdInputRegsRequest

----- RdInputRegsResponse
..... RdWrHeldingRegsReq
10.1. Read Discrete Inputs Service (4B Hex) | e L
----- WriCoilsRequest

----- WrCoilsResponse

This service reads one or more discrete inputs from the Modbus | | - WrHoldingRegsRequest
Discrete Inputs table. This service results in the DeviceMaster EIP- | | i WrHoldingRegsResponse
MOD issuing a Read Discrete Inputs function (function code 0x02)to | | i WrMaskHoldingRegReq

either the Shared Memory or the Modbus Message Routing subsystem.

Refer to CIP Standard Voll_3.22 Section 5B-8 and/or MODBUS | = b ok 2

Application Protocol Specification V1.1b3.pdf at www.modbus.org for | | i~ WiSingleCoilReq
more details. i e WiSingleCoilResp
e WrSingleHoldingRegReq
M oo ey _ - 9 | L WrSingleHoldingRegResp
| | Configuration Cctmmcabun Tag |
Message Type: CIP Generic >
Semvice | Custom ~|  Source Element  RdDiscretelnputsReql »
ype >
] Source Length: 4 : [Bytes)
| g::jv:;:e 4% (Hex) Class: 44 Hex) Destination RdDiscretelnputsRes) »
Instance: 1 Attribute: 0 [Hex) i"aw‘:
| OEnable O EnableWating O Stat O Done Done Length: 0
‘ O Ermor Code: Edended Emor Code: Timed Out
| Emor Path
‘ Ermor Text
0K || Cencel Hep |
Parameter Value Description

. Directly corresponds to Modbus function code:
Service Code 4b Hex . .
Read Discrete Inputs (function code 2)
Modbus Device ID of 1

(Valid Range = 1 to 255)

Instance 1
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| Read Discrete Inputs Service (4B Hex)

Parameter Value Description
Class 44 Hex Modbus Object
Attribute 0 Not used
Source Element |RdDiscreteInputsReqData |Tag of structure type RdDiscreteInputsRequest
Source Length |4 Length in bytes of RdDiscreteInputsReqData
Destination RdDiscreteInputsRespData |Tag of structure type RdDiscreteInputsResponse
] Data Type: RdDiscretelnputsRequest [o 5=
Mame: RdDisceetelnputsRequest
Descrption: FRead Dizcrete Inputs
tequest
Mermbers: Data Type Size: 4 byte(s]
Name | Data Type [ stvle | Description | External Access
setpdinsy [N [Pecimal | Statting input sdress - O to FFFFH Read e
E numinputs 1 INT ._Dacmal | Quantty of Inputs iﬁead)w'rile
Move Up (cocel ] [ o | [ Heb ]
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) (0 to FFFF hex Starting address base 0
numlInputs INT (16 bit WORD) |1 to 2000 (7D0 hex) |[Number of inputs represented by a single bit.
_'_-_'gDmType RdDiscretelnputsResponse ’?J[E‘ !
Marme: RdDiscretelnput:Response
Description: Fiead Discrete Inputs
response
Members: Data Type Size: 252 byte{s)
|| Name Data Type | style | Description | Entemal Access |
dizcreteD ata SINT[250] 'Decfn& Discrete inputfs] status Read wirite |
B [ i
Parameter Data Type Range Description
. SINT array . . . . .
discreteData . 0 to FF hex Input data with each input being represented by a single bit.
(8 bit BYTEs)
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10.2. Read Coils Service (4C Hex)

This service reads one or more coils from the Modbus Coils table. This service results in the DeviceMaster
EIP-MOD issuing a Read Coils function (function code 0x01) to either the Shared Memory or the Modbus
Message Routing subsystem. Refer to CIP Standard Vol1_3.22 Section 56B-3 and/or MODBUS Application
Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

( Message Configuration - RdCoilsMsg &11
[ Configuration | Communication | Tag_|
Message Type: [CIP Generic -
?E;\;i:ce [Eustom v] Source Element.  RdCailsReqData -
) Source Length: 4 = [Bytes]
gz:j\’:e 4c [Hex] Class: 44 (Hex] Drestination RdCoil:Resphata -
Instance: 8 Attribute: 0 [Hex]
) Enable ) Enable Watting ) Start 2 Done Done Length: 0
2 Emor Code: BExtended Emor Code: [] Timed Out €
|| Emor Path:
Emor Text:
ok ][ Cancel | Help
Parameter Value Description
Directly corresponds to Modbus function code:
Service Code 4C hex y' P .
Read Coils (function code 1)
Modbus Device ID of 8
Instance 8 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element | RdCoilsReqData Tag of structure type RdCoilsRequest
Source Length |4 Length in bytes of RdCoilsReqData
Destination RdCoilsRespData Tag of structure type RdCoilsResponse
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| Read Coils Service (4C Hex)

) Data Type: RdCoilsRequest [E=SEoR |
Name: RdCoilsRequest
Descripfion Read Cols Request
Membess: Diata Type Size: 4 byte(s)
Marne Data Type Style | Description | Estemal Access |
i} slartdiddress INT D.cmul | Statt address of cols - base 0 EHM{“C
ramiCols INT Decimal Mumbes of coils to read |Read/wiite
5
[LComst ] [ ooy | [ hew
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex Starting address base 0
numCoils INT (16 bit WORD) |1 to 2000 (7D0 hex) |Number of coils represented by a single bit.

(-] Data Type: RCoilsResponse |
Name: RdCoilsResponse
Description Read Colls Response
Membess: Data Type Size: 252 bite(s)
[ Thame Data Type Style | Description | Extemal Access
colData SINT(250] Decmal | Cod data |Read/wite
[ Cancel sosty | [ Hew
Parameter Data Type Range Description
iIDat SINTarray | ppy Coil data with coil each bei ted by a single bit
coilData 0 ex oil data with coil each being represente a single bit.
(8 bit BYTEs) g rep yasimg
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10.3. Read Input Registers Service (4D Hex)

This service reads one or more input registers from the Modbus Input Register table. This service results in
the DeviceMaster EIP-MOD issuing a Read Input Registers function (function code 0x04) to either the Shared
Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 56B-3 and/or
MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

f Message Configuration - RdlnputRegsMSG @1
[ Configuration | Communication | Tag_|
Message Type: [CIP Generic -
Service [Eustom v] Source Element.  RdinputRegsReqData »
Type:
) Source Length: 4 = [Bytes]
gz:j\’:e 4d [Hex] Class: 44 (Hex] Drestination FdinputRegsResplla «
Instance: £ Attribute: 0 [Hex]
Il ) Enable ) Enable Watting ) Start 2 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [T] Timed Out €
Ermor Path:
Ermor Text:
oK | [ Cancel ][ feph Help
Parameter Value Description
Directly corresponds to Modbus function code:
Service Code 4D hex Y p. .
Read Input Registers (function code 4)
Modbus Device ID of 6
Instance 6 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |RdInputRegsReqData |Tag of structure type RdInputRegsRequest
Source Length |4 Length in bytes of RdInputRegsReqData
Destination RdInputRegsRespData |Tag of structure type RdInputRegsResponse
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| Read Input Registers Service (4D Hex)

T Data Type: RlinpctRegsRequest [E=S|EcE |
Name: RelnpulRegsRequest
Desciiption: Read Input Registers
request
Members: Data Type Size: 4 byte(s]
| | Mame Data Type Sigle D | Extemal Access
stamdddiess INT Decimal Start addresss - base 0 Readwiite
&= numPegisters ”_INT !Jeclmal | Mumber of 16 bit registess ".Heada"\-\-"lile
Mave U Cancel | \ply Help
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex Starting address base 0
numRegisters |[INT (16 bit WORD) |1 to 125 (7D0 hex) |[Number input registers to read.
[ )0ma Type RtputRegeResponce =)
Name: FidnpulRegsResponse
Description: Read Input Registers
response
Members: Data Type Size: 2562 byte(s)
Name Data Type Style: Description Extemnal Access
registerData INT[125] Hex Input Register Data ’ﬁeawlite
= putF : |
|
Parameter Data Type Range Description

registerData |INT (16 bit WO

RD) |0 to FF hex

Input register data.
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| Read Holding Registers Service (4E Hex)

10.4. Read Holding Registers Service (4E Hex)

This service reads one or more holding registers from the Modbus Holding Register table. This service results
in the DeviceMaster EIP-MOD issuing a Read Holding Registers function (function code 0x03) to either the
Shared Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Vol1_3.22 Section 5B-3
and/or MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

f Message Configuration - RdHoldingRegsMsg - &11
[ Configuration | Communication | Tag_|
Message Type: [CIP Generic -
Service lEustom v] Source Element; FdHoldingRegsAeqD: «
Type:
) Source Length: 4 = [Bytes]
EEI:IV:E de (Hex] Class: 44 (Hex] [Drestination FdHoldingRegsFRespl -
Instance: 10 Attribute: 0 [Hex)
) Enable ) Enable Watting ) Start 3 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [] Timed Out €
| Emor Path:
Ermror Text:
OK | [ Cancel ][ feph Help
Parameter Value Description
Directly corresponds to Modbus function code:
Service Code 4E hex Y p' .
Read Input Registers (function code 3)
Instance 10 Modbus Device ID of 10 (Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |RdHoldingRegsReqData |Tag of structure type RdHoldingRegsRequest
Source Length |4 Length in bytes of RdHoldingRegsReqData
Destination RdHoldingRegsRespData |Tag of structure type RdHoldingRegsResponse
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| Read Holding Registers Service (4E Hex)

2] Data Type: RdHoldingRegsRequest =S ECE =
Narre: RdHoldirgF egeRequest
Descaiption: Read Holdng
Regeters ipquest

Membess; Drata Type Size: 4 bytefs]

Hame [Data Type Style Description | Extenal Access

startbiddiess INT Decenal Start addiess - bae 0 Read/wite
|__vnfieoi; [WT Decmd [ Number o 16 birepsters __|Readfite
(Cancel | [ éeob | [ Heb ]
Parameter Data Type Range Description

startAddress |INT (16 bit WORD) |0 to FFFF hex Starting address base 0
numRegisters [INT (16 bit WORD) |1 to 125 (7D0 hex) |Number holding registers to read.

-
) Data Type: RdHoldingRegsResponse o= ]
Mame: RdHoldngReg:Response
Descrption: Read Holding

Fegisters responze

Members: Diata Type Size: 252 bybe(s]
[ Hame Data Type [Sige Descrption | Estenal Access
registerDiala INT[125] Hex Hodding registes dats Read/wiite
- I [
ok J (el ] [ cory | [ Heo ]
Parameter Data Type Range Description

registerData |INT (16 bit WORD) |0 to FF hex Holding register data.
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10.5. Write Coils Service (4F Hex)

This service writes one or more coils to the Modbus Coils table. This service results in the DeviceMaster EIP-
MOD issuing a Write Multiple Coils function (function code 0x0F) to either the Shared Memory or the
Modbus Message Routing subsystem. Refer to CIP Standard Voll_3.22 Section 5B-3 and/or MODBUS
Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

f Message Configuration - WrCoilsMsg ﬁ1
[ Configuration | Communication | Tag_|
Message Type: [CIP Generic -
?;\;i:ce [Eustom v] Source Element:  WiCoilsRegData -
) Source Length: 250 = [Bytes]
gss’fe 4 [Hew) Dlass M4 Hexd poginction WiCnisRespData  + |
Instance: 252 Attribute: 0 [Hex)
) Enable ) Enable Watting 2 Start 2 Done Done Length: 0
2 Emor Code: BExtended Emor Code: [] Timed Out €
Emor Path:
Ermor Text:
oK | [ Cancel ][ feph Help
Parameter Value Description
Directly corresponds to Modbus function code:
Service Code 4f hex . Y . P .
Write Coils (function code 15)
Modbus Device ID of 252
Instance 252 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |WrCoilsReqData Tag of structure type WrCoilsRequest
Maximum Length in bytes of WrCoilsReqData
Source Length 250 (Length must be greater or equal to length of request
message.)
Destination WrCoilsRespData Tag of structure type WrCoilsResponse
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| Write Coils Service (4F Hex)

. Data Type: WiCoilsRequest IEHEI.
Hame: WiColsRequest
Diescriphion: ‘Wiite Cods request
Members: Diata Type Size: 252 bytefs)
Mame Data Type | stvle | Description I_Exkund Access
starthddiess INT | Decamal Start address - base 0 Read/winte
rramCods INT | Decimal Mumbes of coils Read/wite
codData SINT[246] |Hex Cod data Read/Wnte
[ Concel [ e |
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex Starting address base 0
numCoils INT (16 bit WORD) |1 to 1968 (7b0 hex) [Number of coils represented by a single bit.
coilData SINT array 00 to FF hex Coil data to write
2] Data Type: WiCailsResponse o -E ==
Mame: ‘WiCok:Response
Desciiphion: ‘wiite Cols response
Members: Data Type Size: 4 byte(s]
Mama Data Type Style | Desciiption Exemal Access
darhddiess INT Decimal | Shart address - base 0 Read \wrile
ol [Nt | Decimal ‘Nusnbe of coils wikten_ | Readwiis
= .
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex Starting address base 0
numCoils INT (16 bit WORD) |1 to 1968 (7b0 hex)|Number of coils written
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10.6. Write Holding Registers Service (50 Hex)

This service writes one or more holding registers to the Modbus Holding Registers table. This service results
in the DeviceMaster EIP-MOD issuing a Write Multiple Registers function (function code 0x10) to either the
Shared Memory or the Modbus Message Routing subsystem. Refer to CIP Standard Vol1_3.22 Section 5B-3
and/or MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

f Message Configuration - WrHoldingRegsMsg &11
[ Configuration | Communication | Tag_|
Message Type: [CIP Generic -
Service [Eustom v] Source Element: m -
Type:
) Source Length: 2580 = [Bytes]
EEI:IV:E 50 (Hex] Class: 44 (Hex] [Drestination ‘WiHoldingRegzRespl v.
Instance: 12 Attribute: 0 [Hex) @
I ) Enable ) Enable Watting ) Start 3 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [] Timed Out €
Ermor Path:
Ermor Text:
oK | [ Cancel ][ fpph Help
Parameter Value Description
. Directly corresponds to Modbus function code:
Service Code |50 hex . . . .
Write Holding Registers (function code 16)
Modbus Device ID of 12
Instance 12 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
]Si](l)gélcgnt WdHoldingRegsReqData |Tag of structure type WrHoldingRegsRequest
Maximum length in bytes of WrHoldingRegsReqData
Source Length |250 & Y gresstied
(Length must be greater or equal to length of request message.)
Destination |WdHoldingRegsRespData |Tag of structure type WrHoldingRegsResponse
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| Write Holding Registers Service (50 Hex)

(2] Data Type: WiHoldingRegsRequest = ol :
Mame: ‘wiHoldngRegsRequest
Description: ‘Wite Holding
Flegisters Request
Members: Data Type Size: 252 bytefs]
|| Mame Data Type Style Diescriplion ’_E:demam::ess
satbddiesss | INT Decimal Stait addiess - base 0 Read/wWrite
(T S 1L Decid | Number of holdng registers | Read/wile
[ registeiData INT[123] Hex ] Hm,,g;gmpm Read/write
E
oK. | Cancel Apply Hep |
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex |Starting address base 0
numRegs INT (16 bit WORD) |1 to 123 Number holding registers to write.
registerData |INT array O0-FFFF hex |Holding register data
[ 3 bata Type: WrboklingRegsRespomse = e =
Mame: ‘WiHeldngReg:Response
Description Write Holding
Registers tesponse
Members: Data Type Size: 4 byte(s]
Hanme Data Type | Styte | Description | Estenal ccess |
Harthddiess INT | Decmal Stait addiess - base 0 |Read/vite
O L L [Decimal | Numberof hokding egistrs it | Res/Wle
Mave U Cancel | | ooy | [ Hen |
Parameter Data Type Range Description
startAddress |INT (16 bit WORD) |0 to FFFF hex |Starting address base 0
numRegs INT (16 bit WORD) |1 to 123 Number holding registers written
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DeviceMaster EIP-MOD does not attempt to perform any endian conversion on the bytes in the data stream
(either request or response). Refer to CIP Standard Voll_3.22 Section 5B-3 and/or MODBUS Application
Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

Message Configuration - MbPassthroughRegMsg &J
Corfiguration | Communication | Tag
Message Type: [CIP Generic -
Service [Eustom v] Source Element:  MbPassthroughReqD: «
Type:
Source Length: 252 = [Bytes]
Servi :
EEI:IV;E 81 [Hex] Class: 44 (Hex] Drestination MbPassthroughFespl »
Instance: 12 Attribute: 0 [Hex)
3 Enable ) Enable Watting ) Start 3 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [] Timed Out €
Emor Path:
Emor Texd:
oK ][ Cancel ][ feph Help
Parameter Value Description
Service Code 51 hex Service code for a Modbus passthrough message.

Modbus Device ID of 12

Instance 12 .

(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used

Source Element |MbPassthroughReqData |Tag of structure type MbPassthroughReqResp

Maximum length in bytes of MbPassthroughReqData

Source Length 252 (Length must be greater or equal to length of request
message.)
Destination MbPassthroughReqData |Tag of structure type MbPassthroughReqResp
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[ | IDsta Type: MbPassThroughRieqflesp == Eon =
Hame: MbPasThoughFiecRen
Dezceplion Modbus parstheough
request/iesponse
dats struchre
Mesmbes: Diata Type Size: 262 bytefz)
| [ name [Data Tyoe [ste [ Descrption | Estemnal Access |
r: dala [ SINTE=2] [Decmal TByte 0 Funchion Code: Bytes 1 Message parameters | Fiead/Wilte
) ok [ Comel Hep
Parameter Data Type Range Description

Modbus Message to be passed through.
Byte 0: Function Code

Bytes 1-n: Message parameters

Note:

data SINT array |0 to FF hex |® PLC operates in little endian format.

e DMessage request parameters must be byte swapped to big
endian format.

e Message response parameters will be received in big

endian format and may require byte swapping back to PL.C
format.
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10.7. Vendor Specific Write Single Coil Service (70 Hex)

This service writes one coil to the Modbus Coils table. This service results in the DeviceMaster EIP-MOD
issuing a Write Single Coil function (function code 0x05) to either the Shared Memory or the Modbus Message
Routing subsystem. Refer to MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for

more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

f Message Cenfiguration - WrSingleCoilMsg @1
[ Configuration | Communication | Tag_|
Message Type: ICIP Generic -
Service [Eustom v] Source Element; WiSingleCoilReqData »
Type:
) Source Length: 4 = [Bytes]
EEI:IV:E 70 (Hex] Class: 44 (Hex] [Drestination WiSingleCoilRespDat
Instance: 8 Attribute: 0 [Hex] Moo
\| 2 Enable 3 Enable Waiting 2 Start 3 Done Done Length: 0
2 Emor Code: BExtended Emor Code: [] Timed Out €
Emor Path:
Ermror Text:
oK ][ Cancel | Help
Parameter Value Description
Directly corresponds to Modbus function code:
Service Code 70 hex . y p' .
Write Single Coil (function code 5)
Modbus Device ID of 8
Instance 8 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |WrSingleCoilReqData |Tag of structure type WrSingleCoilRequest
Source Length 4 Length in bytes of WrSingleCoilReqData
Destination WrSingleCoilRespData |Tag of structure type WrSingleCoilResponse
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() Data Type: WrSingleCoilReq |E=5 oy
Mame: \WiingieColReq.
Description: wiite Single Col
request
Members: Drata Type Size: 4 bytefs)
MName Data Type Style Description LE:demal Access
address INT Decimnal Address of coll - base 0 |Readfwite
data INT Decimal Cod wahse: 0=, 1=0n |Fleed.M"|iEs
5 | [ i
(Comed ] [ seo | (o]
Parameter Data Type Range Description
address INT (16 bit WORD) |0 to FFFF hex |Coil address base 0
. 0 = Off . .
data INT (16 bit WORD) 120 Coil data to write
=On
_JData Type: WiSingleCoiResp oo s
Mame: WrSingleColResp
Descrption: ‘wiite Single Col
IEponse
Members; Data Type Size: 4 bytefz]
Name Data Type Style Description L_Euiemaihm |
address INT Decimal Address of cod - base 0 FieadAWrite |
D TiT el | Cotvakoe: ool 1ol “Readiifite 1
-+ |
Wae0s || [Neeoom Cosma] [ Aoov | [boe )
Parameter Data Type Range Description
address INT (16 bit WORD) |0 to FFFF hex |Coil address base 0
. 0 = Off . .
data INT (16 bit WORD) 1-0 Coil data written
=0On
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10.8. Vendor Specific Write Single Register Service (71 Hex)

This service writes one holding register to the Modbus Holding Registers table. This service results in the
DeviceMaster EIP-MOD issuing a Write Single Registers function (function code 0x06) to either the Shared
Memory or the Modbus Message Routing subsystem. Refer to MODBUS Application Protocol Specification

V1.1b3.pdf at www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

f Message Configuration - WrSingleRegMsg @1
[ Configuration | Communication | Tag |
Message Type: [CIP Generic -
Service [Eustom v] Source Element:  WiSingleRegReqData
Type:
) Source Length: 4 = [Bytes]
EEI:IV:E n (Hex] Class: 44 (Hex] [Drestination ‘WiSingleRegRespDa
Instance: 10 Attribute: 0 [Hex)
| 2 Enable 3 Enable Watting 2 Start 3 Done Done Length: 0
2 Emor Code: BExtended Emor Code: [] Timed Out €
Ermor Path:
Ermor Text:
oKk ][ Cancal | Help
Parameter Value Description
. Directly corresponds to Modbus function code:
Service Code 71 hex . . . . .
Write Single Holding Register (function code 6)
Modbus Device ID of 10
Instance 10 .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |WrSingleRegReqData Tag of structure type WrSingleHoldingRegRequest
Source Length 4 Length in bytes of WrSingleRegReqData
Destination WrSingleRegRespData |Tag of structure type WrSingleHoldingRegResponse
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() Data Type: WiSingleHoldingRegReq =3 ol == |
Mame: ‘wirSingleH oldingF egReq
Descriptior: ‘Wiite Single Holding
Flegister request
Members: Data Type Size: 4 bytelz)
Mame Data Type Style Description | Extemal Access |
address INT Decimal FRegister address | ReadAwrite |
data INT Hex Register value FeadMwite ]
b : |
Move Up Move Down l_Camel Apply Help
Parameter Data Type Range Description
address INT (16 bit WORD)|0 to FFFF hex |Holding register address base 0
data INT (16 bit WORD) |0 to FFFF hex |Register data to write
4] Data Type: WiSingleHoldingRegResp =5 EeE =
Mame: WrSingleHoldingRegResp
Descriptior: ‘wiite Single Holding
Register response
Members: Data Type Size: 4 bytefz]
Name Data Type Style Description Exteinal Access |
address INT Decimal Register Addess Read/white
data INT Hex Register value Read/ white
Parameter Data Type Range Description
address INT (16 bit WORD) |0 to FFFF hex |Holding register address base 0
data INT (16 bit WORD) |0 to FFFF hex |Register data to write
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10.9. Vendor Specific Write Mask Register (72 Hex)

This service performs a write mask operation on one holding register in the Modbus Holding Registers table.
This service results in the DeviceMaster EIP-MOD gateway issuing a Write Mask Register function (function
code 0x16) to either the Shared Memory or the Modbus Message Routing subsystem. Refer to MODBUS
Application Protocol Specification V1.1b3.pdf at www.modbus.org for more details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

f Message Configuration - WrMaskRegMsg @1
[ Configuration | Communication | Tag_|
Message Type: ICIP Generic -
Service [Eustom v] Source Element; ‘WitdaskRegReqData «
Type:
) Source Length: 1 = [Bytes]
gz:j\’:e T2 [Hex] Class: 44 (Hex] [Drestination wikaskRegRespDat «
Instance: 10 Attribute: 0 [Hex] Moo
\| 2 Enable 3 Enable Waiting 2 Start 3 Done Done Length: 0
2 Emor Code: BExtended Emor Code: [] Timed Out €
Emor Path:
Ermror Text:
oKk ][ Cancad | Help
Parameter Value Description
. Directly corresponds to Modbus function code:
Service Code 72 hex . ) ) . .
Write Single Holding Register (function code 22)
Inst 10 Modbus Device ID of 10
nstance
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used
Source Element |WrMaskRegReqData |Tag of structure type WrMaskHoldingRegReq
Source Length |6 Length in bytes of WrMaskRegReqData
Destination WrMaskRegRespData |Tag of structure type WrMaskHoldingRegResp
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| Vendor Specific Write Mask Register (72 Hex)

4] Data Type: WrMaskHoldingRegReq EI@
Mame: ‘witd azkHoldingRegReq
Description: wirite Mask Holding -

Register request

Members: Data Type Size: 8 byte(s)
Mame Data Type Style Description Euxternal Access

address INT Decimal Register address Readfwrite

andhask INT Hex And mask Readfwrite

ortask INT Hex Or maszk Readfwrite

I!.?E
Move Up Move Down [ QK ] [ Cancel Apply
Parameter Data Type Range Description

address INT (16 bit WORD) |0 to FFFF hex |Holding register address base 0
andMask INT (16 bit WORD) |0 to FFFF hex |[And mask
orMask INT (16 bit WORD) |0 to FFFF hex |Or mask

1. Contents of register is ANDed with andMask.
2. The orMask is ANDed with ones compliment of andMask.
3. Results of step 1 is ORed with results of step 2.

In “C” language coding syntax:
Result = (contents & andMask) | (orMask & (~andMask);
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4] Data Type: WrMaskHeldingRegResp EI@
Mame: Wwitd azkHoldingRegResp
Description: wirite Mask Holding -

Register rezponse

Data Type Size: 8 byte(s)

Members:

Mame Data Type Style Description Euxternal Access
address INT Decimal Register address Readfwrite
andhask INT Hex And mask Readfwrite
ortask INT Hex Or maszk Readfwrite

of
i

Move Up Move Down [ QK ] [ Cancel Apply

Parameter Data Type Range Description
address INT (16 bit WORD) |0 to FFFF hex |Holding register address base 0
andMask INT (16 bit WORD) |0 to FFFF hex |And mask
orMask INT (16 bit WORD) |0 to FFFF hex |Or mask
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10.10. Vendor Specific Read/Write Holding Registers (73 Hex)

This service performs first write and then read operations on multiple holding registers in the Modbus
Holding Registers table. This service results in the DeviceMaster EIP-MOD gateway issuing a Read/Write
Holding Registers function (function code 0x17) to either the Shared Memory or the Modbus Message Routing
subsystem. Refer to MODBUS Application Protocol Specification V1.1b3.pdf at www.modbus.org for more

details.

Note: In order to use this service, the Enable Vendor Specific Modbus Object Services option on the EtherNet/
IP Stack Configuration web page must be selected.

f Message Configuration - RdWrHeldingRegsMsg Lér
Message Type: ICIP Generic -
Service [Eustom v] Source Element; RdwiHoldingRegsRe: »
Type:
Source Length: 252 = [Bytes]
Servi .
PEE 73 M) Classt 44 Hedd  poggoaion RidwiHoldingFlegsFie
Instance: 10 Attribute: 0 [Hex] Moo
) Enable ) Enable Watting ) Start 2 Done Done Length: 0
2 Emor Code: Bxtended Emor Code: [T] Timed Out €
Emor Path:
Ermor Texd:
oK | [ Cancel ][ feph Help
Parameter Value Description
. Directly corresponds to Modbus function code:
Service Code 73 hex . . . .
Read/Write Holding Registers (function code 23)
Inst 10 Modbus Device ID of 10
nstance .
(Valid Range = 1 to 255)
Class 44 hex Modbus Object
Attribute 0 Not used

Source Element

RdWrHoldingRegsReqData

Tag of structure type RdAWrHoldingRegsReq

Maximum length in bytes of RAWrHoldingRegsReqData

Source Length |252 (Length must be greater or equal to length of request
message.)
Destination RdWrHoldingRegsRespData |Tag of structure type RdAWrHoldingRegsResp
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(] Data Type: RdWiHoldingRegsReq Folfe s
MName: Rdw/iHeldingReg:Req
Drescopion: FeadMw/ite Holding
Register request
Membess: Data Type Size: 252 byte(s)
| | Mame Data Type | Style Description Extemnal Access
sarRdaddress | INT Decimal Start read addiess ReadMwiile
rumRdRegs INT Decimal Mumber of registers ta read ReadMwiite
starlwitdddress | INT Decimal Start wite addess ReadMwiite
rumiwifegs INT Decimal Mumber of registers ta wite ReadMwiite
wrieDiata INT[121] Decimal Wiite Data ReadMwite
) (o ) ()
Parameter Data Type Range Description
startRdAddress |INT (16 bit WORD) |0 to FFFF hex |Start read holding register address base 0
numRdRegs INT (16 bit WORD) |0 to 125 Number of registers to read
startWrAddress |INT (16 bit WORD) |0 to FFFF hex |Start write holding register address base 0
numWrRegs INT (16 bit WORD) |0 to 121 Number of registers to write
writeData INT array 0 to FFFF hex |Data to write
) Deta Type: ReWirkoldingRegsResp folle s
MName: RdwiHolkdingRegsResp
Descrption: ReadMiite Holdng
Flegizter tesponze
Membess: Data Type Size: 252 byte(s)
__Thame [Data Type Side | Descriplion ExemalAccess |
readD ata | INT[125] Hex Read data |Read.|’\o\.l'|he |
u | |
() (A ) ()
Parameter Data Type Range Description
readData INT array 0 to FFFF hex |Data that was read
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Chapter 11. Class 1 Interface Definition

The EtherNet/IP Class 1 interface web page displays the Class 1 parameters.

Commmor  Hoee

Modbus to TagWie  Tap/Fie io Modurs  Modbus o Modbus  Shared Memory | EfusMest® Cisal | venly Dain Mapping  Shared Memory Map

EtherNetiP Classl interface

This page daplays |e Class | merface 1o the Shaned Memaorny: To Be Clasa] ingen (Feom PLC) enabied, B Shared Memory Block's Clasa] Read Enable opton sust Be selocted. To be Class | Outpus
{From PLC) enabled, the Shaced Memory Biock's Wiite Masten(s) seing mus! be 56110 EferfettP Class]

Active Ry Class 1 Dﬂﬂllglﬂaum Active Tx Class 1 Cnrl’ﬂ-iurlllm
Fsiance | Inetance :';:':;_:‘T:m Wite Inslance  Instance :'._'I':‘_J""I;'ﬂ
Input (Te PLC) Class | Interface  Phaembei  Lengh Lanas Output (From PLC) Class 1 Interface  Masters) Mumber  Lengih I.nlu;;-:
Holfing Regimtens Biock 1 10} 400 440 Holding Fhegisten: Biock 2 EtherMNetiP Claasl 1B A0 440
Caéls Blocik 1 103 40 40 Cooils Block 2 EtherdNeniP Clasal 126 40 A1

Where the following Class1 interfaces are supported:

Instance Length (in bytes)
Input (To PLC)
Holding Register Block 1 Only 101 1-400
Coil Block 1 Only 109 1-40
Both Holding Register Block 1 and Coil Block 1 101 1-440
Output (From PLC)
Holding Register Block 2 Only 118 400
Coil Block 2 Only 126 40
Both Holding Register Block 2 and Coil Block 2 118 440

11.1. Configuring an I/0 Ethernet Module on a ControlLogix PLC

In RsLogix, each DeviceMaster EIP-MOD gateway must be set up as a Generic Ethernet Module to interface
to the PLC via a Class 1 connection. The class 1 interface, as shown above, is displayed on the EtherNet/IP
Class1 Interface page.

1. First, right click the Ethernet module on RSLogix5000 and select New Module....
2. Click Communications.
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3. Scroll down and select Generic Ethernet Module.

-

¥ ' Salect Module - - |E3
Modue ot [Vendor |
1788-ENBT/A 1788 10/100 Mbps Ethernet Bridge, Twisted-Pair Med.. Rockwell Au ~
1794-AENT 1794 10100 Mbps Ethernet Adapter, Twisted-Pair M... Rockwell 4u
Drivelogi730 E.. 10/100 Mbps Ethernet Port on DrivelognS730 Reckwell Au
E1 Plus Electronic Overload Relay Communications Interface  Rockwell Au
-ETHERMET-BRIL.. Generic EtherMet/IP CIP Bridge Rockwell Au
ETHERMNET-MO... Genenc Ethernet Module Roclowell A
- Etheriet/TP SoftlogoS800 EtherMNet/TP Rockwell Au
EX250-5EM1 Ethernet Valve Manifold 51U SMC Carpor— |
EX260-5EML Ethemet Vatve Manifold 51U SMC Corpor |
EX260-5EM2 Ethernet Valve Manifold SIU SMC Corpor
EX260-5EM3 Ethemet Valve Manifold SIU SMC Corpor _
F i:I FWaEn Frkia Fak o o ca SFcb .o R _TE_ 1M L ¥ P -"'__‘_.
| Find. || AddFavoite |
By Category ByVendor |  Favoites |
[ ok |[ cemce || Hep |
L - 2
4. Click OK. The following pane appears.
New Module e
Type: ETHERMNET-MODULE Generic Ethernet Module
Vendor: Rockwel Automation/dlen-Bradiey
Parent: EnetBridge
. Connection Palamelers
Name: DM_EIP_MOD_10_0.0_117
e — E— 5
Descripbor:  DeviceMastes EIP-MOD . e
gateway Irput: 1 20 7 (16
> Ot 18 220 || pssy
Comm Fomat: | Data - INT x] s
Configuationr 254 0 it
Address £ Host Name - _ it
@ P Sddress 0. 0 . 0 nr
~ Host Mame: |
7] Open Module Propesties [ ok ][ cencel |[ Heb

po Top

Enter a Name.
Select the Comm Format as Data-INT.
Enter the IP Address of the gateway.

Using the data displayed on the Class 1 Overview page, enter the Connection Parameters.
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5. Click OK. The following pane will appear.

a.

B Module Properties: EnetBridge (ETHERNET-MODULE 11)

7] Inkdbit Module

Module Fault

Stabus: Oifflire

Requested Packet Interval [RPI}

General| Cormection | Madule Infol

100-ms  [1.0-32000

| Major Faudt On Controies If Connection Fails While in Fun Mode
¥ Use Unicast Connection aver Etheriet/IP

ms}

The fastest allowable RPI is 10 ms.

b. Both Unicast, (point-to-point), and Multicast, (one-to-many), connections are supported.
6. Click OK. The module will be added.

7. View the corresponding Input and Output data tags created when the gateway module was added. Once
the PLC has connected to the DeviceMaster EIP-MOD gateway, these tags will communicate directly to
the configured Shared Memory blocks.

Input tag:

@: AP TIF e LH S m

Scope: il Controllogis = Show: Al Tags
Name zz] 4 | Value | Foce Mask  *| Style Dala Type Desciiption
— DM_EIP_MOD_10_0_0_117.Data [ las2} |Decimal INT[220]
+ DM_EIP_MOD_10_0_0_117:1.Data0] 0 |Decimal INT
+ DM_EIP_MOD_10_0_0_117..Data{1] 0 | Decamal INT
+ DM_EIP_MOD_10_0_0_117..Dataf2] 0] Decimal Ll -
+ DM_EIP_MOD_10_0_0_117..Data(3] 0 |Decinal INT
+ DM_EIP_MOD_10_0_0_117:1.Dta(4] 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117:1.Dat5] 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117..Dala(5] 0 Decinal INT
+ DM_EIP_MOD_10.0_0_1171.Data(7] 0 Decinal INT
+ DM_EIP_MOD_10_0_0_117:1.Data{8] 0 | Decirnal INT
+ DM_EIP_MOD_10_0_0_117:.Data(9] 0 |Decimal INT
+ DM_EIP_MOD_10_0_0_117..Data{10) 0 |Decimal INT
+ DM_EIP_MOD_10_0_0_117:.Data{11] 0 |Decinal INT
+ DM_EIP_MOD_10_0_0_117.1.Data{12) 0 |Decimal INT
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Output tag:
| Mame =z & | Vahe #| FosceMask  *+| Shyle Data Type Descriphion
__|-/ oM_EIP_mMOD_10_0_0_117:0 e (0T ABETHERNET_..
— DM_EIP_MOD_10_0_0_117.0.Dala ] [...} |Decimal INT[220]
+ DM_EIP_MOD_10_0_0_117.0.Data{0] 0 Decimsl INT
+ DM_EIP_MOD_10_0_0_117:0.Data{1] 0 Decirnal INT
+ DM_EIP_MOD_10_0_0_117.0.01a(2] 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117.0.Data{3] 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117:0.Datal4] 0 Deciral INT
+ DM_EIP_MOD_10_0_0_117:0.Data{5) 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117.0.Dataff] 0 Decimal INT
+ DM_EIP_MOD_10_0_0_117:0.Data{7] 0 Decirnal INT
+ DM_EIP_MOD_10_0_0_117.0.Datafg] 0 Decimal INT
_| '+ DM_EIP_MOD_10_0_0_117.0.08ta[3] 0 Decimal INT
+ DM_EIP_MDD_10_0_0_117:0.0ata] . 0 Deciral INT
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This section contains troubleshooting information for your DeviceMaster EIP-MOD. You should review the
following subsections before calling Technical Support because they will request that you perform many of the
procedures or verifications before they will be able to help you diagnose a problem.

e 12.1. Troubleshooting Checklist on Page 155

e 12.2. General Troubleshooting on Page 156

e 12.3. Daisy-Chaining DeviceMaster EIP-MOD Units With Two Ethernet Ports on Page 157
If you cannot diagnose the problem, you can contact 12.4. Technical Support on Page 158.

12.1. Troubleshooting Checklist

The following checklist may help you diagnose your problem:

Verify that you are using the correct types of cables on the correct connectors and that all cables are
connected securely.

¢ Isolate the DeviceMaster EIP-MOD from the network by connecting the device directly to a NIC in a host
system.

Connector
Model Connected to Ethernet Cable Name

EIP-MOD-2101
EIP-MOD-2201 Ethernet hub or NIC Standard 10/100
EIP-MOD-2102

E%g:%gg:gggz Ethernet hub or NIC Standard 10/100 - E1VE2

e Verify that the Ethernet hub and any other network devices between the system and the DeviceMaster
EIP-MOD are powered up and operating.

¢ Reset the power on the DeviceMaster EIP-MOD and watch the Status light activity.

DeviceMaster EIP-MOD Status LED Activity
5 sec. off, 3 flashes, 5 sec. off, 3 flashes ... Redboot ™ checksum failure.
5 sec. off, 4 flashes, 5 sec. off, 4 flashes ... SREC load failure.
5 quick flashes The default application is starting up.
10 sec. on, .1 sec. off, 10 sec. on .1 sec. off ... | The default application is running.

e Verify that the network IP address, subnet mask, and gateway is correct and appropriate for the network.
If IP addressing is being used, the system should be able to ping the DeviceMaster EIP-MOD.

e Verify that the IP address programmed into the DeviceMaster EIP-MOD matches the unique reserved IP
configured address assigned by the system administrator.

e Ifusing DHCP, the host system needs to provide the subnet mask and gateway.
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¢ Reboot the system and the DeviceMaster EIP-MOD.
e Ifyou have a spare DeviceMaster EIP-MOD, try replacing the device.

12.2. General Troubleshooting

This table illustrates some general troubleshooting tips.
Note: Make sure that you have reviewed the Troubleshooting Checklist (Page 155).

General Condition Explanation/Action

Indicates that boot program has not downloaded to the unit.
1. Reboot the system.

Status LED flashing 2. Make sure that you have downloaded the most current firmware
for EtherNet /IP-Modbus.

Note: Ifthe Status LED is still flashing, contact Technical Support.

Indicates that power has not been applied or there is a hardware

Status LED not lit failure. Contact Technical Support.
Cannot ping the device Isolate the DeviceMaster EIP-MOD from the network. Connect the
through Ethernet hub device directly to the NIC in the host system (see Page 155).

The default IP address is often not accessible due to the subnet
Cannot ping or connect to masking from another network unless 192.168 is used in the network.

the DeviceMaster EIP-MOD | 1 most cases, it will be necessary to program in an address that
conforms to your network.

DeviceMaster EIP-MOD
continuously reboots when Invalid IP information may also cause the switch or router to check for
connected to some Ethernet | a gateway address. Lack of a gateway address is a common cause.

switches or routers

156 - User Guide: 2000664 Rev. A Chapter 12. Troubleshooting and Technical Support


ftp://ftp.comtrol.com/dev_mstr/up/software/modbus_router/firmware

Daisy-Chaining DeviceMaster EIP-MOD Units With Two Ethernet Ports

12.3. Daisy-Chaining DeviceMaster EIP-MOD Units With Two
Ethernet Ports

DeviceMaster EIP-MOD models with two Ethernet ports follow the IEEE specifications for standard Ethernet
topologies.

When using the E1/E2 ports, the DeviceMaster EIP-MOD is classified as a switch. When using the UP port
only, it is a simple end node device.

The maximum number of daisy-chained DeviceMaster EIP-MOD units, and the maximum distance between
units is based on the Ethernet standards and will be determined by your own environment and the conformity
of your network to these standards.

Pepperl+Fuchs Comtrol, Inc. has tested with seven DeviceMaster EIP-MOD units daisy-chained together
using 10 foot CAT5 cables, but this is not the theoretical limit. You may experience a performance hit on the
devices at the end of the chain, so it is recommended that you overload and test for performance in your
environment. The OS and the application may also limit the total number of ports that may be installed.

Following are some quick guidelines and URLs of additional information. Please note that standards and
URLSs do change.

e Ethernet 10BASE-T Rules
- The maximum number of repeater hops is four.
- You can use Category 3 or 5 twisted-pair 10BASE-T cables.
- The maximum length of each cable is 100m (328ft).

Note: Category 3 or 5 twisted pair cables look the same as telephone cables but they are not the same.
The network will not work if telephone cables are used to connect the equipment.

e Fast Ethernet 100BASE-TX rules

- The maximum number of repeater hops is two (for a Class II hub). A Class II hub can be connected
directly to one other Class II Fast Ethernet hub. A Class I hub cannot be connected directly to another
Fast Ethernet hub.

- You must use Category 5 twisted-pair 100BASE-TX cables.
- The maximum length of each twisted-pair cable is 100m (328ft).
- The total length of twisted-pair cabling (across directly connected hubs) must not exceed 205m (672ft).

Note: Category 5 twisted pair cables look the same as telephone cables but they are not the same. The
network will not work if telephone cables are used to connect the equipment.

e JEEE 802.3 specification: A network using repeaters between communicating stations (PCs) is subject to
the “5-4-3” rule of repeater placement on the network:

- Five segments connected on the network.
- Four repeaters.

- Three segments of the 5 segments can have stations connected. The other two segments must be inter-
repeater link segments with no stations connected.

See http:/ /www.optronics.gr/ Tutorials/ethernet.htm for more specific information.

Additional information may be found at http:/ /compnetworking.about.com/cs/ethernetl/ or by
searching the web.
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Technical Support

12.4. Technical Support

It contains troubleshooting procedures that you should perform before contacting Technical Support since
they will request that you perform, some or all of the procedures before they will be able to help you diagnose
your problem. If you need technical support, use one of the following methods.

Pepperl+Fuchs Comtrol, Inc. Contact Information

Downloads http://downloads.comtrol.com/html/DM_EIP_MOD_main.htm

Web site http://www.comtrol.com

763.957.6000
Phone Monday - Friday
8AM - 5PM CST
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